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INTRODUCTION

Oracle Applicationis a first semester course. ki isvo credit degree course available to
students offering Bachelor of science (B.Sc) compuand information communication
technology.

Oracle Application is a complete set of businespliegtion for managing and automating
processes across any organization. The scholaispédalizes in the field of Oracle may end up
to be one of the following Database administra@ygcle programmer and so on.

WHAT YOU WILL LEARN IN THIS COURSE

The course consists of units and a course guids.cturse guide tells you briefly what
the course is about, what course materials youheilusing and how you can work with these
materials. In addition, it advocates some geneuadglines for the amount of time you are
likely to spend on each unit of the course in otdezomplete it successfully.

It gives you guidance in respect of our Tutor-Matk&ssignment which will be

made available in the assignment file. There wdlregular tutorial classes that are related
to the course. It is advisable for you to attenesthtutorial sessions. The course will prepare

you for the challenges you will meet in the econostatistics.

COURSE AIM

The aim of the course is to provide you with adenstanding of oracle application . It
also aims to provide you solutions to real lifeolgems.

COURSE OBJECTIVES

To achieve the aims set out. The course has &af sdtjectives. Each unit has specific
objectives which are included at the beginninghef tinit. You should read these objectives
before you study the unit. You may wish to refethtem during your study to check on your
progress. You should always look at the unit olyest after completion of each unit. By
doing so, you would have followed the instructiomshe unit.

Below are comprehensive objectives of the course aghole. By meeting these

objectives, you should have achieved the aims efciburse as a whole. In addition to the



aims above, this course sets to achieve some ogsctThus, after going through the
course, you should be able to:\

» Create an Oracle database

» Explain the Oracle database architecture

* Install software with the Oracle Universal Installe

» Obtain tablespace information from Enterprise Ma&anamd the data dictionary

» Create and modify tables

» Define constraints

* Manipulate data through SQL using INSERT, UPDATiE] ®ELETE

» |dentify PL/SQL objects

» Describe triggers and triggering events

» Detect and resolve lock conflicts

» Manage deadlocks

» Describe the relationship between transactiondaoid

» Troubleshoot invalid and unusable objects

» Gather optimizer statistics

* Use Database Control to create additional listeners

* Use Database Control to create Oracle Net serli@sea

» Detect database corruptions using the utilities AMEE and DBVERIFY

» |dentify the importance of checkpoints, redo lcggiland archived logfiles

» Describe the basics of database backup.restoreeandery

Working through this Course

To complete this course you are required to reanh esdudy unit, read the textbooks
and read other materials also which may be proviojedhe National Open University of
Nigeria.

Each unit contains self-assessment exercises awcdrtin points in the course you
would be required to submit assignments for assesspurposes. At the end of the course
there is a final examination. The course shouldetgku about a total of 17 weeks to

complete. Below you will find listed all the companmts of the course, what you have to do



and how you should allocate your time to each unibrder to complete the course on time
and successfully.

This course entails that you spend a lot of timeetad. | would advice that you avail
yourself the opportunity of attending the tutors&ssions where you have the opportunity of

comparing your knowledge with that of other people.
The Course Materials

The main component of the course are
The course material
Study units

1
2
3. References/Further Readings
4 Assignments

5

Presentation Schedule
Study unit
Module 1: Introduction to Oracle application
Unit 1: Basic Oracle concepts
Unit 2: Installing Oracle Database 10g

Unit 3: Creating Oracle Database Architecture

Module 2: Oracle database Management
Unit 1 Managing Oracle Storage Structures
Unit 2: Managing DATABASE OBJECT

Unit3:: Manipulating Database Data
Unit 4. Programming Oraclevith PL/SQL

Module 3: Oracle Configuration
Unit 1: Configuring Oracle Networking
Unit 2: Managing Databad®erformance

Unit 3: Dealing with Locking

Module 4: Data Concurrency and Consistency
Unit: 1 Introduction to Data Concurrency and Cotesisy



Unit 2: Managing data and concurrency

Module 5: Database Curruption
Unit 1: Detecting and Recovering from Database @aiion

Module 6: Backup and Recovery

Unit 1: Configuration The Database For Backup Aret®very(l)

Unit2: Configuration The Database For Backup And RecoVégry(

The first unit focuses on basic concept of oragpliaation, Database object, structure Query
language. The second unit deals with oracle sysegmirement, optimal flexible architecture,
file naming syntax, installing oracle software, ttiird focuses on how to create an oracle
database and architecture. The forth unit concewittdmanagement of database objects. Unit
six focuses on manipulating database data.

Units seven, eight and nine are eamed with programming language and the oracle
database, oracle configuration, managing the peeoce of database, unit ten deals with oracle
database locking, unit eleven and twelve focusaia doncurrency and consistency.

The thirteen unit is concerned with detectamgl recovering from database corruption, and

lastly unit fourteen and fifteen focus on dataldasekup and recovery

Each unit consists of one or two weeks&rk and
include introductions, objectives, reading atemials, exercises, conclusion, summary
Tutor Marked Assignments (TMAS), references andgptiesources. The unit directs you to
work on exercises related to the required readimgeneral, these exercises test you on the
materials you have just covered or require yougplgit in some way and thereby assist
you to evaluate your progress and to reinforce yammprehension of the material. Together
with TMASs, these exercises will help you in achieyithe stated learning objectives of the

individual units and of the course as a whole.



Presentation Schedule

Your course materials have important dates forehdy and timely completion and
submission of your TMAs and attending tutorialsu¥Yshould remember that you are required
to submit all your assignments by the stipulatetetand date. You should guard against falling
behind in your work.

Assessment

There are three aspects to the assessment ofutse cbirst is made up of self-assessment
exercises, second consists of the tutor-markedgassents and third is the written

examination/end of course examination.

You are advised to do the exercises. In tackliegagsignments, you are expected to apply
information, knowledge and technique you gathergihd the course. The assignments must be
submitted to your facilitator for formal assessmantccordance with the deadlines stated
in the presentation schedule and the assignmentThe work you submit to your tutor for
assessment will count for 30% of your total counsek. At the end of the course you will
need to sit for a final or end of course examinatad about a three hour duration. This
examination will count for 70% of your total counserk.

Tutor-Marked Assignment

The TMA is a continuous assessment component afgawrse. It accounts for 30% of the
total score. You will be given four (4) TMAs to avex. Three of these must be answered before
you are allowed to sit for the end of course exation. The TMAs would be given to you by your
facilitator and returned after you have done tr@gmment. Assignment questions for the units
in this course are contained in he assignmentvfde. will be able to complete your assignment from
the information and material contained in your negdreferences and study units. However, it is
desirable in all Degree level of education to destoate that you have read and researched
more into your reference;,, which will give you &er view point and may provide you with a
deeper understanding of the subject.

Make sure that each assignment reaches yourdamiliin or before the deadline given in the
presentation schedule and assignment file. If figr r@asoryou can not complete your work on
time, contact your facilitator before the assignnigidue to discuss the possibility of an extension

Extension will not be granted after the due dalessithere are exceptional circumstances.
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Final Examination and Grading

The end of course examination for economic stasstill be for about 3 hours and it
has a value of 70% of the total course work. Thangxation will consist of questions,
which will reflect the type of self-testing, prac# exercise and tutor-marked assignment
problems you have previously encountered. All arefathe course will be assessed.

Use the time between finishing the last unit andirsg for the examination to
revise the whole course. You might find it usefalreview your self-test, TMAs and
comments on them before the examination. The endafrse examination covers

information from all parts of the course.

Course Marking Scheme

Assignment Marks

Assignments 1-4 Four assignments, best three nwdritke

four count at 10% each -30% of course

marks.
End of course examination 70% of overall coursekama
Total 100% of course materials.

Facilitators /Tutors and Tutorials

There are 16 hours of tutorials provided in suppairtthis course. You will be
notified of the dates, times and location of thaderials as well "as the name and phone
number of your facilitator, as soon as you arecalled a tutorial group.

Your facilitator will mark and comment on your agsments, keep a close watch on
your progress and any difficulties you might facel @rovide assistance to you during the
course. You are expected to mail your Tutor MarRegignment to your facilitator before
the schedule date (at least two working days ageired). They will be marked by your
tutor and returned to you as soon as possible.

Do not delay to contact your facilitator by telepleoor e-mail if you need assistance.

The following might be circumstances in which youowd find assistance
necessary, hence you would have to contact youlit&haor if:

* You do notunderstand any part of the studyerassigned readings



* You have difficulty with the self-tests
* You have a question or problem with an assignmentith the grading of an assignment.
You should endeavour to attend the tutorials. Thitie only chance to have face to face
contact with your course facilitator and to ask sfiens which are answered instantly.
You can raise any problem encountered in the caafrgeur study.
To gain much benefit from course tutorials preparguestion list before attending them.

You will learn a lot from participating actively iiscussions.

SUMMARY

Oracle application is a course to provide solutiomeal life problems, especially in the data
management. It also serves as a tool which oftables the DBA to widen their knowledge.

| wish you success in the course and | hope thatwyt find it comprehensive and interesting.
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1.0 INTRODUCTION

Someone once said that the best place to starthe &deginning. With Oracle, that means
understanding where the idea of a relational da@b@anagement system (RDBMS) came from
and what a database is—in computer and everydagidtven though the material presented
here may not be directly tested on the exam, shéssumed knowledge, however, so a quick
read is probably a good idea.

1.1 Introduction to Databases and the Relational Mdel

In one form or another, databases have always dreemd, though their exact shape was not
always easily recognizable. As long as some foraatd had to be stored, there was always a
method of storing it. Databases, in their most &nfiprm, are a mechanism for storing data. The
data can be logical, like the values stored inraater program, or may be physical, like a file
or receipt. You probably have databases in existali@round you, but you may not see them as
such. For example, the shoe box in which you'vegdayour tax receipts for the accountant is a
database of your annual expenses. When you opkncalbinet and take out a folder, you are
accessing a database. The content of the filefaddgour data (e.g., your credit card statements,
your bank statements, invoices, purchase order3, €he file cabinet and drawers are your data
storage mechanisms.Before the advent of computedata was stored in some easily
recognizable physical form. The introduction of guters simply changed the data from a
physical form that you can touch and feel to atdldorm that is represented by a series of 1's
and 0’s. Does the information that you displaydanrexpense report on the computer screen
differ greatly from the same information in the dh@opy version of the expense form? Perhaps
the information is laid out differently than on thereen, but the key elements—who was paid,
what amount, how much was the tax, what was thpgsar of the expense, and so on—are all
the same.

In looking at a database and its most basic sehafacteristics, the following

points hold true:

* A database stores data. The storage of datakaratphysical form, such as

a filing cabinet or a shoebox.

» Data is composed of logical units of informatibat have some form of connection to each
other. For example, a genealogical database stdoesation on people as they are related to
each other (parents, children, etc.).

» A database management system (DBMS) providestlaoth¢o easily retrieve, add, modify, or
remove data. This can be a series of filing cabittet are properly indexed, making it easy to
find and change what you need, or a computer pnognat performs the same functicn.

When data began to move from a physical form twgachl form using computers,

different theoretical versions of systems to mardaga evolved. Some of the more

common database management systems in use ovast®® years include the

hierarchical, networkandrelational. Oracle is a relational database management system
(RDBMS).

2.0 0BJECTIVES

In this unit you will learn

* What a database is and what makes a databaterrala
* What SQL is

» Which database objects are supported in Oragje 10
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* What a database administrator does
* How the Oracle database fits into the Oracle pcoéamily

3.0The Relational Model of Databases

The relational model for database managementgsgswas proposed in the June 1970 issue of
Communications of the ACMhe Association of Computing Machinery journal—by B.F.
Codd, an IBM researcher, in a paper called “A Retel Model of Data for Large Shared Data
Banks.” For its time it was a radical departurerfrestablished principles because it stated that
tables that have related data need not know whereetated information is physically stored.
Unlike previous database models, including theanatical and network models, which used the
physical location of a record to relate informatimetween two sets of data, the relational
model stated that data in one table needed to kimdyvthe name of the other table and the value
on which it is related. It was not necessary fdada one table to keep track of the physical
storage location of the related information in éueot

The relational model broke all data down intbextions of objects or relations that store the
actual data (i.e., tables). It also introducedtateperators to act on the related objects to
produce other objects (i.e., join conditions toduwe a new result set). Finally, the model
proposed that a set of elements should exist torertata integrity so that the data would be
consistent and accurate (i.e., constraints). Coddgsed a set of twelve rules that would allow
designers to determine if the databasemanagemstensgatisfied the requirements of the
relational model. Although no database today sesisdll twelve rules (because the database
would run very slowly if it did, since theory istn@ways the same as practice), it is generally
accepted that any RDBMS should comply with moghefn.

The essence of the relational model is that @amade up of a set of relations.
These relations are implemented as two-dimensiabés with rows and columns as shown in
Figure 1-1. In this example, the Customers taldeestinformation about clients we deal with—
their customer ID, their company name, their adglraad so on. The Orders table stores
information about the client orders (but not théesrline items—these are in another table),
including the order data, the method of paymemt aitder date, and the ship date. The
CustomerID column in both tables provides the ieteship between the two tables and is the
source of the relation. The tables themselvestaredin a database that resides on a computer.
The physical locations of the tables need not lwwkr—only their names.
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Figure |-} CustomeriD , Company Address - City istate
The Customers 10001 | Haunting | 123 Spooky‘ Pompana Be1ch FL
P!oduct\cns  Drive
and Orders tables e - e [
10002 Bradley " 86 Winding | Tosonto ;ON
are related by ) “Systems Wy ‘
Custemer!D. 10003 | Trecata 15523 D\xon Otrawa o
Corporation! Street
TABLE: Customers
OrderlD CustomerlD ' OrderDate  ShipPate : Merms
2004072501 ‘ ogoz ‘ 07/2502005 J 08/01/2005  Net 30 days
2004072502 | (0001 1 0742502005 (visa
2004072503 | 10003 | Q__?_f}SIZOOS i 07,’27!1005 [ Net 10 days |
20040?2504 I IDOOZ - 07/25/2005 07'/25!2005 CO__D U
2004072601 | 10001 07/26/2005 | VISA
TABLE: Orders
Figure 1.1

For a database to be considered relational, arelisedhe physical location of rows is not
something that a user querying data needs to ktteatable must allow for each row to be
uniquely identified. The column (or set of columtigt uniquely identifies a row is known as
theprimary key Each table in a relational database (accordingtaldse theory) must have a
primary key. In this way, you are certain that specific value appears only once in the table. In
Figure 1-1, the CustomerID column of the Custontante is a primary key, ensuring that each
CustomerID appears only once in the table. Foigers table, the OrderID is the primary key.
When relating tables together (the whole point célational database), the valueof a primary
key column in one table can be placed in a columemother table. The column in the second
table holding the value is known as fbesign keyA foreign key states that the value in this
column for a row exists in another table and mostiaue to exist, or else the relationship is
broken. In Figure 1-1, the CustomerID column of @relers table is a foreign key to the
CustomerID column in the Customers table. In ofdethe relationship to be valid, any value
placed in the CustomerID column of the Orders taflst already exist in the CustomerID
column of the Customers table. In other words rdeofor a client to place an order, we need to
know some basic information about them. If we ddwave this information, the customer cannot
place an order. Oracle enforces the primary kegtdorkey relationship through the

use of database constraints.
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4.0SQL: The Structured Query Language

All of the relations in a relational database asnaged by a relational database management
system. As indicated earlier, an RDBMS allows youianipulate relational tables and their
contents. It provides a language that allows yotréate, modify, and remove objects in the
database, as well as add, change, and deleteTth@éanguage that Oracle uses is the Structured
Query Language, or SQL. SQL was originally devetbpg IBM, for whom E.F. Codd worked,
and was first called Structured English Query Laggu(or SEQUEL, for short). The name has
been shortened to Structured Query Language, or, B@lLit is still pronouncedequel.

SQL is actually a collection of several differetdariguages,” each designed for a particular
purpose. It is made up of the following:

* Data definition language (DDL)DDL is used to create and modify database obj&dd4d.
statements include CREATE, ALTER, DROP, RENAME, aRIUNCATE. If you need to add

a new table to the database, you use the CREATELEA®atement to perform this task. To
remove an index, you usethe DROP INDEX statemeat sa on.

» Data manipulation language (DML)DML is used to modify data in tables in the dat&bas
DML statements include INSERT, UPDATE, and DELE®BE,well as extensions to control
transactions in the database, including COMMIT, RBACK, and SAVEPOINT. The

SELECT statement used to query data in the databawe technically considered a DML
command, although it is sometimes included withdégnition of DML because it deals with

the retrieval of data.

« Data control language (DCL)DCL is used to configure security to perform datzbtasks and
manipulate database objects. DCL statements in€lRIBNT and REVOKE. Permissions can
be granted to allow a user to perform a task ssatreating a table, or to manipulate or query
data, as by performing an insert into a table exdatabase. Another characteristic of an RDBMS
is that tables in a relational database do not kiasie relationship represented by data in one
table storing the physical location of the data irelated table. As you can see in Figure 1-1, the
Customers table and the Orders table are relatélaebgata that exists in the CustomerID
column of both tables. The physical location orkditeach table does not factor into the
relationship between them. As long as a user gugtyie two tables knows the column that
relates them, he/she is able to formulate a SQkrstnt that will extract the data satisfying the
condition of that relationship (also known as tj@ri' condition”). Should one of the tables be
moved to a different hard disk used to store dathe database, the relationship will still hold
true. A third characteristic of an RDBMS is that fanguage used to manipulate the database
has a rich and varied set of operators that carsbd to manipulate the data and explore the
relationships between the various tables. The S@Qguage allows you to determine, through the
proper use of operators, data that is related

5.00bject Relational Database Management System

(ORDBMS)

Releases of Oracle prior to Oracle 8 were RDBMIE; is, they followed the relational model
and complied with its requirements, and often ilmpcbupon them. Witht he introduction of
Oracle 8, Oracle was considered an object reldtatabase management system—something
that is even more true with Oraclegldn ORDBMS complies with the relational model but
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also extends it to support the newer object retalidatabase model introduced in the 1980s.An
ORDBMS is characterized by a number of additioratdres, including these:

* Support for user-defined datatypesThis means that users can create their own datatype
based upon the standard Oracle datatypes or odketdefined datatypes. This feature allows for
more accurate mapping of business objects to dsgdieatures and can reduce the time it takes
to maintain databases after they have been impleaen

 Support for multimedia and other large objectsOracle 8 and subsequent releases upgo 10
have full support for binary large objects, or BLOB his means that it is possible to store large
amounts of information such as video clips, images, large amounts of text in the column of a
row. Even though earlier releases of Oracle hdthdas feature, it lacked functionality and was
not implemented in a way that conformed to objekitional standards. The current
implementation is much improved.

* Full compatibility with relational database conceps Even though object extensions have
been added to Oracle, in order for it to remail©O&DBMS, it needs to conform to the
requirements of an RDBMS. Because of Oracle’s gtiegacy as an RDBMS, its object features
can be leveraged along with the relational feattogsovide robust solutions. The one thing that
defines Oracle as an ORDBMS is its capability tovalyou to create a user-defined datatype,
which becomes an object in Oracle. For examphgufwanted to use a common definition for a
telephone number in several tables (Customers,lieopEmployees, etc.) and wanted to be
sure that any changes to its characteristics wioallthherited by all tables using it, you could
create a new datatype called “PhoneNumber” withptioper characteristics and then create the
tables using the PhoneNumber datatype as one abthmn definitions. If the rules for area
codes, for example, changed, you could modify ttrébates and methods of the PhoneNumber
datatype and all tables would inherit the change.

6.0Database Objects

Every RDBMS needs to support a minimum number tdlolsse objects in order to comply with
the basic requirements for a relational databasscl®supports these and many more. This
chapter presents only a listing of those objectslerssubsequent unit will allow you to create
and manipulate many of these objects. Oracle’&cttin of database objects includes all of
those that are needed for it to be called a relatidatabase (tables, views, constraints, etc.) as
well as others that go beyond what is requiredaedncluded because they provide additional
functionality (packages, object types, synonymgueaces, etc.). The full list of database
objects that Oracle fsupports appears in Table 1-1.

Table 1-10racle 1@ Database Objects

Object Description

Table A collection of columns and rows represanérsingle entity (e.g.,
customers,orders, employees, etc.).

Column A single attribute of an entity stored itable. A column has a name and

a datatype. A table may have, and typically doe® hanore than one
column as part of its definition.

Row A single instance of an entity in a table, udlthg all columns. For
example, a student row will store all informatidsoat a single student,
such as that student’s ID, name, and address.
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Cell

The term cell is used to refer to the intetisecof a single column in a
single row. For example, the CompanyName columiCigstomerID
10002 in our example would be a cell holding tretbe-Bradley
Systems.

Constraint

A database object that is used to eafsirople business rules and
database integrity. Examples of constraints aré&V/ARY KEY,
FOREIGN KEY, NOT NULL, and CHECK.

View

A view is a logical projection of data from@r more tables as
represented by a SQL statement stored in the dstaki@ws are used t¢
simplify complex and repetitive SQL statements ggigning those
statements a name in the database.

D

Index

An index is a database object that helpedp retrieval of data by
storing logical pointers to specific key values. #anning the index,
which isorganized in either ascending or descendidgr according to
the key value,you are able to retrieve a row quittkan by scanning all
rows in a table.

Indexorganized tabl¢

A table whose physical storage is organized likendex. Unlike a
regular table, where rows are inserted in no paerocorder and querying
all rows will retrieve the data in random ordedex-organized tables
store data organized according to the primary lefindd on the table.
The difference between a table (referred to asngialata on a heap) an
an indexorganized table is like the difference lesmstoring all of your
receipts in a shoebox (i.e., in no specific oréed storing it
chronologically according to the date the expenas mwcurred. Taking
the receipts out of the shoebox will result in pedfic logic in their
retrieval, while doing the same when the receipsoaganized
chronologically will allow you to predict that tldeine 2 receipt will
appear before the August 1 receipt.

j=n

Partition

Tables in Oraclean be cut into pieces for more efficient physical
storage.A partition (or subpartition) holds a suledehe table’s data,
typically on a separate physical disk, so that detideval is quicker
either by allowing reads from more than one physigk simultaneously
(multipartition parallel reads) or by not readingatition’s data at all if
it is not required to satisfy the query (partitelimination).

Cluster

A storage mechanism object that allowssrbbam more than one table
to be physically stored together for quicker retaie For example, if you
store the Order information (customer, payment,id&ivery details,
etc.) in one table and the line items (item, csaie price, quantity, etc.)

in a different table, you will need to perform a@as$t two reads to retriev
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information about an order: one for the order iafa the second for line
item info. Creating both tables on the cluster aigad by the order ID
will allow Oracle to place the order and line iteliata for the same orde
ID on the same physical block, thereby reducingeedl of that order’s
information to a single read. The downside of @usis that they force
you to preallocate a certain portion or all of thek space they require
when rows are added or the cluster is created.

Sequence

A sequence allows you to create and iecrtearcounter that can be us
to generate numerical values to be used as prik@ryalues for a table

Synonym

As in the English language, a synonym aher name for an existing
object. Synonyms are used in Oracle as shortharabjects with long
names, or to make it easier to remember a sp@bfect. Stored

Procedure

A stored procedure is a collection of a@Qdl PL/SQL statements that
perform a specific task, such as to insert a rdw @ntable or to update
data.

L

Trigger

A trigger is a special kind of stored prdare that cannot be invoked
manually but rather is automatically invoked whesrean action is
performed on a table. Triggers can be associatddaniable and a
corresponding action such as INSERT, UPDATE, or BEE as well as
system events such as user logon and logoff, abdae STARTUP and
SHUTDOWN.

Function

A function is a stored program that mestim a value. Unlike stored
procedures, which can have parameters passednoathe do not need
to return any value as output, a function mustrretuvalue.

Package

A package is a collection of stored pra@=dand functions grouped
under a common name. This allows you to logicattyug all program
elements for a particular part of the database uadengle name for
maintenance and performance reasons.

User-defined

A user-defined datatype is a database object #rabe used in any table

A} %4

datatype or another object definition. Using user-definetatigpes allows you to
ensure consistency between tables and also letapfay methods (i.e.,
actions that can be performed by the object) asgbdine definition.

BLOB A BLOB is a binary large object used to steigeo, images, and large

amounts of text. BLOBs are defined as a columntabée and can be
one of several datatypes: BLOB, CLOB, NCLOB, or BEI
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(7.0)The Oracle Data Dictionary

As you may well imagine, a database may contairieds and even thousands of
objects. Keeping track of all this information Ietjob of the Oracle data dictionary. A
data dictionaryin any database contains metadata information. da¢das “data about
data,” or a set of tables and other database aslijeat store information about your
own tables and database objects.

The data dictionary in Oracle is a set of tablefied base tables, which contain

the most basic information about user-created datbbjects. These base tables are
owned by an Oracle user called SYS, which is cceateen the database itself is created.
The base tables are never accessed directly, iam#mees are cryptic by design to
discourage users from querying and modifying th€amake it easier to access the
data dictionary and get information on objectshia tlatabase, a series of views are
created during the database creation process. Vimsge are commonly referred to

as data dictionary views.

Oracle has three sets of data dictionary viewsyHrne as follows:

* USER _ viewsThese views allow users to get information on disjdtat are

in their schema (i.e., objects that they have eceand own).

* ALL_ views These views allow users to get information on disj#tat they
own or that they have been given access to. The Aliews contain a subset
of the information presented in the USER _ viewstli@r same object and
allow users to find out what other objects theyall@wed to reference or
manipulate in the database, in addition to theatbjthat they own.

* DBA_ viewsThe DBA _ views, designed to be used by the database
administrator (DBA) of the database, provide a $ell of information for
objects in the database, i.e., any object createahip user. Normal users

do not have access to these views, as speciadlgy@s are needed to SELECT
from them.

As you delve further in this book, you will be inttuced to many DBA_ views
to help you in your duties as a database admitoestrBut, what does a database
administrator do in the Oracle world?

7.1 Responsibilities of a Database Administrator

One of my colleagues likes to comment that usethetiatabases for which he is responsible
think they control the databases. The reality,eaguite correctly puts it (if in a control-freakish
sort of way), is quite different. As a DBA, he admwhatever he wants in any database he is
responsible for, so he’s the one with control. Daseadministrators do have a great deal of
power, but it is important to remember that witearpower also comes great responsibility.
Ultimately, the success and failure of a databasedpond to user requirements and satisfy
corporate objectives rests with the DBA. The DBAstake the blame and the praise for good
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or bad database management. The kinds of tasks DBAe Oracle world are responsible for
include the following:

* Sizing and evaluating server hardwareéAs the individual responsible for the smooth
operation of databases in your organization, ydubeicalled upon to suggest the configuration
of the server that will be used to run Oracle. Yexperience will play a key role here in
determining the amount of memory, hard disk, CR\d, @her resources required to support the
target database’s operations. Understanding thtecture of Oracle and the data needs of

the business and the application will help you grenfthis task.

* Installing Oracle software and updatesAfter you buy the software, the first thing you dee
do is bring it up. Installation of the Oracle sodivw on the target platform is the job of the DBA.
It usually involves more than putting in the CD argwering the prompts of the setup program
because Oracle is a very powerful system comprgiogmplex piece of software that has many
hooks and interactions with the operation systemsuing that the software is installed and
working properly is a key to being a successful DBA

* Planning and designing the database structur®nce the software is installed, you need to
make sure that the layout of the physical datacgiras and logical elements of Oracle is done in
an optimal way. If this is not the case, performeawd! suffer and users will make their
displeasure known. If you have properly sized thetvare, this should be an easy task, since
you should have taken the database size and gt&unto account; if you inherited the
environment, you may need to use your expertiseetermine the optimal configuration.

* Creating databasesAs you will see in the next unit, this is a sometdmaticlimactic task.
Creation of the database is the first step to ateiring it. Although relatively straightforward,
the process can run into problems; with experienogever, you should grow well equipped to
fix these problems.

» Backing up databases and implementing other ways &afeguard the data

Once a database is in production and users areecting to it, they may not take it well if the
database becomes unavailable. Even worse, if si&atiit could mean lost productivity, sales,
and customers. Ensuring that a database is alwaylalale to users, that data loss is minimized,
and that recovery is quick and complete is perloaesof the most important responsibilities of
the DBA.

* Creating and maintaining database user©nce a new user needs to gain access to the
database or when the requirements and permissi@mother user change, the DBA must be
able to make the necessary security modificatioresure appropriate access. In some cases,
application developers may not make use of Oratlglk-in security fully, so being able

to recognize these situations and take appropacten is also necessary.

» Implementing application and database design®rganizations may purchase third-party
software applications or hire database architectedign a database to suit a specific database
requirement when in-house expertise is lacking. elew, the actual implementation of these
designs will be undertaken by the DBA, since theADMIl be responsible forensuring that the
database continues to work properly after the softwendor or database architect leaves.

* Restoring and recovering databaseSometimes things go wrong. Hardware fails, users
improperly modify or delete data, or a natural sisaor some other calamity befalls the data
center. Being able to recover from a variety ohse®s is critical. This is when the fault
tolerance disaster recovery strategy is testecefr—but it should also be tested in mock
scenarios to ensure it works. The DBA is the om ifanswerable for their success or failure.
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» Monitoring and tuning database performanceln Star Trek: The Next Generatitimere is an
episode where the Enterprise assists a strandedlvBEse vessel’'s occupants are somewhat
lacking in both engineering amdmmunication skills, but they do ask Captain Ricard Giordi
to make us go fas¥our users will frequently comment that the databasot fasenough.
Keeping those comments to a minimum and solvingppaanceproblems when (or before)
they occur will reduce your stress level amcrease job satisfactioAs you can tell, the duties
of a DBA are wide and varied. It is an exciting iios whose goal can sometimes be summed
up in one phrase: reduce the number of tithephone rings in a day. If you get a lot of phone
calls from users or managemehis is probably not a good sign and can make gayran
unhappy one. Well-tuneditabases on appropriate hardware with good disastevery and
backup strategiesill reduce your phone calls, make happy users,iati@ase your job
satisfactionSounds simple, right?

(8.0) Summary

In this unit you learned a bit about the historyhd## relational database management system
(RDBMS) concept. You also learned that SQL is dbtulree languages: a data control
language (DCL) for managing permissions on databbgets, a data definition language

(DDL) for creating and managing those objects, adata manipulation language (DML) for
adding, updating, or deleting data from the datapas well as controlling those transactions.
You saw what objects may appear in an OractedE@abase and read a brief description of each
object, and you were briefed on your responsibsitais a database administrator. Finally, you
learned that Oracle is not just a database compangne with a wealth and breadth of products
and services. At this point, you're ready to stestking with Oracle (after a few questions).

(9.0) TURTOR MARKED ASSIGNMENT

1. You need to recommend a platform for the deployneéybur web-based
application written in Java. You need to make tlamagement of web

page content easy as well as integrate securityyeiir Active Directory
infrastructure. Which Oracle product will satisfyur requirements? (Choose
the best answer.)

A. Oracle Database

B. Oracle Application Server

C. Oracle Collaboration Suite

D. Oracle E-Business Suite

E. Oracle Developer Suite

2. For which of the following types of information stdl in a database would
the use of a sequence be appropriate? (Chooseotnertanswers.)

A. Invoice line item

B. Invoice number

C. Employee name

D. Atomic element

E. Customer identifier

3. What is a key benefit to making use of user-defidathtypes in Oracle?
(Choose the best answer.)
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A. Ability to rename Oracle built-in datatypes

B. Inheritance

C. Polymorphism

D. Consistency of similar data structures across pialtables

E. Easier maintenance of databases

4.Your organization has outgrown its hosted e-mateay. You also need to
implement web conferencing. Development of an fater to your in-house
telephone system will take place and needs totegrated with a new voice
mail platform. Your developers are versed in Java dinux platform. Which
Oracle product provides the best fit for your oligation’s requirements?
(Choose the best answer.)

A. Oracle Database

B. Oracle Application Server

C. Oracle Collaboration Suite

D. Oracle E-Business Suite

E. Oracle Developer Suite

5. Which of the following is not typically a respongity of an Oracle database
administrator? (Choose the best answer.)

A. Creating new users

B. Creating database objects

C. Installing Oracle software

D. Application development to manipulate database data

E. Backing up the database
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1.0Introduction
Understanding how a database works is a goodrgigstiint, but you actually need
to get the software installed in order to see #a thing in action. Ironically, installing
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the software need not mean that you even creadtahatke. Installing the OracledglO
database software means that you now have thettoisate and manage databases
at your disposal.

2.00Dbjectives

In this unit you will learn how to

* Identify system requirements

» Use Optimal Flexible Architecture

* Install software with the Oracle Universal Inktal

* Identify and configure commonly used environmeatiables

3.00racle System Requirements

In order for Oracle 1§database software to be installed on a computernged to
ensure that all the prerequisites are met. Orheleause it runs on so many platforms,
requires various forms of other software to be icpméd in order for it to work
properly. This includes additional packages on kiaystems, specific services

and software on Windows, kernel parameter sizingoix-based systems or any
combination of these, as well as other, platforreedfir environment settings and
prerequisites.

Table 2-1 lists the minimum and recommended sységmirements across most
Oracle platforms. Notice that the CPU type and d@&e not listed. This is because the
operating system you are running will already datee which CPUs are supported.
Oracle will work on the CPUs supported by the opegasystem you intend to run
the software on. For a more specific list of systequirements, you should refer

to the operating system-specific installation gdaend on the installation CD or

on the Oracle Technology Network (OTN) web site (waracle.com/technology/
documentation/database10g.html).

As a general rule, the more RAM you have in the pat@r, the better it is for

Oracle. RAM is the one resource that provides #stlimang for the buckvhen it comes
to performance of an Oracle database. If you ptaruaning many databases on the
same server, increase the amount of RAM in theeséovallow for smooth operation
of all instances.

System Requirement Minimum

Random Access Memory 512MB 1GB

(RAM)

Swap / Page File Space 1GB Twice the size of RAM

Disk Space

1.5GB for Oracle software
1.5GB for stair database

1.5GB for Oracle software
1.5GB for starter database

Operating system and versio

As specified in Oracle docs

As specified in Oracle docs

Table 2-1Minimum and Recommended System Requirements foDthele 1@ Database
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In terms of disk space, if you plan on having ydatabases grow, you should
allocate additional disk space. The current thigksdisk is cheapso add more space
as needed to support the size of databases yowplamning. Adding more disk
space can also allow you to more efficiently altedaat disk space for Oracle and
take advantage of striping or other techniquesitthér improve performance.

Oracle 1@ database is supported on many different operatisigss and

hardware platforms. While Linux and Windows majtie two most popular

choices these days, Oracle is also available fariSpIBM AIX, HP-UX, HP (formerly
Compagq) Tru64, and IBM z/OS (0S/390), as well ab I6d-bit (AMD and Itanium)
and 32-bit variants of Windows and Linux. When degj on a specific version of

an operating system, it is important to check @radletaLink support site (http://
metalink.oracle.com) to ensure that your versiothefoperating system and platform
is on the certified list. Oracle supports only ifexd versions of the operating system.
For example, running Oracle on Red Hat's FedorgPBrdinux is not officially
supported, but Red Hat Linux Enterprise Editionak® ES are supported. Always
verify, either through the documentation or by dtweg on the Certify and Availability
link on MetaLink, that you are installing Oracle asupported platform.

(4.00ptimal Flexible Architecture

With the release of Oracle 8, Oracle introduced@gtFlexible Architecture, or OFA.
OFA is a method of naming mount points and direetoand of organizing datafiles
and database components to make it easy for a DBdcate files and administer

the database. The Oracle Universal Installer, vaneating a starter database, will
conform to OFA rules in the creation of that datshd&urthermore, the Oracle
Universal Installer will create a file and diregt@tructure that will make compliance
with OFA easy to achieve in the creation of addgilcdatabases using the Database
Configuration Assistant.

The Optimal Flexible Architecture was developeddmacle’s consulting services

to make the performance and monitoring of Oractaluises easier. OFA specifies
that at least three sets of directories shouldseel tio reduce contention and provide
good performance. One set of directories will bedu® store Oracle binary files such
as the Oracle executables themselves, as welkasiated support files that should
normally not be changed. A second set of directosi# be used to store controlfiles,
redo log files, and other administrative files sastthe parameter file for each database
on the computer. Finally, a third set of directenell be used to store all the data files.
Each set of directories should be on a separateigdiyhard disk, and further manual
optimization may also be required to ensure goatbpeaance.

While OFA is not perfect, it does provide the bdsrsgood performance and

easier administration, including:

* A structured approach for locating the variolssfithat are required and used

by Oracle. This structured approach, when followed,allow any DBA to

easily become familiar with any database and sehatrthey are asked to
administer.

» Easier administration of databases while perfoghsuch tasks as backing
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up and restoring databases because of a famieaarid directory structure.

If you need to create additional data files, yoll also be able to figure out
where to put the file by adhering to the OFA stuuet

» Because the OFA configuration will make use oftiple physical disks on
the computer, this will allow for improved perfornee of the databases that
use it by reduced disk contention for datafilesaby files, and redo log files.
While simply adhering to OFA principles is not egbuo guarantee optimal
performance for your databases and server, itpnaNide a starting point for
further performance monitoring and tuning.

* If you have multiple Oracle homes on the samepder or are running
multiple versions of Oracle on the same computheersion can adhere to
OFA principles and thereby make it less likely tfilas required by one version
of Oracle, or one Oracle package, will overwritesth of another version or
package. OFA helps to separate potentially coirflictiles, thereby making
administration easier and contention less likely.

Directory and Mount Point Syntax

One of the things that makes OFA work well is a own naming scheme for mount
points and directories (folders). Using a commoming methodology helps make

it easier to organize and locate resources. Thel©Batabase Configuration Assistant
(DBCA) will create many of the OFA components wilieis used to create a database
in Oracle 1@. The Oracle Universal Installer used to install Ggaoftware will also
create OFA-compliant structures within the mourihfgoand directories you indicate
as the base of the Oracle installation (ORACLE_BASE

Recommendations for OFA-compliant naming schema bimux/Unix platform
include:

* Name all mount points using a combination of emown string constant

and a variable value in the forpm,wherep is a string constant amdis a

variable value. For example, /u01, /u02, /u03, eic/ora0l, /ora02, /ora03

would be good choices. Using this convention méikeasy to add additional

mount points that adhere to the naming convention.

 Within the mount points, name directories wheradl® software is installed
in the form pm/h/u/productl, where pmis the mount point as indicated in
the preceding point is a standard directory name indicating a purpasé 8s
app or db or homey is the name of the owner of the directory (sincédtiple
operating system users can install and own Oradterare), product is a literal,
andv specifies the product version installed in thedwey. For example, the
location of the Oracle If)ddatabase owned by an operating system user called
“oracle” could be /u02/db/oracle/product/10.1.0eTbcation of an Oracle §0
Application Server installation could be /u01/apptde/product/9.0.4, or an
Oracle 8 database could be /u01/db/oracle/product/8.1.7.

* Within the directory structure you would createagimin directory and
additional subdirectories within the admin diregtéor storing specific file
types used by Oracle. The full pathname wouldobe@h/adminbl/a, where
admin is a literald is the SID (system identifier or name) of the datsh
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anda s a subdirectory for a specific administrative fiype. The common
administration directories are shown in Table 2-2.

Subdirectory Name
adhoc

Purpose

Ad hoc SQL and PL/SQL
scripts for

the database

Example
/u02/db/admin/ocpl0g/adhoc

arch

Location of archived redo log
files

y /u02/db/admin/ocpl0g/arch

adump

Location of audit files—need
to set
AUDIT_FILE_DEST
parameter first

/u02/db/admin/ocpl0g/adumy

bdump

Location of background
process

trace files and the alert log
file. Set
with the
BACKGROUND_DUMP_
DEST parameter

/u02/db/admin/ocp10g/bdumg

cdump

Core dump file location. Set
with the
CORE_DUMP_DEST
parameter

/u02/db/admin/ocp10g/cdump

create

Location of scripts used to
create

the database. DBCA places
scripts

in this location when you use
it to

create a new database

/u02/db/admin/ocp10g/create

exp

Recommended location of
database

export files created by the
Export

utility or Oracle Data Pump

/u02/db/admin/ocp10g/exp

logbook

Location of database history and
status log files

/u02/db/admin/ocp10g/logbog

pfile

The parameter files used to
start the
database is placed here

/u02/db/admin/ocp10g/pfile

udump

User process trace files are

Ju02/db/adepdfeg/udump
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located

here. Set with the
USER_DUMP_
DEST parameter

Table 2-20FA-Compliant Administrative Directories and Th€iontents

The naming of the mount points and directoriesoisemforced by Oracle. Rather,

it is strongly recommended that you follow the maooendations to make it easier
for you to identify what is installed on your contetis hard drive. In a Windows
environment, the syntax is similar, though you daude drive letters for the mount
points or mount the partition in an empty NTFS @lthat serves as the base of your

Oracle installation.

File-Naming Syntax

The final piece of a naming strategy needs to déal the files located in the
directories. For Oracle’s data files, redo loggind controlfiles, the naming strategy
starts with a directory naming component—the rdotonr database file structure

(as opposed to the admin files outlined in the gdéty section). The root of the
datafile structure is a directory in the forpm/q/d, wherepmis the mount point,

g is a literal indicating that the directory comsiOracle database data (e.g., “oradata”
or “oracle”), andd is the name of the database sourced either frorDBhéNAME
parameter (recommended) or the ORACLE_SID envirarimariable. Examples
include /u03/oradata/ocpl10g and /u01/ORACLE/mydb.
It is possible, and quite common, to have datafdatabase on multiple mount
points to spread the 1/0 workload across multipiggical disks and thereby provide
better performance. For this reason, you will pldpaee the same directory name
corresponding to a database on several mount psinth as /u02/oradata/ocp10g
and /u03/oradata/ocp10g. This method can also éx tosseparate different Oracle
database file types. These file types, and recordetenaming convention are

outlined in Table 2-3.

File Type

Purpose

Naming Convention

Controlfiles Used to store information As control.ctl or contrain.ctl,
about the where
database, its files, and their | nnis a number (controlO1.ctl)
status.

Redo log files Store a record of changesAs redan.log, wherennis a
to number
database data as they occur.| (redo01.log)

Datafiles Store database data. feblespacenameratbf,

where
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tablespacenamis the name of
the

logical Oracle database
storage structure anmthis a
number

(“systemO1.dbf” or
“undo01.dbf")

Table 2-3Recommended Naming Conventions for Oracle Databidee

An important point to remember is that only Oratdgabase files indicated in

Table 2-3 should be stored in the OFA-complianéldase file location. Storing other
files makes it harder to keep track of which fdenhere. The administrative directory
structure is used to store the other files usedrb@racle database and instance,
whereas the database file location is used to slbfies related to the Oracle database
during normal operation—the control, redo log, dathfiles.

(5.0) Installing Oracle Using the Oracle Universal Instaler

Now that you are familiar with OFA and have decidgdn the directory structure

to be used for your Oracle installation, you cantige CDs out and are almost

ready to install Oracle on your computer. Becausel® is a complex piece of software
running on many different operating systems, CRibliggctures, and storage systems,
additional requirements will need to be verified aasks completed in order to ensure
a successful installation.

Operating System Preparation

One of the first things you should do before irstglthe Oracle database software
is to read the appropriate installation guide fouryoperating system and platform.
These can be found on the Oracle Technology Netwottke product documentation
section for Oracle Ifdatabase (www.oracle.com/technology/documentation/
databasel0g.html). It is always a good idea tcerevhe specific tasks that need to
be performed on your environment because kernahpaters, other systems settings,
and prerequisite software differ by platform. Howe\a couple of things are similar
across all platforms.

Creating the User and Groups for Oracle

One of the first things you need to do before itisgOracle Database #j0s to
create an operating system user and group thabwillthe Oracle software. The
methods used depend on the operating system, bwghamuild create at least one
user (calledbracle from here on in) and two groups, one to own thect@rmstallation
(oinstall will be used) and another to which users can bedflor administering
Oracle (lbais a commonly used group name).

For a Linux-based computer, you could issue thewohg commands while

30



logged in as theoot user to create the groups and users, as well ag\gpg the group
ID and user ID values, the user’s default homecting (-d /home/oracle) and

the shell for the user (-s /bin/bash):

groupadd -g 500 oinstall

groupadd -g 501 dba

useradd -u 500 -g oinstall -G dba -d /home/oradele -s /bin/bash

On Linux, in order to install Oracle you must legas theoracle user. You will

also need theoot user to perform some configuration of the operasiygiem, so
make sure you know threot password or can have someone perform those tasks
when needed. You cannot complete an install on nixnux without performing
the root-level operations.

In Windows environments the DBA group needs to beal group on the

computer where Oracle is being installed and mesidledORA_DBA. It is important
to note that you need not create this group befoweinstall Oracle; it can be, and
often is, created after Oracle is already installéte only user requirement for
installing Oracle on Windows is that the personalisg the software must be logged
in to the computer as a user that is a membereotioital Administrators group.

(6.0) Setting the Environment

In order for Oracle to operate properly after iinistalled, a number of environment
variables need to be configured for tracle user. In Windows environments these
requirements are automatically taken care of byisggentries that Oracle creates
when the software is installed, but in Unix andwxrthese environment variables
need to be configured manually. While no environnwamiables need to be configured
when you are installing Oracle Databasg 40d Oracle indicates that none should
be set before starting the installation, settiregritcan ensure that Oracle performs
properly during and after the install.

These are some variables that you may wish toefetdhand:

* ORACLE_BASE The root of an OFA-complaint Oracle directory stwe
for installation of all products on the computehig'environment variable
specifies the directory where all Oracle productsiastalled on the computer,
such as /opt/oracle.

* ORACLE_HOME The home directory of the current Oracle instadlati
Typically specifies a directory under the path aaded by ORACLE_BASE
such as $SORACLE_BASE/product/10.1.0 on a Linux oixsystem.

* ORACLE_SID The identifier of the Oracle instance that you wdhnect to
or create. In most environments it must be eightatters or less, beginning
with a letter and containing letters and numbarséal Application Cluster
environments it must be five characters or lese. défault initial instance
name is ORCL, though the ORACLE_SID must alwaysédigo connect to
an instance locally.
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* NLS_LANG Specifies the globalization settings for the Oratallation in
the formlanguage _territory.character_sefhe default value for NLS_LANG is
“American_America.US7ASCII” in all environments epat Windows, where
this value is set to the regional settings spetifite the operating system and
keyboard setting.

* DISPLAY On Unix environments you need to indicate to thadr
Universal Installer where to send graphical scidisplays. The default
behavior is to inherit the value of the DISPLAY @owment variable from
the operating system and send all output thegsmufwant to redirect the
graphical display to an X Window terminal or sontiees location, you will
need to set the DISPLAY environment variable infdren hostname:display,
such as opus01.haunting.com:1.0. The user ingidiracle must have
permissions to write to the display as well, whigim be set using the

xhost command in Unix-based environments.

Before starting the installation of Oracle on Ubised systems, it is a good idea
to at least set the value of the ORACLE_HOME envinent variable as theracle
user to tell Oracle where the software is to b&aifesd and to create the directory
path, as follows:

mkdir -p /opt/oracle/product/10.1.0
ORACLE_HOME-=/opt/oracle/product/10.1.0 ; export ORAL_HOME

(7.0) Installing Oracle Software

Oracle is installed on all platforms by running eacle Universal Installer (OUI).
This program is automatically invoked when you m&D-ROM 1 of the installation
media for Oracle Databasedlid the CD drive. You can also start it by issuihg t
runinstaller command from the CD-ROM on Unix-basgsgtems or setup.exe
from the root of the CD-ROM in Windows.

The Oracle Universal Installer

The Oracle Universal Installer is a Java-basediegupin that looks and feels the same
on all platforms. It includes a number of charastas and features that facilitate a
robust installation and configuration set:

» Java-based desigiThe Oracle Universal Installer is written in Javal dooks

and feels the same on any Oracle platform.

» Dependency checkingVhen you use OUI to install products on your
computer, it will automatically check to see whather products might

also need to be installed in order for your chaac&inction properly. The

Universal Installer will then determine if the réepd components are

already on the computer and select any it reqfiresistallation.

» Multiple Oracle home support OUI will keep track of all the Oracle

home directories that exist on the target compieitiple Oracle homes

are required if you want to install the Oracle tate, Application Server,

and other Oracle products and versions on the sameuter. The Oracle
Universal Installer will ensure that each prodietttrequires a separate
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Oracle home will have it created and will keep kra€which products and
versions are installed where.

* National language/globalization supportWhen installing Oracle software,
the Universal Installer will check to see what tloenputer’s regional/
globalization settings are and configure itselatihere to these settings. It
will also do the same for the software that is genstalled to ensure that

the interactive experience that the user is expgadsi delivered.

» Web-based installationwWhen you are prompted by the Oracle Universal
Installer for the location of the software that yare installing, you can specify
a physical or network disk location, or a URL wh#re files can be found.
This allows you to create web pages that woulddsel wo invoke the OUI arnic
then point users to a server close to them thatowmithe package files for
the application being installed. This can makedasgale deployments easier.
» Unattended installation The Oracle Universal Installer can be invoked from
the command line and passed the name of a resfitedet has all the
parameters required for the installation to progesdn this example:
runinstaller -responsefile respfile [-silent] [-nelwome]

The -nowelcome command-line option tells the Orateversal Installer

not to display the welcome screen when started.defeult is to display

the Oracle Universal Installer welcome screen. -Bilent option tells the
Oracle Universal Installer not to tell the user wisehappening during the
installation but to simply perform all of the tasisecified in the response file.
* Intelligent uninstallation Once you install the product using the Universal
Installer, it keeps a record of the installation @tlows you to uninstall a
portion of the product or the product in its ertgyiréVhile performing an
uninstall the Universal Installer will prompt youyou need to uninstall
additional components, or if the uninstall will sauwther products to fail,
such that they must also be removed or the spemfiton of the uninstall
affecting them cancelled.

» Support for user-defined packaged he Universal Installer allows you to
add your own components to the list of packagémetmstalled when it is
invoked. In this way you can install the Oracleveeisoftware and your own
software at the same time. Furthermore, if spedifitties need to run during
the installation process, the Universal Installlves you to invoke them
automatically from your installation script.

The first thing that happens is that OUI performmuanber of system checks to ensure
that your computer is properly configured for Oeaahd that you are logged in as a
user with the appropriate privileges to performitistallation.

The tests that are to be performed are storedii@ ealled oraparam.ini located

in the install directory of the first CD-ROM. It gossible to copy that file to another
location and then make changes to the system prisitegchecks or other actions if
you are familiar with editing its contents, thougls is not recommended for users
new to Oracle and OUI. You can then manually invibkeinstaller from the command
line indicating which parameter file to use, aghiea following example:
/mnt/cdrom/runinstaller -parameterFile /home/oraxparam.ini
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If you do not want the Oracle Universal Installeperform any system checks,

you can invoke it with the following command line:

/mnt/cdrom/runinstaller -ignoreSysPrereqs

In both of these examples /mnt/cdrom is the pathécCD-ROM root in a Red

Hat Linux environment, and all commands and parareedre case sensitive.

If you are installing Oracle on a Unix-based systgou will next be asked to
provide the location of the Oracle installationentory used by the Oracle Universal
Installer to keep track of the Oracle productsditetl on the computer, as well as the
operating system group to be used to install Oqadducts—theinstall group
referred to earlier. The default location for theentory is SORACLE_BASE/
oralnventory if the ORACLE_BASE environment varialg set; otherwise, another
location will be indicated. Specify the inventorgtp and Oracle installation group
and then click Next to continue.

NOTE Unix and Linux will be used interchangeably in th@ok. You should
assume that when one is mentioned, both are inglude

1. Log on to your computer as tbheacle user (on Linux) or a user that is a
member of thédministrators group on Windows.

2.Insert the Oracle DatabaseglOD-ROM in the CD-ROM drive. The install
program should start automatically. If not, exesdtip.exe (Windows)

or runinstaller from the root of the CD drive twake it.

3.1f you are on Windows, choose the Advanced Indtatieoption and click
Next; for Linux click Next on the Welcome screen.

4.1f you are installing on Linux, you will be asked ¢onfirm the location of
the inventory directory and the install group. Wethe information presented
and click Next.

5.If you are installing on Linux and are asked to ascript asoot, launch

a new terminal window and run the script and therk €ontinue.

6. Verify the source and destination file locationshe Specify File Locations
screen. Enter a name for the Oracle home (16 dieasaar less) and then
click Next.

7.When prompted for the edition of Oracle to instelfipose Enterprise Edition
and then click Next.

8. The Oracle Universal Installer will perform preresjte checks. If there are
any errors, correct them and then click Next.

9. On the Select Database Configuration screen szléemneral Purpose starter
database and then click Next.

10. Enter a database name and SID. Choose a datalvasemthe format
database.domaisuch as orcl.haunting.com and a SID name of ORE@hve
the character set and other choices as is andNégkto continue.

11.When prompted whether to use the Database Contfstid Control

to manage the database, select Database Controliakdext.

12.0n the File Storage Option screen, choose FileeBysis the storage type
and a path for the datafiles, or leave the defaudt click Next.

13.0n the Backup and Recovery screen leave the defbnt backups and
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click Next.

14.Select “Use the same password for all accountgheriollowing screen and
enter and confirm a password you will easily remembuch as “oracle.”

Then click Next.

15. Verify the installation parameters on the Summangesn and then click
Install to begin the installation of Oracle Databagy.

16. Monitor the installation on the following screerdahen review activity

as the configuration assistants are launched.mhbistake some time to
complete. Acknowledge the completion of the Datal@gnfiguration
Assistant by clicking OK on the dialog box preseraad then review the
information on ports configured. Click Exit to etigt Oracle Universal
Installer.

17. Start your web browser and navigate to http://lecst:5500/em to connect
to the Enterprise Manager web site. Enter a usegrad8Y STEM with the
password you specified in Step 14 and then cliajimcacknowledge the
licensing screen by clicking “I Agree” to displdyet EM web site for your
database.

18. Close your browser. Congratulations—you have sistabg installed Oracle
Database 1§on your computer.

(8.0)0 SUMMARY

Oracle Database f§j@an be installed on many platforms, including WiwdpLinux,
and several varieties of Unix, as well as othehe Oracle Universal Installer is used
to perform the installation and provides a simifderface on all Oracle platforms.
Before installing Oracle, you will need to ensucgiytarget computer and operating
system satisfy the prerequisites, as well as pariome preconfiguration tasks.
Optimal Flexible Architecture is a set of standdiectory and file naming
conventions, as well as directory structures toemmaknagement of Oracle databases
easier. Though using an OFA-compliant directory ilechaming method is not
enforced, it is strongly recommended to make yibarasier.

Oracle Database fj&oftware is available in several editions, withdtptise Edition
providing all of the features and functions, wistiandard Edition lacks some of the
more advanced features such as Oracle OLAP aneavigihability architecture.

Even though you have purchased the Enterprisedadiyou may not be licensed to
use the additional-cost features, such as Oraclaiacked Security, Oracle Partitioning,
or Oracle Data Mining.

(9.0) TUTOR MARKED ASSIGNMENT

1.You are asked to describe the benefits of the @ndoiversal Installer to your
manager. Which of the following are key feature©tfl? (Choose all correct
answers.)

A. OUI performs identically on all platforms on whi€racle runs.

B. Web-based deployments can be performed using OUI.

C. OUl is written using a .NET-based language ideaMitindows platforms.
D. OUl is a text-based application not requiring gotpieal display.
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E. Unattended installations can be performed using.OUI

2. The oratab file contains the following informatig@hoose two correct
answers.)

A. A list of all Oracle products installed on the cartgy

B. A list of all database instances and Oracle homstslied on the
computer

C. Version-specific information about each Oracle picichnd database
on the computer

D. Startup information for database instances on enepciter

E. Information to help Enterprise Manager manage @rdatabases on the
computer

3. When installing Oracle on Unix-based systems, whicthe following must
you create before starting the installation? (Ckdbsee correct answers.)
A. Theroot user account

B. Theoracle user account

C. Theoracle group account

D. Theoinstall user account

E. Theoinstall group account

F. Thedba group account

4. Installing Oracle on a Windows computer requiret ffou be logged in as
whom? (Choose the best answer.)

A. Theoracleuser

B. A user that is a member of tB®main Admins group

C. A user that is a member of tbenstall group

D. A user that is a member of the lodaministrators group

E. Any user with login privileges on the computer

5. Which of the following environment variables mustdet on Unix-based
computers before starting to install Oracle sofe#aiChoose all correct
answers.)

A. ORACLE_HOME

B. ORACLE_BASE

C. ORACLE_SID

D.LD_LIBRARY_PATH

E. All of the above

F. None of the above

6. When deciding between Enterprise Edition and StahHdition of Oracle
software, which of the following needed featuresuldaequire that you
purchase and install Enterprise Edition? (Choosedwvrect answers.)

A. Real Application Clusters

B. N-tier authentication

C. Support of multiple CPUs on the server platform

D. Oracle Enterprise Manager Database Control

E. The ability to partition data in the database

7. Which of the following paths are consistent withti@ml Flexible
Architecture? (Choose all correct answers.)

A. /opt/oracle/ocsdb
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B. /opt/oracle/product/10.1.0/ocsdb

C. /opt/oracle/admin/ocsdb/bdump

D. /oracle/mydb

E. /opt/oracle/admin/bdump

8. You are deciding on whether or not to implementi®@at Flexible
Architecture for your Oracle installation. What amme of the considerations
in favor of using OFA? (Choose all correct answers.

A. It provides a standardized directory structure, ingakles easier to find.
B. It provides a standardized naming convention fadr executable files.
C. It automatically spreads Oracle files across midtgisks when creating a
new database using a standard directory structure.

D. It makes all Oracle installations appear similaducing learning curves
for database administration of many servers.

E. It is required by Oracle.

9. You are installing Oracle Databaseglih a computer with the Red Hat
Enterprise Linux ES 4 operating system. You aréagethat the Oracle
Universal Installer system check will fail on tluperating system, but you
want to install Oracle anyway. How would you invake OUI and force it
not to perform system checks? (Choose the bestansw

A. setup -ignorePreReqs

B. setup -ignorePrereqs

C. runinstaller -ignoreSysPrereqs

D. runinstaller -ignoreSysprereqs

E. runinstaller -bypassPrereqs

F. setup -bypassPrereqs

10.1f you wanted to modify the file used by the Oradieiversal Installer with
system prerequisite information, which file woulouymodify? (Choose the
best answer.)

A. oraparam.ini

B. oraparam.ora

C. oraparam.ins

D. syspreregs.ini

E. sysprereqgs.ora

F. syspreregs.ins

(10) FUTHER READING/REFERENCES

1 Installation centos; official Oracle WikiWiki.oracle.com. Retrieved 2009-12-19.

2.Installation on Debian-based systems; officie¢Dx Wiki". Wiki.oracle.com. Retrieved
2009-12-19.

37



3.0 Rick Greenwald and Robert Hoskin , Oracle Pdgiects , 1997 O’Reilly and Associates
Inc.

38



MODULE 1: INTRODUCTION TOORACLE APPLICATION

UNIT 3: Creating an Oracle Database and architecture
Page

1.0 Introduction 2

2.0  Objectives 2

3.0  Architecture of the Oracle Server 2

5.0The Instance: Memory Structures and Processes 3

5.0. The Database: Physical Structures

6.0 Logical Structures: Tablespaces and Segments

7.0 The Data Dictionary

8.0 Management Tools 11
9.0 External Files

10.0 Creating a Database

11.0 Summary 16
12.0 Tutor Marked Assignment 16
13.0 Further Reading/Reference 16

1.0INTRODUCTION

39




This unit goes through the theory and practicereéting a database: a review of

the Oracle server architecture, followed by the maads of database creation with a
look at the relevant tools, both GUI and command,land the management options.
But one immediate objective is to demystify thegaess. Creating a database is not a
big deal. You can create twenty databases durteg Areak (and you may well have
to do this if you are, for example, supporting @ridaching institution) once you
understand what is required and have prepared ppat® scripts. Furthermore, do
not worry about getting it right. Hardly anythirgyfixed at database creation time. It
certainly makes sense to think about how your @alwill be structured, its purpose
and environment, at creation time, but (with oneegtion) everything can be changed
afterward. As a general rule, keep things as simplpossible at this stage. Get the
thing created and working first, worry about configg it for use later.

2.00OBJECTIVES

In this unit you will learn how to

* Create an Oracle database

 Explain the Oracle database architecture
 Explain the instance architecture

» Use the management framework

» Use DBCA to create a database

» Use DBCA to configure a database

» Use DBCA to drop a database

» Use DBCA to manage templates

3.0 Architecture of the Oracle Server

An Oracle server consists of two entities: theanst and the database (as shown in
Figure 3-1).

They are separate, but connected. During the oreptocess, the instance

is created first, and then the database. In adygiogle instance environment the
relationship of instance to database is one-to-arsgle instance connected to a
single database, but always bear in mind thatdlaionship may be many-to-one:
multiple instances on different computers openicgmmon database on a shared

disk system. This is known as Real Application @&ts or RAC. RAC gives amazing
capabilities for performance, fault tolerance, aodlability (and possibly cost savings)
and is integral to the Oracle’s concept of ghiel. With previous releases RAC (or its
precursor, Oracle Parallel Server) was an exper&ldeon, but with Database releasg 10
Standard Edition, RAC is bundled. This is an inla@aof how much Oracle Corporation
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wants to push users toward the RAC environmenhdata Edition RAC is limited to
computers with no more than two CPUs, and a maximtfour computers in the
cluster, but even that gives access to a phenotygmalerful environment. RAC is

an extra cost option for the Enterprise Editionerehthe scalability becomes effectively
limitless: bounded only by the capacities of thdenlying operating system and
hardware. It is also possible for one instancauyh database links, to connect to
multiple databases. For the most part, you wiltibaling with the most common
environment in this book: one instance on one cderpopening a database stored
on local disks.

Theinstanceconsists of memory structures and processes. igteaxe is transient,

in your RAM and on your CPU(s). Tlidatabaseconsists of physical files, on disk.
Thus the lifetime of the instance is only as losgtaxists in memory—it can be
started and stopped. By contrast, the database,aaated, persists indefinitely—
until you deliberately delete the files that congds Within the physical structures

of the database, which our system administrat@sae the logical structures that
our end users (developers, business analystswaagdnouse architects, etc.) see. The
Oracle architecture guarantees abstraction ofatjedl from the physical: there is

no way that a programmer can determine where, palgi a bit of data is located.
He/she addresses only logical structures, sucabdeast Similarly, it is impossible for

a system administrator to know what bits of datiarany physical structure: all he
can see is the operating system files, not whattign them. Only you, the database
administrator, is permitted (and required) to se#h Isides of the story. The data
dictionary, which contains metadata describingwhele server, manages the
relationship between physical and logical strudureating the data dictionary is

an integral part of database creation. The firedest of the creation process make the
newly created database usable, by generating waviews and PL/SQL packages, and
manageable, by generating the Enterprise ManagabBse Control facility.

4.0 The Instance: Memory Structures and Processes
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An Oracle instance consists of a block of sharetharg known as the System Global
Area, or SGA, and a number of processes. At a mimpthe SGA will contain three
data structures: the shared pool, the databasertmsithe, and the log buffer. It may,
optionally, also contain a large pool, a Java paotl a streams pool. Some of these
SGA structures are fixed in size when you startits&ance; others can be changed
dynamically. But none are fixed at database credtine: you can stop the instance
and restart it whenever you please, with a tow@ififierent memory configuration. You
should remember, though, that if you are contiyualhking memory configuration
changes on a live system and those changes aryé ¢hat requires the instance to
be shut down, incurring downtime, your end usetbneit be happy with you.
Theshared pools further subdivided into a number of other stuoes. This

book will only briefly mention two of the sharedg@omponents: the library

cache and the data dictionary cache. litrary cacheis a memory area for storing
recently executed code, in its parsed form. Paiisitige conversion of code written

by programmers into something executable, andats®w process that Oracle does
on demand. By caching parsed code in the sharddspdbat it can be reused without
reparsing, performance can be greatly improved.d&te dictionary cachstores
recently used object definitions: descriptionsaifieés, indexes, users, and other
metadata definitions. Keeping such definitions enmory, rather than having to

read them repeatedly from the data dictionary sk,dinhances performance.
Thedatabase buffer cache Oracle’s work area for executing SQL. Users tlexér
update data on disk. They copy data into the datbaffer cache and update it there,
in memory. ldeally, all the data that is frequeratbcessed will be in the database buffer
cache, therefore minimizing the need for disk 1/O.

Thelog bufferis a very small memory structure used as a short-$¢aging area

for all changes that are applied to data in thalukge buffer cache. Chapter 9 will
describe in detail how the log buffer and the dasatbuffer cache are used when SQL
statements retrieve and manipulate data.

Thelarge poolis an optional area that, if created, will be ugatbmatically by

various processes that would otherwise take meifnony the shared pool. You will

be introduced to one of its main uses in Chapten1Be discussion on shared (or
multithreaded) servers. The Recovery Manager, RMéd\ered in later chapters, will
also use the large pool for its disk and tape l&Wesprocesses.

The Java pooils required only if your application is going tardava stored
procedures within the database: it is used fohteg space needed to instantiate

the Java objects. However, a number of Oracle nptawe written in Java, so the

Java pool is considered standard nowadays.

Thestreams poois used by Oracle streams, an advanced tool ttetyisnd the

scope of the exam or this book.

Along with its SGA, the instance will also haveaahinimum, five processes: the
system monitor, SMON; the process monitor, PMOMN;dhtabase writer, DBWn (you
may have up to ten of these); the log writer, LGVERd the checkpoint process, CKPT.
These are known as “background” processes, betaepalways exist while the instance
is running, whether or not any sessions are agti@ged onto the instance, or indeed
even if a database has not yet been created oedpen

SMON’s major function is opening the database: Bnglhe connection between

42



the instance and a database. Chapter 5 will detailit does this. During normal
running, it carries out a number of monitoring aidlging-up operations.

PMON looks after user sessions, taking appropéet®n if a session gets into

trouble. For instance, if a user’'s PC reboots wihiteuser is logged on to the database,
PMON will detect this and tidy up whatever work teer had in progress.

The DBWn process or processes (by default, annostwill have one database

writer per eight CPUSs) is responsible for all wigito datafiles. Remember, no sessions
ever update data on disk; they update only datlaamatabase buffer cache: all updates
are then funneled through the DBWn to disk. In galh®BWn writes as little and as
rarely as possible. The assumption is that diskd/kad for performance, so Oracle
keeps it to a minimum.

The LGWR propagates all changes applied to datiaeimlatabase buffer cache to

the online redo log files on disk. In contrast WiBWn, this disk write activity is

done as near as possible in real time—and whernsgoe the COMMIT statement,

it really is done in real time: it immediately fluss the changes from their small and
temporary staging area, the log buffer in the S@®@Ahe online redo log files on disk.
This is to ensure that all users’ work is savethst, in the event of damage to the
database’s datafiles, the changes can be appledestored backup. In this manner
(as is covered in later chapters), Oracle can gieeahat data will never be lost.

The CKPT process is responsible for ensuring that) time to time, the instance

is synchronized with the database. In principle,database is always out of date: there
will be changes that have been applied in memayltave not yet been written to

the datafiles by DBWn (though the changes themsehilk have been streamed out

to the online redo log files by LGWR as they happ&here are occasions when it

is necessary to force a write of all changed data the database buffer cache to

the datafiles, to bring the database right up-te-déhe CKPT process controls the
frequency of this.

There are also a number of optional backgroundgsses (far more with fj@han

with previous releases), some of which you will selater chapters. Some of the
background processes can be tuned. For exampleayodecide how many database
writer processes to launch, and you can (to aiocegtdent) control how frequently

they will write changed data bocks from the dateldadfer cache to the datafiles. You
do not need to consider this at database creati@n you can sort such things out

later, always bearing in mind that some changelsr@duire downtime.

5.0 The Database: Physical Structures

Three file types make up an Oracle database, alithga few others that exist
externally to the database and, strictly spealangoptional. The required files are
the controlfiles, the online redo log files, and thatafiles. The external files are the
initialization parameter file, the password filadaarchived redo log files.

Every database has ooentrolfile, but a good DBA will always create multiple copies
of the controlfile so that if one copy is damagie, database itself will survive. If all
copies of the controlfile are lost, it is possifileough perhaps awkward) to recover,
but you should never find yourself in that situati¥ou don’t have to worry about
keeping multiplexed copies of the controlfile syrartized—Oracle will take care of
that. The controlfile is small, but vital. It coma pointers to the rest of the database:
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the locations of the online redo log files andhaf tlatafiles. It also stores information
required to maintain database integrity: variouscal sequence numbers and
timestamps, for example. If you use the Recoverpddar, RMAN, then some backup
information will also be stored in the controlfilehe controlfile will usually be no
more than a few megabytes big, but you can’t serwithout it. Its maintenance is
automatic; your only control is how many copiebi&ve, and where to put them. If
you get the number of copies, or their locatiompmg at creation time, you can add

or remove copies later, or move them around—butsjmuld bear in mind that any
such operations will require downtime.

Every database has at least two onfado log filesput as with the controlfile, a

good DBA creates multiple copies of each onlinered file. The online redo logs
store a continuous chain in chronological ordezvdry change applied to the database.
This will be the bare minimum of information recgdrto reconstruct, or redo, changes.
The redo log consists of groups of redo log fikes;h file being known asraember.
Oracle requires at least two groups of at leastro@mber each to function. You may
create more than two groups for performance reasmmasmore than one member

per group for safety. The requirement for a minimafrtwo groups is in order that

one group can accept the current changes whiletttez group is being backed up

(or “archived,” to use the correct term). One & froups is the “current” group:
changes are written to the current logfile groud®WR. As user sessions update
data in the database buffer cache, they also wit¢he minimal changes to the redo
log buffer. LGWR continually flushes this buffertiee current online log group. Redo
log files are fixed size; therefore, eventually tie members making up the current
group will fill. LGWR will then perform what is ckdd alog switch.It makes the second
group current, and starts writing to that. If yolatabase is configured appropriately,
you will then archive (back up) the logfile memberaking up the first group. When
the second group fills, LGWR will switch back teethrst group, making it current,
and overwriting it. Thus, the online redo log grepnd therefore the members
making them up) are used in a circular fashion.

As with the controlfile, if you have multiple memieer group (and you should!)

you don’t have to worry about keeping them syncloesh LGWR will ensure that it
writes to all of them, in parallel, thus keepingmnhidentical. If you lose one member
of a group, as long as you have a surviving menthergdatabase will continue to
function.

The size and number of your online redo log fileugs is a matter of tuning.

In general, you will choose a size appropriatdhoamount of activity you anticipate.
A very busy database will require larger membeas th largely static database. The
number of members per group will depend on whatllef/fault tolerance is deemed
appropriate. However, you don’t have to worry altbig at database creation time.

You can move your online redo log files around, addrop them, and create ones
of different sizes as you please at any time latetSuch operations are performed
“online” and don’t require downtime; therefore, yhare transparent to the end users.
The third file type making up a database isdhgfile. At a minimum, you must

have two datafiles, to be created at databaseiangane. With previous releases of
Oracle, you could create a database with only etafitt—1@ requires two. You will,

44



however, have many more than that when your da¢atpaes live, and you will usually
create a few more to begin with.

Datafiles are the repository for data. Their saed number are effectively unlimited.

A small database, of only a few gigabytes, migivehjast half a dozen datafiles of only
a few hundred megabytes each. A larger databade lsave thousands of datafiles,
whose size is limited only by the capabilities o host operating system and hardware.
The datafiles are the physical structures visiblthe system administrators.

Logically, they are the repository for the segmemistaining user data that the
programmers see, and also for the segments tha opathe data dictionary. Datafiles
can be renamed, resized, moved, added, or drop@ery aime in the lifetime of the
database, but remember that some operations ondatafdes may require downtime.

6.0Logical Structures: Tablespaces and Segments

The physical structures that make up a databasésiioée as operating system files

to your system administrators. Your users see #gituctures such as tables. Oracle
uses the term “segment” to describe any struchatdontains data. Your typical
segment is a table, containing rows of data, keretlare more than a dozen possible
segment types in an Oracle database. Of partimikzrest (for exam purposes) are
table segments, index segments, and undo segra#risywhich are investigated

in detail in later chapters. For now, you don’tehé@ know more than that tables
contain rows of information; that indexes are a magtsm for giving fast access

to any particular row; and that undo segments ata structures used for storing
information that might be needed to reverse, drdatk, any transactions that you

do not wish to make permanent.

System administrators see physical datafiles; piogrers see logical segments.
Oracle abstracts the logical storage from the glaysitorage by means of the tablespace.
A tablespacaes logically a collection of one or more segmeats] physically a collection
of one or more datafiles. Put in terms of relatlaralysis, there is a many-to-many
relationship between segments and datafiles: dsle taay be cut across many
datafiles; one datafile may contain bits of marbtdsa. By inserting the tablespace
entity between the segments and the files, Oraslelves this many-to-many
relationship.

A number of segments must be created at databeagorr time: these are the
segments that make up the data dictionary. Thegaesgs are stored in two tablespaces,
called SYSTEM and SYSAUX. The SYSAUX tablespaceaw with 1@: in previous
releases, the whole of the data dictionary weimt 8 STEM. The database creation
process must create at least these two tablespaitiesit least one datafile each, to
store the data dictionary.

70The Data Dictionary

The data dictionary is metadata: data about diatieskcribes the database, both
physically and logically, and its contents. Uselirdgons, security information,
integrity constraints, and (with releaseglperformance monitoring information
are all part of the data dictionary. It is storedasset of segments in the SYSTEM
and SYSAUX tablespaces.

In many ways, the segments that make up the detiarthry are segments like
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any other: just tables and indexes. The criticéié®nce is that the data dictionary
tables are generated at database creation timgjoanare not allowed to access

them directly. There is nothing to stop an inqsiDBA from investigating the data
dictionary directly, but if you do any updatestioypu may cause irreparable damage
to your database, and certainly Oracle Corporatitimot support you. Creating a
data dictionary is part of the database creatioegss. It is maintained subsequently
by data definition language commands. When yoleisise CREATE TABLE command,
you are in fact inserting rows into data dictiontalyles, as you are with commands
such as CREATE USER or GRANT.

To query the dictionary, Oracle provides a setieivg. The views come in three
forms, prefixed DBA_, ALL_, or USER_. Most of theews come in all three forms.
Any view prefixed USER_ will be populated with rogsscribing objects owned by the
user querying the view, so no two people will gedame contents. If user SCOTT
gueries USER_TABLES, he will see information ablisttables; if you query USER _
TABLES, you will see information about your tablésy view prefixed ALL_ will be
populated with rows describing objects to which yawe access. Thus ALL_TABLES
will contain rows describing your own tables, ptag/s describing tables belonging

to anyone else that you have been given permissisae. Any view prefixed DBA _
will have rows for every object in the databaseD&8A_ TABLES will have one row for
every table in the database, no matter who creat€tese views are created as part
of the database creation process, along with & laugnber of PL/SQL packages that
are provided by Oracle to assist database adnatostrin managing the database
and programmers in developing applications. PL/$Qde is also stored in the data
dictionary.

8.0Management Tools

Oracle database @@rovides two management environments: Enterprisedger
Database Control and Enterprise Manager Grid Cbrigath are optional, but Oracle
strongly advises you to use one or the other. Goidrol is more complicated, and
more capable. To use Grid Control, you must hareadl installed it somewhere on
your network and installed the Grid Control Manageitmagent on the computer
where you are creating the database. You are goiogeate Database Control in this
exercise, which is implemented as a set of tabldspaocedures within the database,
generated at database creation time. Throughaibtuk, and for the purposes of
the exam, Database Control is the tool to be used.Control is undoubtedly more
powerful, but it is not necessary in a straightfardvenvironment; it also has licensing
implications.

There are also numerous third-party products youocey (and a few that you can
download free of charge) to assist you in manathiedOracle environment. By all
means investigate these, but Enterprise Managamerof its two forms is Oracle’s
approved tool.

9.0External Files

The remaining topic to cover before creating alolsa is the three file types that exist
externally to the database: the parameter filepssword file, and the archive log files.
The parameter file defines the instance. You alréadw that an instance consists
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of memory structures and processes. The instamaengters specified in the parameter
file control, among other things, how big the vasanemory structures should be,

and how the background processes will behave. @lsyset certain limits, such as
how many user sessions are permitted to log onetanistance concurrently. There

are defaults for all parameters except one: DB_NAME name of the database to
which the instance will connect. With this exceptibis possible to start an instance
relying totally on defaults, but such an instandk lve useless for any practical
purpose. Many parameters are dynamic, meaningdheatvalues can be changed
while the instance is running and the databaspes dut some are fixed at instance
startup. With one exception, all parameters cacha@ged subsequent to database
creation by closing the database, shutting dowrnn$tance, editing the parameter

file, and starting up again. The one exceptionBs BLOCK_SIZE, more on which
later. You must create a parameter file and utehtild an instance in memory

before creating a database.

There are two types of parameter files: the oldhfazed static parameter file

(usually called init/SID/.ora, where /SID/ is thame of the instance) and the dynamic
parameter file introduced with releasg®lled spfileSID.ora). A static parameter file
is a simple text file that you create and edit veitty ASCII editor you please, typically
Notepad on Windows, or vi on Unix. It is read oalyce by the instance, at startup
time. The dynamic parameter file is a binary filattis maintained and edited by
Oracle itself, in response to commands you issue.

The password file causes much confusion in thel®raorld, particularly among
computer auditors who do not understand its purpbse problem it addresses is

how to authenticate a user when the database peot, or indeed before the database
has even been created or an instance started. &feemsthing more than rows in a
table in the data dictionary. You can see themthan encrypted passwords by querying
the data dictionary view DBA_USERS. When you createser, as you will in Chapter 7,
you are simply inserting rows into the data diciion Now, it is a simple fact in the
Oracle environment that if you have the priviletiest let you start an instance and
subsequently open or create a database, you calpsdtutely anything within that
database. It is therefore vitally important thaa€e should authenticate you, before
letting you connect as such a user. But if thelziega is not already created and open,
how can Oracle query the data dictionary to vaiidetur username and password,

and thus work out who you are and what you arevaitbto do? To resolve this
paradox, Oracle has provided two means of authedigit that are not data dictionary
based and therefore do not require the databdse dpen, or even to exist. These are
operating system authentication and password tillbemtication.

For operating system authentication, Oracle deésgegsponsibility for identifying

a user to the host operating system. At instalteiime (not database creation time!)
you specified an operating system group name tbatdwown the Oracle software,
defaulting to dba on Unix, ORA_DBA on Windows. iiyare logged on to the
computer hosting the Oracle installation as a membthat group, then you will be
allowed to connect (using appropriate syntax) tingtance, start it up, and open or
create a database without any username/passwartppr@learly, this relies totally

on your operating system being secure, which itilghbe: that is out of Oracle’s control
and relies on decent system administration. Bstrtiechanism can’t work if you are
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connecting to the instance remotely, across a m&twou will never actually log on
to the operating system of the machine hostingtfaele server, only to the machine
where you are working. This is where the passwibeccbmes in: it is an operating
system file, with usernames and passwords encryptédh it, that exists independently
of the database. Using appropriate syntax, yowcoanect to an instance, respond to
a prompt with a username/password combinationexiats in the password file, start
the instance, and open an existing database deaesew one. If you do not need to
start the instance and open the database acreswark but you can always log on
to the computer hosting the Oracle installatioenta password file is not strictly
necessary because you can use operating systeemtaicaion instead. However, for
practical purposes, you will always have one.

Archive log files will be dealt with in detail irater chapters. They are copies of

filled online redo log files: as the online loge ditled with changes, they should be
copied to one or more destinations as archived tbgs giving you a complete history
of all changes applied to the database. Whilerbisan Oracle requirement to archive
your online redo logs, in virtually all live instations it will certainly be a business
requirement, as it is the archive logs that guaeitite impossibility of losing data.

10.0Creating a Database

To create a database, there are a number of s@psitist be followed in the correct
order:

1. Create a parameter file and a password file.

2. Use the parameter file to build an instance in nrgmo

3.Issue the CREATE DATABASE command. This will gerterat a minimum,

a controlfile; two online redo log files; two dates for the SYSTEM and

SYSAUX tablespaces, and a data dictionary.

4.Run SQL scripts to generate the data dictionarwsiand the supplied PL/SQL
packages.

5. Run SQL scripts to generate Enterprise ManagerdaagaControl, along with

any options (such as Java) that the databaseagiliire.

On Windows systems, there is an additional stepusex Oracle runs as a Windows
service. Oracle provides a utility, ORADIM.EXE, dssist you in creating this service.
These steps can be executed interactively frons@k*Plus prompt or through

a GUI tool, the Database Configuration AssistarB{3). Alternatively, you can
automate the process by using scripts or a DBCporese file. Whatever platform you
are running on, the easiest way to create a dagabaisrough the DBCA. You may
well have run this as part of the installationwill give you prompts that walk you
through the whole process. It first creates a patanfile and a password file, and
then it generates scripts that will start the inséa create the database, and generate
the data dictionary, the data dictionary views, Bnterprise Manager Database Control.
Alternatively, you can create the parameter fild #re password file by hand and
then do the rest from a SQL*Plus session. Many DBémbine the two techniques:
they use DBCA to generate the files and scriptsthed look at them and perhaps
edit them before running them from SQL*Plus.
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DBCA is written in Java,; it is therefore the sanmeadl platforms. The only variation

is that on Microsoft Windows you must be sittingront of the machine where you
are running it, because that is where the DBCA wivglwill open. On Unix, you run
DBCA on the machine where you wish to create theldese, but you can launch and
control it from any machine that has an X servatigplay the DBCA windows. This
is standard for the X Window System: you set arirenment variable DISPLAY to
tell the program where to send the windows it opEns example,

export DISPLAY=10.10.10.65:0.0

will redirect all X windows to the machine idenéfl by IP address 10.10.10.65, no
matter which machine you are actually running DB&GA

Exercise 3-1: Creating a Database with Database

Configuration Assistant

In this exercise, you will first use DBCA to creae&atabase and then inspect and
interpret the scripts that it generates.

1. Log on to your computer as a member of the groapdtvns the Oracle
software. By default, this will be the group dbaldmix, ORA_DBA on Windows.
2. Confirm that your ORACLE_HOME is set to point teettirectory where your
software is installed. On Unix, run

echo $ORACLE_HOME

On Windows, it will be the registry variable thaasvset at installation time.

3. Confirm that your search path includes the dirgchan within your Oracle
home. On Unix, display your search path with

echo $PATH

On Windows,

echo %PATH%

One additional required variable for Unix is DISPLAThis must point to the
terminal on which you are working. Show it with

echo $DISPLAY.

If you are working on the machine where you wantreate the database,

a suitable setting might be

export DISPLAY=127.0.0.1:0.0

4. Launch DBCA. On Unix it is called dbca; on Windoivgs dbca.bat. It is located
in your ORACLE_HOME/bin directory, which must beyiaur search path.

5. Respond to the prompts as follows:

a. At the prompt “Select the operation you wish tofpen,” type Create

a databaseand click Next.

b. At the prompt “Select a template,” ty@istom databaseand click Next.

c. TypeocplOgfor both the Global database name and the SIDtreamd

click Next.

d. Select the checkboxes for “Configure the databaseemterprise manager”
and “Use database control for database managentent;iot the

checkbox for “Use grid control for database manag@tiand click Next.

e.Do not select the checkboxes for “Enable emailfication” or “Enable

daily backup.” Click Next.
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f. Select the checkbox for “Use the same passwordlifaccounts” and enter
the password as ORACLE. Enter it again to confaind click Next.

g. Select “file system” as the storage mechanism,céinkl Next.

h. Select “Use file locations from template” as thedton for the database
files, and click Next.

i. Select the checkbox for “Specify flash recoveryaateut not the checkbox
for “Enable archiving,” and click Next.

|- De-select the checkboxes for “Oracle text,” “Ora®leAP,” and “Oracle
spatial.” Select the check box for “Enterprise MggraRepository.” In
“Standard Database Components,” de-select evegytfilick Next.

k. Leave the Memory, Sizing, Character Sets, and GaimmeMode on defaults,
and click Next.

|. Leave the Database Storage on defaults, and ckak. N

. Select the check boxes for “Create database” arthé@te database
creation scripts,” de-select the checkbox for “Say@ database template.”
Click Next.

The final screen shows the details of the instamzkthe database that will be
created. Depending on the speed of your computeation as suggested in this
exercise (excluding all options) may take fromefh to forty minutes.

DBCA Additional Functions

The opening screen of DBCA gives you four options:

* Create A Database

» Configure Database Opticis

* Delete A Database

* Manage Templates

Configure Database Options helps you change thiggcwation of a database
you have already created. In Exercise 3-1, youetieeted all the options; this was to
make the creation as quick and simple as possible.

If you decide subsequently to install some optideatures, such as Java or OLAP,
running DBCA again is the simplest way to do it. &ternative method is to run the
scripts to install the options by hand, but thesenat always fully documented and

it is possible to make mistakes; DBCA is better.

The Delete A Database radio button will prompt y@muwhich database you wish

to delete, and then give you one more chance th dtagichefore it deletes all the files
that make up the database and (for a Windows systerwkes ORADIM.EXE to delete
the service as well.

Finally, you manage templates to store databaseitileis for use later. Remember
that in the exercise, you chose to create a “custiatabase. A custom database is not
preconfigured; you chose it in order to see allgbssibilities as you worked your way
through DBCA. But apart from “custom,” there weggions for “data warehouse,”
“general purpose,” and “transaction processingyolf take any of these, you'll be
presented with an abbreviated version of the DB@#Apts that will create a database
with different defaults, at least partly optimizied decision support systems (DSS, the
data warehouse option), online transaction prongssystems (OLTP, the transaction
processing option), or mixed workload (the genptapose option). The final question
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when you created your database gave you the plitysifisaving it as a template, that
is, not to create it at all, but to save the dé&bnifor future use. DBCA will let you
manage templates, either the presupplied oneses yyu create yourself, by copying,
modifying, or deleting them. Templates can be eméky useful if you are in a position
where you are frequently creating and re-creatatglthses that are very similar.

11.0 SUMMARY

This chapter began with a detailed descriptiorhef@racle server architecture. A
thorough understanding of this is essential fothierr progress. You must be familiar
with the elements that make up an instance andabase: the memory structures,

the processes, and the file types. Then there wagfdook at the purpose and contents
of the data dictionary, and a brief discussiorheflogical storage of segments within
tablespaces. Finally you used the DBCA to creatatabase, and you walked through
the various scripts and commands it generatechfsipurpose.

12.0 TUTOR MARKED ASSIGNMENT

1. Which of the following memory structures are reqdirrather than optional,
parts of the SGA? (Choose three answers.)

A. Database buffer cache

B. Java pool

C. Large pool

D. Redo log buffer

E. Shared pool

F. Streams pool

2.You are creating a database. Put these steps aothext sequence:

A. Build the data dictionary.

B. Create a parameter file.

C. Create the data dictionary views.

D. Issue the CREATE DATABASE command.

E. Issue the STARTUP NOMOUNT command.

3. If you do not specify a SYSAUX datafile on your CREE DATABASE command,
what will happen? (Choose the best answer.)

A. The command will fail because SYSAUX is a requitadlespace.

B. The command will succeed, but you must add a SYSAdlbXespace after
database creation.

C. The command will succeed, and a default SYSAUXeshce will be
created for you.

D. The command will succeed, but the whole data dietip will be in the
SYSTEM tablespace.

4. Which of the following can never be changed aftgatiase creation? (Choose
the best answer.)

A. Database block size

B. Database character set

C. Database name

D. None of the above: nothing is fixed at databasatitne time

5. Which of the following is required to create a datse? (Choose the best
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answer.)

A. The operating system'’s root (for Unix/Linux) or Adnstrator (for Windows)
password

B. Execute permission on the DBCA

C. At least as much RAM as the size of the SGA

D. None of the above

6. On Unix/Linux, you launch the DBCA, and nothing paps. What could be
the cause of this? (Choose the best answer.)

A. You are not a member of the dba group.

B. Your DISPLAY variable is not set to your terminadiddress.

C. You have not set your DISPLAY variable.

D. You have not set your ORACLE_SID variable.

7. Which of the following files are optional? (Chodbeee answers.)

A. Online redo log files

B. Parameter file

C. Password file

D. SYSAUX tablespace datafile

E. SYSTEM tablespace datafile

F. UNDO tablespace datafile

8. If you do not specify an UNDO tablespace on youEBRE DATABASE
command, what will happen? (Choose the best answer.

A. The command will fail because an UNDO tablespacedsired.

B. The command will succeed, and a default UNDO taglales will be
created for you.

C. The command will succeed, but you must create abONablespace later.
D. The command will succeed, and you may create an Qkdblespace later.
9. You have created a database but cannot conneatithiDatabase Control.
What could be the cause of this? (Choose the besta.)

A. You are not being authenticated by the operatistesy, or by password
file authentication.

B. You have not run the scripts to create Databasér@on

C. Grid control is a prerequisite for Database Control

D. You are not licensed to use Database Control.

10.When does the data dictionary get created? (Chibedgest answer.)

A. When you create a database

B. When you run the post-creation scripts catalogadlcatproc.sqgl, called
by CreateDBcatalog.sq|l

C. When the SYSTEM and SYSAUX tablespaces are created

D. It does not need to be created; it is always abtglas part of the instance
11.Which of the following processes are optional? (@®three answers.)
A. Archive process

B. Checkpoint process

C. Database listener

D. Grid Control Management Agent

E. Log writer
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F. Process monitor

12.You created a database with two online redo lagdtoups, one member each.
What must you do to provide fault tolerance? (Cledbg best answer.)

A. Add two more groups, to mirror the first two.

B. Add one more member to each group.

C. You can do nothing; these characteristics are fetezteation time.

D. You need do nothing; the second group already nsititte first.

13. Which data dictionary view will show you all thebtas in the database?
(Choose the correct answer.)

A. ALL_TABLES

B. DBA_TABLES

C.USER_TABLES

D. None. To see all the tables, you must query the diationary directly.
14.Which of the following is not stored in the datat@inary? (Choose the best
answer.)

A. User definitions

B. Supplied PL/SQL packages

C. Data dictionary views

D. None; they are all stored in the data dictionary

15.You de-selected the Oracle Java Virtual Machinennfoiening DBCA, but you
later wish to install it. What must you do? (Chotse best answer.)

A. Create the Java pool in the database.

B. Run scripts to create the JVM.

C. Drop the database and re-create it with the JVM.

D. Start the JVM background process.

13.0 FURTHER READING/REFERENCES
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2.0 Rick Greenwald and Robert Hoskin , Oracle Pdgiects , 1997 O’Reilly and Associates
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3.0 Greenwald, Rick; Stackowiak, Robert; Sternafloan (2007)Oracle Essentials: Oracle
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1.0 INTRODUCTION

You have now created a database and know how tageahe instance to get access
to the database data. The next logical step isst@te storage structures in the database
to hold your data and to ensure that those st@tigetures are managed efficiently.
You don’t want to overallocate disk space, and goo’'t want to underallocate.
Furthermore, you want to ensure that the use &fspace is as efficient as possible

for the type of database you will be managing &eddisk resources available to

you. Understanding how Oracle manages storage,|bgitally and physically, and
understanding the different components involvestaring Oracle database data are
some of the key concepts any DBA must master.

2.0 OBJECTIVES

In this unit you will learn how to

* Define the purpose of tablespaces and datafiles

* Create tablespaces

» Manage tablespaces (alter, drop, generate Dk, d#line, put online, add datafiles,
make read-only or read/write)

*» Obtain tablespace information from Enterprise Bger and the data dictionary

* Drop tablespaces

* Describe the default tablespace

3.0 Oracle Storage Basics: Tablespaces and Datagile

Storage in an Oracle database has two distincessighhysical and logicaPhysical
storage is how the storage components that make @racle database at the
operating system level are seen, normally, asiassef datafilesLogical storage is how
Oracle internally manages the objects that aredtor the database. The logical and
physical storage structures in Oracle and theati@iships can be expressed as

a model shown in Figure 6-1.

Looking at the model of Oracle storage, a few Keynents can be discerned, such
as these:

» Everydatabasenust consist of one or motablespacesEverytablespacenust
belong to one and only omatabase.

* Everytablespacamust consist of one or modatafiles.Eachdatafile must

belong to one and only oma&blespace.
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Entity-relationship model of Oracle database sterstguctures

» Everydatafile must consist of one or mooperating system block§achoperating
system blocknay belong to one and only odatafile.

* Everytablespacanay contain one or mosegmentsEverysegmenmnust exist
in one and only ong&blespace.

» Everysegmentnust consist of one or moextentsEachextentmust belong

to one and only ongegment.

» Everyextentmust consist of one or mo@racle blocksEachOracle blockmay
belong to one and only omstent.

» Everyextentmust be located in one and only afegafile. The space in the
datafilemay be allocated as one or merdents.

» EveryOracle blockmust consist of one or mooperating system blockBvery
operating system blockay be part of one and only o@eacle block.

4.0 Physical Storage Structures

The physical structure is what the operating systeas when “looking” at an Oracle
database. Oracle physical storage is quite sinoplmderstand and see: it is a collection
of one or more datafiles. It is also possible foacle to make use of raw devices
(partitions of a hard disk not managed by the dpegaystem), but doing so
introduces complexity when it comes to backup auwdverability. It is also possible
for Oracle to manage physical storage itself thiosigmething called Automated
Storage Management, or ASM, in which case the dpgraystem is also not involved.
However, by and large, most Oracle physical storageade up of operating system
datafiles.

Each datafile is composed of operating system Blackl is created on a disk
partition or volume, all managed by the host opegasystem. This is the most
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common scenario and one that you will encountert fineguently.

Oracle Datafiles

Datafilesare operating system files that hold Oracle datiaeM{ou create a database,
a number of datafiles are created to hold the diateonary and the SYSAUX
tablespace data, along with any other tablespamesigcided to create at that time.
The datafiles consist of the header and the spetean be used to allocate extents
to segments. In effect, most datafiles have thegtspthe header, the extents (allocated
space), and free (unallocated space).

Theheaderof a datafile identifies it as part of a database stores specifics of

that datafile: which tablespace it belongs to dmllast checkpoint performed. This
way, Oracle can check that all files are synchreshiwhen it starts up. If it detects that
one of the files is older than the rest (or a#dilare older than the controlfile), it will
assume that the file was restored from a backupratiate recovery. The rest of the
datafile consists of extents and free space, threagement of which is performed by
creating, dropping, and altering the logical steragmponents of Oraclsegments.
Each Oracle datafile belongs to one and only oblespace and is made up of
operating system blocks. As you will see latethiis thapter, it is possible to specify
growth characteristics for datafiles and resizertlegther manually or automatically.
You can also take a datafile offline, making itetamts unavailable, provided it does
not belong to the SYSTEM tablespace.

Operating System Blocks

Operating system bloclese the minimum allocation unit for the file systeBach file
system has its own minimum and default sizes, whftdn vary with the hard disk
geometry and size, as well as the file system tséatmat the drive. Most systems
will allow you to configure the block size when fioatting the drive. It is a good idea
to keep the operating system block size the sartfeeaSracle block size. So, if you
are planning to add a drive in order to keep Ordalafiles on it, and your database
block size is 8KB, you may want to format the drusegng 8KB blocks. However,
because Oracle DatabaseyHllows you to create tablespaces with differingcklo
sizes, you may want to ensure that the operatistgsyblock size is the same size as
the largest database block. This way, for everyclerdO request the operating system
needs to retrieve only one block.

Logical Storage Structures

As a DBA, you will be spending a great deal of ybone looking at database storage
from the logical point of view. You will be creagjrand managing tablespaces, segments,
and extents and ensuring that the Oracle blockisie#ficiently configured for your
database. The logical structure of the databathe ieft side of the model in Figure 6-1.
Thedatabasas the highest and final unit of organization faa€le. It is selfcontained
and consists of at least three tablespaces (pbdyareore) in Oracle 1§

(up from one in previous releases). In order teeas@atabase data, an instance must
be started.

Tablespaces

Within a database thtablespacaes the largest storage structure. A database iol®ra
10g must have at least three tablespaces: SYSTEM, S¥SAbd one undo tablespace.
These are created when you create the databasersate others for a specific purpose
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in order to manage your database objects and etimimestance and database perform
well. You should also create at least one addititatdespace for specific data: a
temporary tablespace to hold temporary objectdeteshen a sort takes place and
cannot be completely performed in memory.

Tablespace Typedablespaces can be classified using many diffenétetia,

the first of which is based upon the type of olgdbe tablespace stores: SYSTEM or
non-SYSTEM. In Oracle IPtwo tablespaces make up the SYSTEM type: SYSTEM and
SYSAUX. All other tablespaces are classified as-S¥STEM.

The SYSTEM tablespace contains the data dictionamgernal tables that describe
the structure of the database itself, all of theats in it, users, roles, and privileges.
When a user issues a query or a DML statementjdteedictionary is used in order
to verify the user’s permissions and find the da& belongs to the segment being
queried or changed. When a DDL statement is predes$ise internal tables are
modified in order to reflect the change: CREATE, AR, or DROP. The SYSTEM
tablespace also contains the SYSTEM undo or rdtlisagment (also called SYSTEM),
which can be used only for operations on objectesdtin the SYSTEM tablespace.
User objects should be kept out of the SYSTEM tgiadee in order to keep it
operating efficiently.

After you create the database, you will need tateradditional tablespaces to

store your data. The number of tablespaces youeceea what is stored within them
depend on what your database will be used for la@@mount of data. Here are
some of the guidelines to follow when creating &ddal tablespaces and to help
with performance:

» Separate data that will participate in resource cotention For example, a

table and its indexes will normally be accesseduaneously during inserts

and updates, so to prevent a bottleneck, it istbgstace them on different

hard drives. One way to do this is to create caffietablespaces—DATA

and INDEX—to hold the data and then place eaclesgalce’s datafiles on

a different hard disk. This way, you can updatélibe table and its index
simultaneously and not risk resource contention.

» Separate objects that have different storage requamentsKeeping small

tables and large tables on different tablespackprevide better space
management and performance. While extent manageraeriie largely

automated in Oracle gQthere is no reason to make Oracle’s job more

difficult by placing dissimilar objects on the samablespace.

« Store different partitions in different tablespacesOne of the benefits of
partitioning your data is to gain performance inyamments for queries. Place

each partition on a separate tablespace and, ab&jeeach tablespace’s

datafiles on a separate hard disk. In this way I@rean read data from more

than one hard disk at the same time when satisthiagyuery.

Tablespace Content#\ tablespace can store one of three types of segmen
permanent, temporary, and un®@rmanensegments are what you expect to find
in a database, such as a table or indermporarysegments are those that exist for a
short time and are then overwritten, such as aogpmtationUndosegments hold

the before image of the data being modified soaliar users can still have their
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gueries answered even if the data is in the pramfdssing changed.

When you create a user in Oracle, you specify #iaudt tablespace that will be
used to store extents for any segment the usetesresss well as a temporary tablespace
to store temporary segments, although a global eeanp tablespace defined for the
database can be used as well.

All users share the undo tablespace, which isys#tdDBA. To determine what
the users’ default and temporary tablespaces ate¢cgn issue this query:
SQL> SELECT username, default_tablespace, tempdabiespace

2 FROM DBA_USERS;

USERNAME DEFAULT_TABLESPACE TEMPORARY_TABLESPACE
SYS SYSTEM TEMP

SYSTEM SYSTEM TEMP

OUTLN SYSTEM TEMP

DBSNMP SYSAUX TEMP

SYSMAN SYSAUX TEMP

MGMT_VIEW SYSAUX TEMP

WK_TEST SYSAUX TEMP

MDSYS SYSAUX TEMP

ORDSYS SYSAUX TEMP

CTXSYS SYSAUX TEMP

ANONYMOUS SYSAUX TEMP

EXFSYS SYSAUX TEMP

DMSYS SYSAUX TEMP

WMSYS SYSAUX TEMP

XDB SYSAUX TEMP

WKPROXY SYSAUX TEMP

ORDPLUGINS SYSAUX TEMP

SI_INFORMTN_SCHEMA SYSAUX TEMP

OLAPSYS SYSAUX TEMP

WKSYS SYSAUX TEMP

MDDATA USERS TEMP

DIP USERS TEMP

SCOTT USERS TEMP

Tablespaces in Databases Created with the DatabaSenfiguration
AssistantA typical example of tablespaces that exist in naegabases can

be ascertained by looking at the tablespaces cr@dien you use the Database
Configuration Assistant. The DBCA will create aatzse with the following
tablespaces, as shown in Figure 6-2.

* SYSTEM Used to store the Oracle data dictionary and géatb in the SYS
schema. Access to these objects is restrictecetader SYS and others that
have been granted the DBA role, by default. Evealbase must have a
SYSTEM tablespace.

* SYSAUX The SYSAUX tablespace was introduced in Oracle Rzxga 19
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to store objects not owned by SYS but requireddeiofor the database to
function. In previous releases of Oracle these wtreed in the SYSTEM
tablespace; they include Oracle Enterprise Manageponents, among
others. Every Oracle falatabase must have a SYSAUX tablespace.

* TEMP Used to store temporary objects and their datamiples of these
include the data portion of a global temporaryeadid sort segments created
when a sort cannot be completely performed in mgntevery database should
have a temporary tablespace, though it is not requand one should be
designated as the default temporary tablespace &sdigned to users if one
is not specified when the user is created. Tempdaadniespaces consist of
tempfiles instead of datafiles. If no temporaryli¢éspace is created, then
temporary segments are created in the SYSTEM tadtesby default—a bad
idea from a performance perspective.
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Igigure 6-2Tablespaces in a database created by the Databaﬁglﬁation!Assistant

* UNDOTBS1 Used to store undo information for the databaseldda data
kept in the database to allow users to read roatsate in the process of

being changed but whose transactions have nobyetitted. This allows

any user needing to get a read-consistent imageeafata to avoid being

held up by people changing the data. An undo tphlesis required in each
database.

* USERSWhen a database user creates a segment, its @als toebe stored

in a tablespace. The USERS tablespace servesuiiege. You can create
additional tablespaces and allow users to stoietkgments in them, but

one tablespace needs to be made the default tsklsspace, which the
USERS tablespace is for nonsystem (i.e., not SYSY@TEM) users.

If you decided to load the example schemas whercyeated the database with
DBCA, you will also have an EXAMPLE tablespace th@tres those segments in the
example schemas.

5.0 Segments
Within a tablespace, space is allocated to segma&rgsgmenis an object in the
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database that requires storage, such as a tahfeindex. Aview,on the other hand,
is not a segment, since it does not store daigjust a prewritten query that allows
easy access to data stored in tables. Oracle ajlowso create many different segment
types. A query against the DBA_SEGMENTS view wililay a list of segments created
in the database, as follows:

SQL> SELECT DISTINCT segment_type FROM DBA_SEGMENTS
SEGMENT_TYPE

CLUSTER

INDEX

INDEX PARTITION

LOB PARTITION

LOBINDEX

LOBSEGMENT

NESTED TABLE

ROLLBACK

TABLE

TABLE PARTITION

TYPE2 UNDO

This query shows only the segment types that @xigbur database, not all
possible types. How to manage many (but not althefsegment types listed will
be the discussion of several future chapters.

6.0 Extents

When space is allocated for segments in a tablesgias allocated aextentat a time.
A segment consists of one or more extents, and &lsagment (e.g., a table or an
index) is created, at least one extent is allocatexleation time. Extents are made
of contiguous data blocks and can be managed erthrually by the DBA or
automatically by Oracle, depending upon the coodgispecified by the DBA, or
Oracle defaults. Extents are created in the datalielonging to the tablespace on
which the segment is defined. A segment can exighly one tablespace, and an
extent exists in a datafile belonging to the tgdes.

Extent Management in Tablespace8Vhen you create a tablespace, you can
specify whether extents should be locally managetiationary-managed.ocally
managecdextents are more efficient and are recommendedlfdiatabase data. In a
tablespace where extents are locally managedektemts are stored in a bitmap in
the tablespace. Each bit in the bitmap represesitsgde database block or a multiple
of database blocks if extent management has be#igored to be of a uniform size
or automatic. As an extent is allocated to a segmefieed up because a segment was
dropped, truncated, or resized, the bitmap is \gatiat reflect the change.

Dictionary-managedablespaces are the historical way of managinghéxend

require any allocation or deallocation of an extenipdate a table in the data
dictionary. This means that any time an extentiezated to a table, the data dictionary
must be touched to record the change. When aiwblepped or truncated, the

data dictionary must be changed. Because of therainod work required on the data
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dictionary when using dictionary-managed extefhtsy tare no longer recommended
and exist primarily for backward compatibility. Aliblespaces should be created with
local extent management.

7.0 Database Blocks

A databasdlockis the minimum unit of I/O in the database. Whendatabase
needs to read data, it cannot read just one rawydt read the entire block. The
same happens with writing: even if only one rovaiblock is changed, the DBWn
process has to write the entire block during theckpoint. When a database is
created, the default block size for tablespacspésified. It is possible to have more
than one block size specified for a database, bablaspace and its datafiles will
always only have one database block size. In atloeds, you specify the block size
for the tablespace when you create it, or assumddltabase default. For a different
tablespace you can specify a different block sfzei cannot change the block size for
a tablespace once it is created, except by droggmdge-creating it (and possibly
losing all the tablespace contents).

8.0 Creating and Managing Tablespaces

There are two ways to create a tablespace in Onaglleg Oracle Enterprise Manager
(OEM) or by issuing the CREATE TABLESPACE commandiQL*Plus o SQL*Plus.
The end result is the same, since OEM will sendafgropriate command to the
database to perform the operation.

The CREATE TABLESPACE Command

The CREATE TABLESPACE and CREATE TEMPORARY TABLESEE commands allow
you to create a tablespace using SQL*PIusSQL*Plus. Alternatively, you can create
a tablespace from Enterprise Manager, which prevadeice point-and-click interface,
and then optionally view the command sent to thecl@rserver before it is executed.
The overall syntax of the command is somewhat cembécause of the number

of options available, but we will break it downannhanageable chunks.

CREATE [BIGFILE | SMALLFILE] [TEMPORARY] TABLESPACHablespace name
DATAFILE datafile spec | TEMPFILE tempfile spec

[MINIMUM EXTENT minimum extent size]

[BLOCKSIZE blocksize]

[[COMPRESS|NOCOMPRESS] DEFAULT STORAGE (defaultrage clause)]
[LOGGING|NOLOGGING]

[FORCE LOGGING]

[ONLINE|OFFLINE]

[EXTENT MANAGEMENT DICTIONARY |

LOCAL [AUTOALLOCATE|UNIFORM SIZE size]]

[SEGMENT SPACE MANAGEMENT MANUAL|AUTO]

[FLASHBACK ON|OFF]

To create a tablespace, all you need is the nareedfblespace and the datafile
specification; all other settings are left at Oeadéfaults, as in this example:

CREATE TABLESPACE default_demo

DATAFILE '$ORACLE_BASE/oradata/default_demo01.dBIZE 10M;
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This one command did everything: physically credbeddatafile, created the
tablespace, updated the controlfile and the datsodary, and set all the defaults
for the new tablespace.

NOTE If the datafile already exists on disk, the craatid the tablespace

will fail. You can specify the REUSE parameterhie tlatafile specification to
instruct Oracle to overwrite any file with the sanmame as the datafile you

want to create. This is useful when re-creatindetgiaces that you dropped.

Perhaps the best way to create a tablespace iteQli@gis to use Enterprise
Manager. With EM you can create a tablespace witbasy interface and also learn
about the syntax to do so by displaying the SQLledodoerform the action.

Exercise 6-1: Using Enterprise Manager to Create &ablespace

In this exercise you will connect to Enterprise Mger and create a tablespace in your
database.

1. Start a web browser and connect to the Enterpriseader URL on your Oracle
database server, specifying the appropriate ponbeu and machine name.
2.Log in to your database as the user SYSTEM withaghygropriate password.
If you receive the licensing information page, klicAgree to continue.

3.0n the Enterprise Manager main page, click the Adtration hyperlink

to display the Administration page.

4. Click the Tablespaces hyperlink under Storage ¢pldy the current
tablespaces in the database and their space tibifiza

5.To create a new tablespace, click Create on tl side to bring up the
Create Tablespace screen.

6. In the Name text box, enter the name of the tablesyou want to create,
OCP10gDatg for example. You will notice that you also haveuamber of
selections to make regarding the tablespace cleaistats, including extent
management (local or dictionary), tablespace tpeenjanent, temporary,

or undo), and status (read/write, read-only, olircdj.

Permanent tablespaces are the default and careeaibold segment data
such as tables, indexes, and clusters. The majifritye tablespaces you
create will be of the Permanent variety. If yowesethe Set As Default check
box for the tablespace, any user created in trebdae that does not have a
default tablespace specified at creation time bgllassigned this tablespace
as his default tablespace. Any segments the usates will occupy space on
this tablespace by default, unless a differenetgtrce is specified when the
object is created.

Status determines the initial state of the tables@dter creation. Read/write
means that objects can be created and otherwis#i@doon the tablespace
and its contents can change. Read-only meang teatot be written to,

and offline means that the contents of the tablesjpae not available. When
creating a tablespace, it is best to choose Redt#;Wou can always change
the status later.

Leave your tablespace at the default values of Ipob#&anaged, Permanent,
and Read Write.
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7.Under the Datafiles heading you have the opticedid one or more datafiles
to the tablespace. If you select the Use Bigfilbl&@space check box, your
tablespace can have only one datafile whose siaei$i as large as the

file system will allow. Bigfile tablespaces canat dictionary-managed.
Leave the Use Bidfile Tablespace option uncheckeldthen click Add to

bring up the Add Datafile page.

8. 0n the Add Datafile page, enter the name of thafiflafor the tablespace
and verify that the location provided is approgidEnterprise Manager will
display the default location for datafiles accogdio OFA guidelines, typically
the directory pointed to by the location $ORACLE_$Aoradata/<db_name>.
You also need to specify a file size or acceptigfault value. Under Storage
you can specify whether or not to automaticallygtbe file (AUTOEXEND)
when it becomes full as well as how much to grolayiand whether or not

to specify a maximum size the file can grow to. daxtend allows you to
automate file growth while at the same time optilynaroviding a limit

on the growth so that a file does not occupy adlilable disk space.

Leave the datafile size at the default of 100MB apekcify autogrowth

in increments of 50MB up to a maximum size of 50QNMHck Continue

when done.

9. On the Create Tablespace page, click Show SQLsmlali the SQL commands
that will be sent to the database to create tHesphce. Click Return when
done reviewing the code.

10. Click the Storage hyperlink to display the Stor@g#ions page. Because you
specified that the tablespace will be locally masthdnere you can specify
whether extent allocation will be automatically deed by Oracle based

upon the data stored on the tablespace, in whisé yau cannot control

extent sizing. If you want to make all extents $hene size, you can specify
Uniform sizing, which defaults to extent sizes dB. Uniform sizing makes
sense for temporary tablespaces and for thosesfaies where the data
being stored is of the same row size (i.e., atjdarows or all small rows,

etc.). You cannot use automatic extent allocatowridmporary tablespaces.

The second option on this screen deals with thethatyspace will be
managed within the segment. With automatic segsate management
Oracle will use bitmaps to determine which bloctesface and which contain
large amounts of data. The amount of space thatsefair inserting rows will
be automatically tracked by the bitmap containith@placks allocated to the
segment. This is an efficient method that freedxB& from setting segment
space management parameters manually. Using msjpace management
requires the DBA or the creator of the segmenpezy values for the
PCTFREE, PCTUSED, FREELISTS, and FREELIST GROUR8maters when
creating the object and maintaining them as thamel of segment data
increases.

The last section requires you to specify whethanges made to segments
in the tablespace should be logged to the reddilexy(LOGGING) or not
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(NOLOGGING). While you can specify this parametdran you create the
segment, if you do not, the segment will inherftaim the tablespace. If you
specify NOLOGGING, then it may not be possibledoaver segments in the
tablespace in the event of failure.

If you created a dictionary-managed tablespacewaud also need to
specify default storage parameters using the DEFRBLORAGE clause of
the CREATE TABLESPACE command. Table 6-1 listspheameters of the
DEFAULT STORAGE clause and their values.

Specify automatic extent management, automatic segmanagement, and
logging for the tablespace.

Setting Description

MINEXTENTS The number of extents each segmenthdlcreated

with, which defaults to the minimum of 1.

MAXEXTENTS The maximum number of extents a segnvafitbe
allocated if necessary. The default value depends o

the DB_BLOCK_SIZE setting, while the maximum

is UNLIMITED. Avoid setting MAXEXTENTS to

UNLIMITED, as this will allow a segment to take all

the available space in the tablespace and campdlisru

normal operation of the database.

INITIAL Allows you to specify the size of the firgixtent for

the segment in bytes (use K or M as suffixes to the

numeric value to specify KB or MB). The defaulbis

database blocks, with a minimum of 2 database block

NEXT Specifies the size of the second or subsegedents

in bytes, KB or MB.

PCTINCREASE Specifies how much bigger to make hiel textent
compared to the second extent, the fourth compared

to the third, etc., as a percentage. For examiple, i

PCTINCREASE is set to 20, the INITIAL and NEXT

are set to 100K, the third extent will be 120K, the

fourth, 144K, etc., rounded up to the next multiple

of DB_BLOCK_SIZE. If PCTINCREASE is set to 0,

SMON will not automatically coalesce the free space

in the tablespace.

11.Click the Thresholds hyperlink to bring up the T8irelds page. Thresholds

allow you to have Enterprise Manager warn you wégarce in the tablespace

is getting used up. You can specify thresholdgHerdatabase, specify them

for the individual tablespace, or disable themtfar tablespace. Thresholds

will be covered in more detail in Chapter 15. Le#we current settings at the

default values and then click OK to create thedsyhce.

12. After a short delay, you will be presented with Treblespaces page of Enterprise
Manager, shown next, where the tablespace yowcijaated is listed. You can

also create more tablespaces or manage the onesdtthere.

Modifying Tablespaces
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Since databases generally are not static, youneith time to time need to make
changes to the tablespaces you created. Thesee@mimon tasks such as adding
datafiles to a tablespace or increasing the sizaxisting datafiles, taking a tablespace
offline for maintenance or recovery purposes, @nging the mode from read/write

to read-only or vice versa. All of these tasks lbaraccomplished from the command
line using the ALTER TABLESPACE command or usingéfprise Manager. You can
also rename a tablespace if needed, but this srgiynnot recommended after
segments have been created on it.

Exercise 6-2: Using Enterprise Manager to Alter a @blespace

In this exercise you will connect to Enterprise Mger and change the characteristics
of the tablespace you created in the previous eseerc

1. Start a web browser and connect to the Enterpriseader URL on your Oracle
database server specifying the appropriate porbeu@nd machine name.

2.Log in to your database as the user SYSTEM withaghgropriate password.

If you receive the licensing information page, klicAgree to continue.

3.0n the Enterprise Manager main page, click the Adtration hyperlink

to display the Administration page.

4. Click the Tablespaces hyperlink under Storage $pldy the current
tablespaces in the database and their space tiubifiza

5. Select the tablespace created in the precedingisgdOCP10GDATA, for
example) and then click Edit to display the EdiblEspace page. Note that
the majority of options are grayed out except far ¢heck box to make this
the default tablespace for the database, and ti@ugastatus options. This is
because the extent management and type of tabkespanot be modified after
creation time; you must drop and then re-createahkespace to change these.
The normal mode of operation of a tablespace d/we#de, meaning that
objects can be created on the tablespace andctieignts modified—data
inserted, updated, or deleted. Making a tablespea-only does not allow any
changes to segment data on the tablespace bualiwesSELECT statements
to be executed against it. The read-only statastablespace does not prevent
dropping objects created on the tablespace, siceliject definition is not
stored on the tablespace but rather in the dat@déry. Think of this as
similar to the phone company changing your phomabar—they have to
come to the house to install the phones, but togdgour phone number

all they have to do is modify an entry at the calnbffice to specify which
number will cause your phone at home to ring.

6. Click the drop-down list box next to Offline Mode display the four
available modes. Taking a tablespace offline mékesontents unavailable
until the tablespace is brought back online, bkinaa tablespace offline
should be done gracefully to prevent having toqrenfrecovery when the
tablespace is brought online. The NORMAL and IMMBDE options will
issue a checkpoint before taking all datafiles hgilog to the tablespace
offline, although the IMMEDIATE option cannot beadksif the database is

in noarchivelog mode. Using the TEMPORARY optioti gracefully take
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the datafiles offline and not require recovery galene of the datafiles was
already offline due to media failure, in which caseovery will be needed.
FOR RECOVER is deprecated and should not be usidnicluded for
backward compatibility.

7.1f you want to add a datafile to the tablespace, gan click Add. For now
click Edit to display the Edit Datafile page. Na&ithat you can change the
size of the datafile by entering a new value. Yan specify a value smaller
or larger than the existing file size, but no seralhan the amount of data
physically in the file; otherwise, you receive ti@RA-03297: file contains
used data beyond requested RESIZE value” error.céowalso change
autogrowth characteristics, rename the datafilehange its location.
Decrease the size of the datafile to 50MB and dlioktinue.

8. Click Show SQL to display the SQL code requiredni@ke your changes, as in
this code listing example, and then click Return:

ALTER DATABASE DATAFILE ‘/oracle/oradata/ocpl0g/otpgdata0l.dbf' RESIZE 50M
9. Click Apply to save your changes.

10.Click the Tablespaces hyperlink at the top

of the Enterprise Manager page to display

the list of tablespaces in the database.

11.Click the drop-down list box next to Actions

to display the list of available actions.

Actions are activities that can be performed

on the selected tablespace. They are

described in more detail in Table 6-2.

12.Close Enterprise Manager.

Action Description

Add Datafile Allows you to add another datafilethe tablespace.
Create Like Uses the selected tablespace as aatnipi another
tablespace. Characteristics such as extent andesggm
management, datafile location, and size are cdpidae

new tablespace.

Generate DDL Displays a page with the generated S&ement used
to re-create the tablespace.

Make Locally

Managed

Converts a dictionary-managed tablespace to aljocal
managed tablespace.

Make Read Only Makes a read/write tablespace reid-Gurrent
transactions are allowed to complete, but no new
transactions can be started on segment data in the
tablespace. Also forces a checkpoint to update the

controlfile and datafile headers. This action canno

be performed on UNDO, SYSTEM, and SYSAUX
tablespaces.
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Make Writable Allows writes on tablespace segmexad

Place Online Brings a currently offline tablespaoéne.
Reorganize Starts the Reorganization Wizard of fprise Manager
to allow you to move objects around to make space

utilization more efficient. This process can selyere

impact performance of tablespace data and should be
performed during off-hours.

Show

Dependencies

Lists objects dependent on this tablespace (egments

created on it) or objects the tablespace is depgngn.

Run Segment

Advisor

Segment Advisor allows you to determine if segments

the tablespace have space available to be recldoned

use by other objects.

Take Offline Takes a tablespace offline. Canngbédormed on the
SYSTEM or SYSAUX tablespace.

Dropping Tablespaces

The DROP TABLESPACE command allows you to dropasteng tablespace in

the database. To perform this action, you must tlee’®ROP TABLESPACE system
privilege. You can then issue the following command

DROP TABLESPACE OCP10GDATA,;

If there are objects in the tablespace, you willtge following error:

DROP TABLESPACE OCP10GDATA

*

ORA-01549: tablespace not empty, use INCLUDING C@&NTS option

If there are foreign key constraints that depenthbies on the tablespace, you
can modify the syntax to drop those links too bipnaishe following syntax:
DROP TABLESPACE OCP10GDATA INCLUDING CONTENTS CASO&
CONSTRAINTS;

The result of dropping a tablespace is that amgreefce to it is erased from the

data dictionary and the controlfile of the databd%$ee datafile is not actually deleted,
so you will need to do that manually (though EntisgpManager can be used to do
that step as well).

Exercise 6-3: Using Enterprise Manager to Drop a Tlalespace

In this exercise you will connect to Enterprise Mger and drop the tablespace you
created earlier.

1. Start a web browser and connect to the Enterprizeader URL on your Oracle
database server, specifying the appropriate ponbeu and machine name.

2.Log in to your database as the user SYSTEM withaghropriate password.

If you receive the licensing information page, klicAgree to continue.

3.0n the Enterprise Manager main page, click the Adstration hyperlink
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to display the Administration page.
4. Click the Tablespaces hyperlink under Storage ¢pldy the current
tablespaces in the database and their space tibifiza

5. Select the tablespace created in Exercise 6-1 (OGBATA, for example)

and then click Delete to display the Delete Taldespvarning page. Read the
warning and note that a backup should always bienmeed before deleting

a tablespace in case you want to get the data back.

6. Ensure that the Delete Associated Datafiles Fromm@8 check box is checked,
and then click Yes to delete the tablespace.

7. Notice that the tablespace is no longer listechenTiablespaces page. Verify

at the operating system to ensure that the datafdéso removed.

8. Close Enterprise Manager.

Viewing Tablespace Information

The easiest way to view tablespace informatioryiading Enterprise Manager—
selecting a tablespace and then clicking the Viatton is the best way to get full
information on a tablespace. Oracle also includesmaber of data dictionary and
dynamic performance views that can be used to gatf@mation on tablespaces.

To get a list of tablespaces in the database aiddharacteristics, you can use the
DBA_TABLESPACES or V$TABLESPACE views. The DBA_TABSPACES view provides
information on tablespace storage characterisbt$aund in VSTABLESPACE.

For a list of datafiles, you can query the DBA_DATALES view or the V$DATAFILE
view. The DBA_DATA_FILES view will list the name dlhe tablespace to which the
datafile belongs, whereas V$DATAFILE lists only tladlespace number, which must
be joined to V$TABLESPACE to get the tablespace eydmit VSDATAFILE provides
more details on the file status.

9.0 SUMMARY

A database has a physical structure and a lodicaitare. From the physical point
of view, the database consists of datafiles builta operating system blocks. The
logical representation of a database consistst#gpaces, which contain segments
built out of extents. The smallest logical unitlme database is the database block.
A tablespace is the link between the physical agithl structures of a database.
By using tablespaces, we can control the locatfatata and administer parts of the
database separately.

A segment is an object that is allocated spackdrdatafiles. There are different
types of segments: tables, indexes, rollback, teargpand many others. A segment
can be located in only one tablespace.

An extent is the unit of space allocation in a¢aphce. An extent is a group of
contiguous blocks and must exist in one datafiifeBent extents belonging to the
same segment can be located in different datdféésnging to the same tablespace.
Multiple segments cannot share an extent in Oracle.

A database block is the minimum unit of I/O withire database. The size of all
blocks in the database is set at its creation andat be changed.

Tablespaces can be of different types: SYSTEM or®¥STEM, permanent or
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temporary, locally managed or dictionary-managed.

Tablespaces can contain permanent objects or temypabjects. Temporary

objects are segments created for sort operatiachseamporary tables.

Tablespaces are created using the CREATE TABLESPéd&@imand, either from the
command line or using Enterprise Manager. Whentioga tablespace, you need to
specify the datafiles it will use, extent managenodaracteristics, storage settings for
the segments created in it, and whether it canriieewto.

Datafiles can extend automatically if necessarysing the AUTOEXTEND clause

in the datafile definition. When using AUTOEXTENDake sure that you specify
NEXT (how much the file will grow by) and MAXSIZEHe maximum size it will grow
to) values so that a file does not occupy all @ disk space.

You can increase the size of an existing tablespgéecreasing the size of an
existing datafile or adding new ones. You can nakablespace unavailable by taking
it offline using the ALTER TABLESPACE command. Adtaspace that contains static or

historical data should be made Read Only by usieghl TER TABLESPACE command.
Read-only tablespaces do not need to be backeelguparly, and most changes to

data are prevented. You can, however, drop an Oloeated in a read-only tablespace.
If you no longer need a tablespace, it can be dr@ppropping the tablespace

does not delete the operating system files, lideés remove the tablespace from the
controlfile and from the data dictionary. If théksspace contains objects, you need

to use the DROP TABLESPACE ... INCLUDING CONTENT&mmand.

In order to view information on your tablespaced datafiles, you can use the
DBA_TABLESPACES, DBA DATA FILES, and DBA_TEMP_FILEBews. When the
database is not open, you can query the VSTABLESPAGDATAFILE and
V$TEMPFILE views.

10.0 TURTOR MARKED ASSIGNMENT

1. Which line of code will cause the following SQL t&timent to fail? (Choose
the best answer.)

1 CREATE BIGFILE TABLESPACE OCP10gDATA

2 DATAFILE ‘/oracle/ocpl0gdata/ocpl0gdata02.dbf'

3 EXTENT MANAGEMENT LOCAL

4 FREELISTS 5

5 NOLOGGING;

Al

moow
G INFREN

F. The statement will succeed

2.You have mounted the database but did not op&¥hich views do you
need to query if you need the locations of all filesand the names of
the tablespaces they belong to? (Choose all caaresters.)

A. VSDATAFILE

B. DBA_DATA_FILES
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C. V$TABLESPACE

D. DBA_TABLESPACES

E. VSTEMPFILE

F. DBA_TEMP_FILES

G. VSUNDOFILE

3. You attempt to create a tablespace but receiverantbat the datafile for the
tablespace cannot be created. The size of theldatafl wanted to create is
3GB, and you specified the SMALLFILE option for ttadblespace. You verify
that the operating system directory where thewilereside is owned by the
same user as Oracle and the user has full read/peitmissions. You are logged
in to the database as the user SYSTEM, and th@tensy of disk space on the
hard drive. What is the likely cause of the erf@Roose the best answer.)

A. You cannot create a file larger than 2GB in an @rdatabase when
specifying SMALLFILE.

B. The operating system cannot create a file largar #GB.

C. You must specify the WITH OVERWRITE option for tHatafile
specification.

D. You must specify the REUSE option for the datadpecification.

E. You must specify the AUTOEXEND option for the ddatpecification.
4.You want to be able to re-create a tablespace yuiclkcase of failure but do
not have the SQL code to perform the operation. tWshthe best way to
determine which SQL statement will properly re-teehe tablespace with

all options correctly set? (Choose the best an3wer.

A. Use the Generate DDL option iSQL*Plus.

B. Use the Generate DDL option of Enterprise Manager.

C. Use the Create Like option t3QL*Plus.

D. Use the Create Like option of Enterprise Manager.

E. Query the CODE column of the V$TABLESPACE view.

F. Query the TEXT column of the DBA_TABLESPACES view.

5. Which line of code will cause the following SQL t&iment to fail? (Choose
the best answer.)

1 CREATE BIGFILE TABLESPACE OCP10gDATA

2 DATAFILE ‘'/oracle/ocpl0gdata/ocpl0gdata02.dbf

3 EXTENT MANAGEMENT DICTIONARY

4 FREELISTS 5

5 NOLOGGING;

Al

moow
G INFREN

F. The statement will succeed

6. You determine that a datafile belonging to your ARZE2002 tablespace
is too large. You want to reduce the size of thaftla so that disk space is
not wasted. This tablespace will not have any ddtied to it. When you

use Enterprise Manager to reduce the size of ttedilgebelonging to the
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tablespace, you receive an error. What is the tikety cause? (Choose
the best answer.)

A. You cannot reduce the size of datafiles in Oracle.

B. You cannot reduce the size of datafiles using pnitex Manager.

C. You do not have sufficient permissions to redueedize of the file.

D. The file does not exist.

E. The file contains data beyond the size you wan¢doice the file to.

7.You issue the following command to drop a tablespatd receive an error
indicating that the tablespace cannot be droppétt\Vig the likely cause?
(Choose the best answer.)

DROP TABLESPACE SYSAUX INCLUDING CONTENTS CASCADEQ@NSTRAINTS;
A. System tablespaces cannot be dropped.

B. You do not have permissions to drop the SYSAUXédsjpace.

C. Objects in other tablespaces depend on objecteitablespace being
dropped.

D. You cannot drop objects in the tablespace thatdydunot create.

E. The command should succeed.

8. You want to change extent management on your DATW@Bfspace from local
to dictionary to match the other tablespaces iTXA&@ AO1-DATAO8 range.
Which method can be used to make this change? gehbe best answer.)

A. DBMS_SPACE_ADMIN.TABLESPACE_DICTIONARY_MANAGED

B. DBMS_SPACE_ADMIN.TABLESPACE_MIGRATE_TO_DICITONARY
C. Enterprise Manager

D. ALTER TABLESPACE DATAQ09 EXTENT MANAGEMENT DICTIONARY
E. You cannot convert a locally managed tablespadectmnary

management
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In a typical database, the greater part of the idagtored in tables. This chapter covers the
syntax for creating tables with columns of varidasatypes, and also creating some associated
objects: the constraints that guarantee that thve mserted into tables conform to certain
business rules; the indexes that enhance the pafae of retrieving rows from tables; and the
views that can conceal the underlying table stmastfrom end users. Finally, you will see how

to create sequences: data structures that caredalivnbers that are guaranteed to be unique. All
these objects are stored in schemas: a schemsoigaed with a user—create

a user, and a schema is automatically created.iB@aind that the topics covered in this chapter
are very large, and that this is only a superficitbduction.

2.00BJECTIVES

In this unit, you will learn how to
* Create and modify tables

* Define constraints

* View the attributes of a table

* View the contents of a table

* Create indexes and views

* Name database objects

* Select appropriate datatypes

* Create and use sequences

3.0Users, Schemas, and Schema Objects

A user is a person, uniquely identified by usernamte exists within the database. Administer
users covered the techniques for creating users andgitiem the privileges that allow them to
connect to the database, and then create and jes#sobWhen a user is created, a schema is
created too. A schema consists of the objects owgieduser; initially, it will be empty. As far
as SQL is concerned, a schema is nothing moredaftantainer for tables, views, code, and
other database elements.

3.1 Users and Schemas

Some schemas will always be empty: the user wilenereate any objects, because he does not
need to and (if he is set up correctly) will novéahe necessary privileges anyway. Users such
as this will have been granted permissions, ettiveugh direct privileges or through roles, to
use code and access data in other schemas, owrmtkdnysers. Other users may be the reverse
of this: they will own many objects but will nevactually log on to the database. They need not
even have been granted the CREATE SESSION priviegéhe account is effectively disabled
(or indeed it can be locked); these schemas actassespositories for code and data, accessed
by others. Schema objects are objects with an awier unique identifier for an object of a
particular type is not its name; it is its namesfpeed with the name of the schema to which it
belongs. Thus the table HR.REGIONS is a table d&¥EGIONS that is owned by user HR.
There could be another table SYSTEM.REGIONS thatlevbe a completely different table
(perhaps different in both structure and contemt#)ed by user SYSTEM and residing in his
schema. A number of users (and their associateshsas) are created automatically at database
creation time. Principal among these are SYS an8T®M. User SYS owns the data dictionary:
a set of tables (in the SYS schema) that defineléit@base and its contents. SYS also owns
several hundred PL/SQL packages: code that is gedvior the use of the Oracle kernel,
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database administrators, and developers. Objett®i8YS schema should never be modified
with DML commands. If you were to execute DML agsithe data dictionary tables, you would
run the risk of corrupting the data dictionary,witisastrous results. You update the data
dictionary by running DDL commands (such as CREAWBLE), which provide a layer of
abstraction between you and the data dictionaejfitShe SYSTEM schema stores various
additional objects used for administration and rtayimig. Depending on the options selected
during database creation, there may be more ussated, perhaps up to thirty in total. These
users are used for storing the code and data egfjhyr various options. For example, the user
MDSYS stores the objects used by Oracle Spatiabpsion that extends the capabilities of the
Oracle database

to manage geographical information.

3.2 Naming Schema Objects

A schemabbject is an object that is owned by a user. Thaldese will also contain non-schema
objects: these may be objects that have nothiwg teith users, such as tablespaces, or in some
cases they are objects owned by SYS and direatlysathble by all users; examples of the latter
include public synonyms and public database lihlas tan be used by all users regardless of
privileges. To view schema objects through datalbasg&ol, take the appropriate link for the
type of object of interest from the Schema seatiathe Administration window, as in Figure 8-
1, and you will be prompted for various searchecigt All schema object names must conform to
certain rules:

» The name may be from one to thirty characterg,lenth the exception

of database link names, which may be up to 128ciens long.

* Reserved words (such as SELECT) cannot be usebj@st names.

* All names must begin with a letter from A through

* Names can only use letters, numbers, the undergch the dollar sign ($),

or the hash symbol (#).

» Lowercase letters will be converted to uppercase.

By enclosing the name within double quotes, alééheiles (with the exception of the length)
can be broken, but to get to the object subseqyenthust always be specified with double
guotes, as in the examples in Figure 8-2. Notethieasame restrictions apply to column
names.Although tools such as SQL*Plus will autoo@ly convert lowercase letters to
uppercase, unless the name is enclosed within daquldtes, remember that object names are
always case sensitive. In this example, the twiesaére completely different:

ocpl0g> create table lower(cl date);

Table created.

ocpl0g> create table "lower"(coll varchar(2));
Table created.

ocplOg> select table_name from dba_tables where
2 lower(table_name) = 'lower";

TABLE_NAME
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3.3 Object Namespaces

It is often said that the unique identifier for @nject is the object name, prefixed
with the schema name. While this is generally tfaea full understanding of naming
it is necessary to introduce the concept of a npawes Anamespaceefines a group
of object types, within which all names must bequiely identified—by schema and
name. Objects in different namespaces can shasathe name.

[e% C\WINDOWS' System32'.cmd.exe - sql N [m] 5]
ocplBg> create table "with space" ("-Hyphen" date; ﬂ
Table created. I— |

ocplBg> insert into “with space" values(sysdate);
1 row created.

ocplBg> zelect * from with space;
celect * from with space
k.3

ERROR at line 1:
ORA-BB9@3: invalid table name
ocplBg> select —Hyphen from “with space";
select —Hyphen from “with space"
E.3
ERROR at line 1:
ORA-PA9@4: “HYPHEN": invalid identifier

ocplBg> select “"-Hyphen" from “with space;

22-APR-85
ocplBg)> _ ﬂ

These object types all share the same namespace:
» Tables

* Views

» Sequences

* Private synonyms
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» Stand-alone procedures

» Stand-alone stored functions

» Packages

* Materialized views

* User-defined types

Thus it is impossible to create a view with the sarame as a table; at least, it

is impossible if they are in the same schema. Arcké@reated, SQL statements can
address a view as though it were a table. Theliattables, views, and private synonyms
share the same namespace means that you canssataugl layers of abstraction
between what the users see and the actual taliies) wan be invaluable for both
security and for simplifying application developrhen

These object types each have their own namespace:

* Indexes

* Constraints

* Clusters

 Database triggers

* Private database links

» Dimensions

Thus it is possible for an index to have the saamenas a table, even within the
same schema.

3.4 Datatypes

When creating tables, each column must be ass@udedatype, which determines

the nature of the values that can be insertedtit@olumn. These datatypes are also
used to specify the nature of the arguments foBRIL/ procedures and functions.
When selecting a datatype, you must consider tkeettat you need to store and the
operations you will want to perform upon it. It miag possible to change a column

to a different datatype after creation, but thisas always easy. Space is also a
consideration: some datatypes are fixed lengtindakp the same number of bytes no
matter what data is actually in them; others areabée. If a column is not populated,
then Oracle will not give it any space at all; diuylater update the row to populate the
column, then the row will get bigger, no matter wiee the datatype is fixed length

or variable. Tables 8-1 through 8-2 describe th@ua internal datatypes, grouped by
character data, numeric data, date-time data,agd bbjects.

Datatype Description

VARCHAR2 Variable-length character data frarbyte to 4KB. The data is stored in
the database character set.

NVARCHAR2 As VARCHARZ2, but the data is storedtive alternative national
languagecharacter set: one of the permitted Unicbdeacter sets.

CHAR Fixed-length data in the database charactetfghe data is not the length
of the column, then it will padded with spaces.
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RAW

Variable-length binary data from 1 byte to 2Klike the CHAR and
VARCHAR datatypes, RAW data is not converted bgcle Net from the
database’s character set to the user process’aatbaset on select or the

other way on insert.

Table 8-1Datatypes for Alphanumeric Data

Datatype Description

NUMBER Numeric data for which you can sfggpirecision and scale. The precisig
f:rrllge from to 1 to 38, and the scale can range f#&nto 127.

FLOAT This is an ANSI datatype, for floagipoint numbers with precision of 12

DOUBLE as alternatives.

binary (or 38 decimal). Oracle also provides BINARL.OAT and BINARY _

INTEGER Equivalent to NUMBER, with scalero.

Table 8-2Datatypes for Numeric Data, All Variable Length

3.6 Creating Tables

The syntax for creating a table requires givingtdi#e a name (which must be unique
within the schema to which the table belongs) aeti$ying one or more columns, each
with a datatype. It is also possible to specifystoaints when creating a table;
alternatively, constraints can be added later. @laee many examples in this book of
creating tables from the SQL*Plus command liner@heave already been two examples
in this chapter!) but it can also be done througitabase Control. Database Control
provides a fully functional menu-driven interface €reating and editing table structures,
and also for managing the constraints, indexesyavas that will be based on the tables.
The CREATE TABLE command can be quite complex (wiemn look it up in the

“SQL Reference” volume of the Documentation Librargu will see that it takes up 72
pages) and includes a vast range of options faiifsjoeg physical and logical attributes.
Most of the examples given in this book are venye; this is a little more complicated:
ocplOg> create table emp

2 (empno number(6)

3 constraint emp_empno_pk primary key

4 using index

5 create index emp_empno_pk on emp(empno) tablesgacts),

6 firstname varchar2(20),

7 lastname varchar2(25)
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8 constraint emp_last_name_nn not null,

9 hire_date date default sysdate,

10 salary number(8,2),

11 managerid number(6)

12 constraint emp_managerid_fk references emp(empno

13 deptno number(4)

14 constraint emp_deptno_fk references dept(deptno)

15 photo blob,

16 resume clob,

17 email varchar2(25),

18 constraint emp_salary_min check (salary >= 0),

19 constraint emp_email_uk unique (email))

20 lob (photo, resume) store as

21 (tablespace example chunk 4096);

Table created.

Lines 2, 3, 4, and 5 define a numeric column EMP®Ich is to be used as a
primary key. Rather than letting Oracle createpttimary key index using its defaults,
the USING INDEX clause can specify a full indexatien command.

Lines 7 and 8 demonstrate creating a NOT NULL camnst

Line 9 creates a column with a default value t@pplied at insert time, if the
column is not populated by the INSERT statement.

Line 10 creates a numeric column with a precisibtwo decimal places.

Lines 11 and 12 create a column with a self-ref@renforeign key constraint:
each employee must have a valid manager, whoosaal@mployee. Constraints of
this nature can impact on the order in which roas loe inserted. Lines 13 and 14
create a foreign key constraint to a differenteabl

Lines 15 and 16 create two large object columns.

Lines 18 and 19 demonstrate creating constraintobmns defined earlier. The
UNIQUE constraint will force the creation of an éxd using defaults.

Finally, lines 20 and 21 specify some storage otior the large objects.

To reach the table management window of Databas@&r@pfrom the database
home page take the Administration tab, then thdeEdimk in the Schema section.
Enter whatever search criteria are needed to Idbattable of interest, and then open
the Actions drop-down box to see what possibiliies available, as in Figure 8-4.

These are the actions:

* CREATE LIKE Create a new table based on the same structuine aslected
table.

* CREATE INDEX Define and generate an index on the table.

* CREATE SYNONYM Create a logical name, or alias, that can be used a
a pseudonym for the table.

* CREATE TRIGGER Create a block of PL/SQL code that will run
automatically whenever DML is executed againsttéide.

* GATHER STATISTICS Analyze the contents of the table, to gather giagis
to be used by the optimizer to work out how bestdoess the table.

* GENERATE DDL Reverse-engineer the table’s structure, to genar@REATE
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TABLE statement that could be used to re-createabie.

* GRANT PRIVILEGES Give users permission to read or alter the data in
the table.

* REORGANIZE Run a wizard to go through the process of reorgagithe

data in a table to move the table, or to changsgtitture.

* RUN SEGMENT ADVISOR Use the advisor to generate a recommendation
for whether the table should be shrunk.

* SHRINK SEGMENT Use the online reorganization tool to reclaim wdste
space from a segment.

« SHOW DEPENDENCIES Display all the objects that are in some way relate
to the table and could therefore be affected byaatipn on the table.

* VIEW DATA Run a wizard to assist with querying and displayhmcontents
of the table.

* FLASHBACK TABLE Reverse all DML operations against the table, werse
chronological order, to take the table back toevjpus state.

* FLASHBACK BY ROW VERSIONS Query historical data, to display previous
versions of rows.

3.7 Creating Constraints

Table constraints are a means by which the datai@senforce business rules and
guarantee that the data conforms to the entityioslship model determined by the
system’s analysis that defines the application dtectures. For example, the business
analysts of your organization may have decideddiraty customer and every invoice
must be uniquely identifiable by number; that neoices can be issued to a customer
before he has been inserted; and that every invoust have a valid date and a value
greater than zero. These would be implementeddstiag primary key constraints

on the CUSTOMER_NUMBER column of the CUSTOMERS ¢adohd the INVOICE_
NUMBER column of the INVOICES table, a foreign kegnstraint on the INVOICES
table referencing the CUSTOMERS table, a not-noistraint on the INVOICE_DATE
column of the INVOICES table (the DATE datatypelwself ensure that any dates are
valid automatically—it will not accept invalid dabe and a check constraint on the
AMOUNT column on the INVOICES table.

If any DML is executed against a table with constsadefined, if the DML violates

a constraint then the whole statement will be cbbback automatically. If the statement
is part of a multistatement transaction, then thtements that have already succeeded
will remain intact, but uncommitted.

These constraints are supported by Oracle:

* UNIQUE No two rows can have the same value for a UNIQUHmmAQ.

However, NULL values are permitted; indeed, muétippws can have NULL

values.

* NOT NULL The column must have a value.

* PRIMARY KEY The primary key is the means of locating a row:\thkie

must be both UNIQUE and NOT NULL.

* CHECK A CHECK constraint can be used to enforce simplestisuch

as ranges of values. The internal implementatidd@T NULL is in fact

a preconfigured CHECK constraint.
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Exercise 8-1: Creating Tables and Constraints

Use Database Control to create two tables withtcainss, and validate the structures
with SQL*Plus.

1. Connect to your database as user SYSTEM using BsgaBontrol.

2. From the database home page, take the Adminigsirtly and then the Tables

link in the Schema section. Click Create.

3.0n the Create Table: Table Organization windowedahe Standard, Heap
Organized radio button, and click Continue.

4.0n the Create Table window, enter the n&@UESTOMERS, and define two
columns, as in Figure 8-5.

5. Create a second table, INVOICES, as in Figure I8ee that the Not Null check
box has been selected for the INVOICE_DATE column.

6.To add a primary key constraint to the CUSTOMERSetanavigate to the Tables
window as in Step 2, and search for the table ¢&lESTOMERS. Select it,

and click Edit. Select the Constraints tab.

7. Select PRIMARY from the drop-down box, and clickdAd

8. Choose CUSTOMER_NUMBER as the column on which twelithe constraint,
leave all other options on default, and click OKjraFigure 8-7. Click Apply

to create the constraint.

9. Repeat the process to add a primary key const@ihe INVOICES table, using
the INVOICE_NUMBER column.

10.To add the foreign key constraint connecting INVEB&to CUSTOMERS, fill
in the Add FOREIGN Constraint window as in Figur8.8lick Apply to create
the constraint.

11.To add the check constraint ensuring that the AMOQUKNgreater than zero,

fill in the Add CHECK Constraint window as in FiguB-9. Click OK and Apply.
12.Connect to your database as user SYSTEM with SQIs*PI

13.Insert some valid data as follows:

insert into customers values(1,'John’);

insert into customers values(2,'Damir’);

insert into invoices values(10,1,sysdate,100);

insert into invoices values(11,2,sysdate,200);
commit;

14.Demonstrate the effectiveness of the constrainttigynpting to insert some
data that violates them, such as

ocpl0g> insert into customers values(1,'McGraw');
ocpl0g> insert into invoices values (30,3,sysd@)e,5
ocpl0g> insert into invoices values(10,1,sysdate,0)

3.8 Creating Indexes

Indexes have a dual purpose: to enhance the pexfaerof retrieving rows, and to
enforce constraints. When you define a unique iongmy key constraint on a column
(or on a number of columns), Oracle will check viteetan index already exists on the
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column(s), and if it does not, an index will beatesl for you.

Indexes can be based on one column, on severahns|wr on functions applied

to columns: there are no restrictions regardingtgtpe or column order. A table can
have any number of indexes, and they are maintaintzmatically to keep them
synchronized with the table.

When deciding on your indexing strategy, you mustsider the nature of access

to the data. As a general rule, indexes will imgrperformance of retrieving individual
rows but will tend to reduce the performance ofoeieg DML against them. So indexes
will help SELECT statements but hinder INSERT stegats. They will assist with finding
rows to be updated or deleted but will work agathstefficiency of actually doing

the UPDATE or DELETE. It is not necessary for pgrgmers to know the name of an
index, or even that it exists. For all retrievaéogtions, the Oracle optimizer will make
an intelligent decision about whether or not to aisg available indexes, but for DML

it has no choice: indexes must always be maintained

To create an index from the command line, use REATE INDEX command.

For example, to index the CUSTOMER_NAME columnied CUSTOMERS table

used in the previous exercise, you could use timsneand:

ocpl0g> create index name_idx on customers(custoraare);

Alternatively, it can be done through Database @dmts in Figure 8-10.

To see what indexes exist on a table, query the DEBEXES data dictionary view:
ocpl0g> select index_name from dba_indexes whenees\8YSTEM'

2 and table_name="CUSTOMERS;

INDEX_NAME

NAME_IDX

SYS_C0010004

The first index listed is that created on the CUMER_NAME column. The second,
SYS_C0010004, is the index created automaticallptacle when the primary key
constraint on the CUSTOMER_NUMBER column was defirferimary key constraints
require an index, and if one does not exist, oredated for you, with a systemgenerated
name.

3.9 Creating Views

A viewis a means of presenting data to your users. Retharhaving your programmers
address actual tables, they can address viewsdsIais can shield them from the
complexities of the underlying data structures eaa also be used for security: the
views can conceal certain rows or columns. Thestabh which a view is based are
referred to as either the “detail” tables or thas®” tables.

A view is in fact a query—a SELECT statement stosétiin the data dictionary.
Whenever a user addresses a view, using the sartex s to address a table, the query
runs to generate a result set, and the user’'sy&ateexecutes against this set. Note
that there are no performance benefits. In ordemplify data access, a view might
join many tables and perform aggregations or gorpgoduce a simple result set; this
will take some time, and it must be done every tihgeview is queried.

Whether or not DML statements can be executed sgaiview depends on how
complicated is the query on which the view is based
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For example, a simple view defined by a query ajairst one detail table can be
used for DML:

ocpl0g> create view emp_30 as

2 select * from employees where department_id=30;

View created.

ocpl0g> select first_name,last_name from emp_30;

FIRST_NAME LAST_NAME

Den Raphaely

Alexander Khoo

Shelli Baida

3 rows selected.

ocpl0g> delete from emp_30 where last_name='"Raghael

1 row deleted.

A more complex view cannot support DML, as is theecwith this example, which
joins two tables and performs an aggregation:

ocplOg> create view dept_sal as

2 select department_name,sum(salary) tot_sal frepardiments

3 join employees using(department_id) group by depent_name;

View created.

ocpl0g> select * from dept_sal,

DEPARTMENT_NAME TOT_SAL

Views can also be created and edited through Ds¢aBantrol, as in Figure 8-11.
Views can be created from detail tables in any sasg providing that the owner

of the view has been granted privileges to se¢dlles. Then the owner of the view
can grant other users permission to see the vibis.&stablishes a layer of abstraction
between users and the tables that is useful farriggcusers can only ever get to data
through views, and need not be given permissioasagthe tables themselves.

3.10 Creating and Using Sequences

There are many cases in a typical database syskemewnique numbers are required.
Typically, this is for primary key values. For iaate, the business analysts of a sales
organization may have decided that every invoiseed must have a unique invoice
number. Relying on the data entry staff to suppligue numbers is impractical, so

the database must generate them instead. A seqsathefined with a starting point
and an increment, both defaulting to one.

To read a value from the sequence (which will calieincrement, ready for the

next usage—either by the same session or any stission), use the NEXTVAL pseudocolumn:
ocpl0g> create sequence inv_nos start with 1 ineméioy 1;

Sequence created.

ocpl0g> select inv_nos.nextval from dual;

83



NEXTVAL

ocpl0g> select inv_nos.nextval from dual;
NEXTVAL

Selecting the NEXTVAL from a sequence will increrhgrautomatically; there is
no way to roll back this increment, and it is imnagely visible to all other sessions
that may be selecting from the same sequence.nidass that there will be gaps in
the sequence of numbers used.

Exercise 8-2: Using Constraints, Views, and Sequesg

Create a sequence to generate unique invoice ngpdet create a view to join your
INVOICES and CUSTOMERS tables.

1. Connect to your database as user SYSTEM using SIQ&*P

2. Create a sequence. Since the previous exercissigsnice numbers 10 and
11, start the sequence at 12.

ocpl0g> create sequence inv_nos start with 12;

3. Use the sequence to enter new invoices, with umguaebers.

ocpl0g> insert into invoices values (inv_nos.nextysysdate,150);

ocpl0g> insert into invoices values (inv_nos.neb@ysysdate,250);

4. Create a view to display invoices with the cust@heames, and select

from it.

ocplOg> create view cust_inv as

2 select invoice_number,customer_name,amount from

3 invoices join customers using (customer_number);

View created.

ocpl0g> select * from cust_inv;

INVOICE_NUMBER CUSTOMER_NAME AMOUNT

10 John 100

11 Damir 200

12 John 150

13 Damir 250

5. Tidy up.

ocpl0g> drop table invoices;
ocpl0g> drop table customers;
ocpl0g> drop view cust_inv;
ocpl0g> drop sequence inv_nos;
Note that there is no need to drop any constrainisdexes: they are dropped
automatically along with the tables.

4.0 SUMMARY
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This chapter has introduced tables, along withctimamonly used associated objects:
constraints, indexes, and views. Also shown wegeeaces, typically used for generating
unique values for inserts into primary key—consiedi columns. All these objects

are “schema” objects, meaning that they must beforaguser; they cannot exist
independently. A schema object must have a unigqueerwithin its namespace and
schema; some objects, such as indexes, have theinamespace; others, such as
tables and views, share a namespace.

Tables are defined with one or more columns, wharh be any of Oracle’s

supported internal datatypes. Oracle is a strotyglgd environment, and datatypes
must match; however, in some circumstances Orarielo automatic type casting to
avoid errors when users attempt, for example,gerira numeric value into a character
column.

Constraints are defined on tables to enforce basindes. Unique and primary

key constraints are enforced through the use @xesl if an index does not exist on

the constrained column(s), one will be created/éar. You can also create additional
indexes to enhance performance.

In many cases, the table structure within a databasy be overly complex. Views

can conceal these complexities by presenting tteida simplified form. Some views
can be treated exactly as though they were tablesrs can only be selected from, DML
being impossible. Views are also invaluable fousigg. users can be granted permissions
against views, without being granted permissiorasre their detail (or “base”) tables.

5.0 TURTOR MARKED ASSIGNMENT

1. Which of these statements will fail because théetabme is not legal?
(Choose two answers.)

A. create table "SELECT" (coll date);

B. create table "lower case" (coll date);

C. create table numberl (coll date);

D. create table 1number(coll date);

E. create table update(coll date);

2. Several object types share the same namespackaetbte cannot have the
same name in the same schema. Which of the follpalmect types is not in
the same namespace as the others? (Choose tlanbest.)

A. Index

B. PL/SQL stored procedure

C. Synonym

D. Table

E. View

3. Which of the following is not supported by Oracteam internal datatype?
(Choose the best answer.)

A. CHAR

B. FLOAT

C.INTEGER

D. STRING

4.You need to record date/time values, with a prenisif one second. What
would be a suitable datatype for a single columstéoe this information?
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A. DATE

B. TIMESTAMP

C. Either DATE or TIMESTAMP

D. You must develop your own user defined datatypeabsge the internal
types store either the date or the time.

5. Which types of constraint require an index? (Chadkthat apply.)

A. CHECK

B. NOT NULL

C. PRIMARY KEY

D. UNIQUE

6. A transaction consists of two statements. The $iusteeds, but the second
(which updates several rows) fails part way throhgbause of a constraint
violation. What will happen? (Choose the best amgwe

A. The whole transaction will be rolled back.

B. The second statement will be rolled back completatyl the first will

be committed.

C. The second statement will be rolled back completatgl the first will
remain uncommitted.

D. Only the one update that caused the violationbélrolled back;
everything else will be committed.

E. Only the one update that caused the violationvaltolled back;
everything else will remain uncommitted.

7. Which of the following statements is correct abiodgexes? (Choose the best
answer.)

A. An index can be based on multiple columns of aetdtlit the columns
must be of the same datatype.

B. An index can be based on multiple columns of aetdilit the columns must
be adjacent and specified in the order that theyeafined in the table.

C. An index cannot have the same name as a tablesauthle index and the
table are in separate schemas.

D. None of the above statements is correct.

8. For what purposes might you choose to create vi¢@sBose two answers.)
A. To enhance security

B. To present data in a simple form

C. To improve performance

D. To save result sets of commonly executed queries
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1.0 INTRODUCTION

This is not the place to go into detail on thetreteal database transactional paradigm—
there are any number of academic texts on thistlare is not enough space to cover
this topic in a practical guide—but a quick reviefatransaction theory is necessary
before looking at how Oracle has implemented tretima management and the data
manipulation language (DML). Oracle’s mechanismtfansactional integrity combines
undo segments and redo log files: this mechaniamdsubtedly the best of any
database yet developed, and it conforms perfeatllge international standards for
data processing. Other database vendors complythgthame standards with their
own mechanisms, but with varying levels of effeetiess. In brief, any relational
database must be able to passAG¢D test.

2.00BJECTIVES

In this unit you will learn how to

» Manipulate data through SQL using INSERT, UPDA@RJ DELETE
* Use Data Pump to export data

* Use Data Pump to import data

 Load data with SQL Loader

* Create directory objects

3.0Executing SQL statements

The whole of the SQL language is only a dozen a@osomands. The ones we are
concerned with here are

* SELECT

* INSERT

* UPDATE

* DELETE

s COMMIT

* ROLLBACK

Remember that from release@racle has included a very efficient and powerful
MERGE command, but since the end result of a misrgkentical to a combination
of INSERT, UPDATE, and DELETE, there is no needligcuss it here.

3.1 Executing a SELECT Statement

The SELECT command retrieves data. A SELECT statémeexecuted in stages: the
server process executing the statement will finsick whether the blocks containing
the data required are already in memory, in thaltkge buffer cache. If they are, then
execution can proceed immediately. If they are that,server must locate them on
disk and copy them into the database buffer cache.

Once the data blocks required for the query atherdatabase buffer cache, any
further processing (such as sorting or aggregatsocarried out in the PGA of the
session. When the execution is complete, the restiis returned to the user process.
How does this relate to the ACID test? For readsistency, if the query encounters
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a block that has been changed since the time atwthe query started, the server
process will go to the undo segment that protetttec¢hange, locate the old version
of the data, and (for the purposes of the curraetyjonly) roll back the change.
Thus any changes initiated after the query comnendénot be seen. Clearly, if the
data needed to do this rollback is no longer inuheo segments, this mechanism
will not work. That is when you get “ORA-1555: sisapt too old.”

3.2 Executing an Update Statement

For any DML operation, it is necessary to work athbdata blocks and undo blocks,
and also to generate redo: the A, C, and | of t8éDAtest require generation of undo;
the D requires generation of redo.

The first step in executing DML is the same as akrg SELECT: the required
blocks must be found in memory or copied into mgnimm disk. The only change
is that an empty (or expired—more of that in Chaf&) block of an undo segment
is needed too. From then on, things are a bit rooneplicated.

First, locks must be placed on any rows and assatiadex keys that will be
affected by the operation.

Then the redo is generated: the server processsadtthe log buffer the changes
that are going to be applied to the data blockss @aneration of redo is applied to
both table block changes and undo block changascalumn is to be updated, then
the new value of the column is written to the lagfér (which is the change that will
be applied to the table block), and also the oldeséwhich is the change that will be
applied to the undo block). If the column is pdrain index key, then the changes to
be applied to the index are also written to thedaffer, together with an undo block
change to protect the index changes.

Having generated the redo, the update is carriethdbe database buffer cache:

the block of table data is updated with the nevsiegr of the changed column, and the
old version of the changed column is written toltheck of an undo segment. From
this point until the update is committed, all gesrfrom other sessions addressing the
changed row will be redirected to the undo datdy @re session that is doing the
update will see the actual current version of the in the table block. The same
principle applies to any associated index changes.

As a simple example, consider this statement:

updateemp set sal=sal*1.1 where empno=7934;

To execute this statement, the block of table dataaining the row for employee
number 7934 (and possibly several other rows fdabgirows are smaller than the
block) is copied into the database cache and &lniban undo segment is copied
into the cache. Then your server process writésgdog buffer the old version of the
sal column (which is the change to be applied ¢ddlock of undo) and the new
version of the sal column (which is the changed@pplied to the block of table
data). Finally, the blocks themselves are updated.remember that because SQL
is a set-oriented language, if there were many iawise emp table with the same
empno, they would all be updated by the one staterBeit because empno will be
a primary key, that can’t happen.
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3.3 Executing Insert and Delete Statements

Conceptually, INSERT and DELETE are managed irstimae fashion as an UPDATE.
Redo generation is exactly the same: all changbe taade to data and undo blocks
are first written out to the log buffer. The difégice is in the amount of undo generated.
When a row is inserted, the only undo generategistsnof writing out the new rowid
to the undo block. This is because to roll backNBERT, the only information Oracle
requires is the rowid, so that a

delete from <table> where rowid=<rowid of the new»

statement can be executed. For a DELETE, the wbalas written to the undo block,
so that the deletion can be rolled back if neetybmserting the complete row back
into the table.

A more normal DELETE statement might be

delete from emp where empno=7934;

which will delete the one row (if 7934 really isigae) from the table, writing it out

to the undo block as it does it.

3.4 Executing a Rollback

Remember that if anything goes wrong, rollback-ahsactions in progress is completely
automatic, carried out by background processese¥xample, if the session that

initiated the transaction fails (perhaps the PGy the user process reboots, or

the network link goes down), then the PMON willet#tthat there is a problem,

and roll back the transaction. If the server rebotbten on startup SMON will detect

the problem and initiate a rollback. A manual rattk requires the user to issue the
ROLLBACK command. But however the rollback is iated, the mechanism is identical:
in the case of an UPDATE, the pre-update versidiseocolumns are copied from the
undo block back to the table blocks. To roll bandMSERT, Oracle retrieves the rowid
of the inserted row from the undo block and uses ithe key for a delete on the table.
To roll back a DELETE, Oracle constructs a compiesert statement from the data in
the undo block. Thus, Oracle’s implementation ef ROLLBACK command is to use
undo data to construct and execute another statehagrwill reverse the effect of

the first statement.

If you do omit a WHERE clause—as by saying delaetenfemp;—and so

delete all of the several million rows in the taljleu can roll back the changes. During
the deletion, your server process will have copiedrows to an undo segment as it
deleted them from the table: ROLLBACK will inselnieim back into the table, and no
one will ever know you made the mistake. Unlesganfrse, you typed COMMIT....

3.5 Executing a Commit

Commit processing is where many people (and evere sxperienced DBAS) show an
incomplete, or indeed completely inaccurate, unidaing of the Oracle architecture.
When you say COMMIT, all that happens physicallthst LGWR flushes the log buffer
to disk. DBWn does absolutely nothing. This is ofiéhe most important performance
features of the Oracle database.
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To make a transaction durable, all that is necgssahat the changes that make

up the transaction be on disk: there is no needsgkser for the actual data to be on
disk. If the changes are on disk, in the form oftiplexed redo log files, then in the
event of damage to the database the transactiobeceginstantiated by restoring the
datafiles from a backup taken before the damagercext and applying the changes
from the redo log. This process is covered in tletdater chapters; for now, just hang
on to the fact that a COMMIT involves nothing mdan flushing the log buffer to
disk, and flagging the transaction as complete.

This is why a transaction involving millions of wgdds in thousands of tables over
many minutes or hours can be committed in a fraabifoa second. Because LGWR
writes in very nearly real time, virtually all thansaction’s changes are on disk already.
When you say COMMIT, LGWR actually does write imlréme: your session will hang
until the write is complete. This delay will be tlemgth of time it takes to flush the

last bit of redo from the log buffer to disk, whialill take only milliseconds. Your
session is then free to continue, and from thealloother sessions will no longer

be redirected to the undo blocks when they addhesshanged table, unless the
principle of consistency requires it.

Having said that DBWn has nothing to do with compndcessing, it does of

course write changed, or “dirty,” blocks to disk—eetally. The algorithm used is
intended to ensure that while changed blocks daogeisk, they will not be written

so quickly as to impact on normal working. If DBWaver wrote blocks to disk, there
would be a huge amount of work for it to do wherhackpoint was finally needed.
The exception is when a checkpoint is issued: theséhe rare occasions (typically,
only during an orderly shutdown of the databaseiasidnce) when CKPT instructs
DBWhn to write all dirty blocks to the datafiles.

Where there is often confusion is that the strenedo written out to the redo log
files by LGWR will contain changes for both commadtand uncommitted transactions.
Furthermore, at any given moment DBWn may or mayhawe written out changed
blocks of data segments or undo segments to tladéldatfor both committed and
uncommitted transactions. So in principle, youatase on disk is corrupted: the
datafiles may well be storing uncommitted work &edmissing committed changes.
But in the event of a crash, the stream of reddisk always has enough information
toreinstantiate any committed transactions thahaten the datafiles (by use of the
changes applied to data blocks), and to reinstane undo segments (by use of the
changes applied to undo blocks) needed to roll bagkuncommitted transactions
that are in the datafiles.

4.0DDL _and Transaction Control

The COMMIT and ROLLBACK statements apply only to DMYou cannot roll back a
DDL statement: once executed, it is immediatelyabie. If it were possible to see the
source code for (for example) the CREATE TABLE coamah, it would be obvious why.
When you create a table, you are in fact doinguastction against some data dictionary
tables: at the very least, you are inserting airdavSYS.TABS$, a data dictionary table
with one row to define every table in the databasé, one or more rows into SYS.COLS$,
a data dictionary table with one row for the defon of every column of every table
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in the database. Then the command concludes vV8@MMIT. This is to protect the
data dictionary: if the COMMIT were not built intbe CREATE TABLE command, the
possibility of an incomplete transaction would ariand an incomplete transaction

in the data dictionary could have appalling sideas.

4.1 The So-Called “Auto-Commit”

To conclude this discussion of commit processinig, mecessary to remove any
confusion about what is often called “auto-commnmut;,’'sometimes “implicit commit.”
You will often hear it said that in some situatiddsacle will “auto-commit.” One of
these situations is when doing DDL, as just desdsilanother is when you exit from

a user process such as SQL*Plus.

Quite simply, there is no such thing as an autan@@immit. When you execute

a DDL statement, a perfectly normal COMMIT is irbda in the source code that
implements the DDL command. But what about whenegxtifrom your user process?
If you are using SQL*Plus on a Windows terminalMgremind what operating system
the database server is running) and you issue a Btetement followed by an “exit,”
your transaction will be committed. This is becaaseOMMIT statement is built into
the SQL*Plus “exit” command: if we could see thes® code, it would be obvious.
But what if you click in the top-right corner ofatsQL*Plus window? The window will

close, and if you log in again, you will see tha transaction has been rolled back. This
is because the programmers who wrote SQL*Plus fierddoft Windows included a
ROLLBACK statement in the code that is executediweu close the window. By
contrast, if you are using the X Window versiorS§L*Plus, you will find that closing
the window commits the transaction. So whether getuan “auto-commit” when you

exit from a program in various ways is entirely eegent on how your programmers
wrote the exit code. The Oracle server will simgywhat it is told to do.

Of course, a disorderly exit from the user processh as killing it with an operating
system utility, will be detected by PMON, and atiectransaction will always be

rolled back.

4.2 DML and Integrity Constraints

By default, integrity constraints are always enéarcluring DML, at statement execution
time. When an integrity constraint is violated bgtatement, the whole statement

is rolled back. For example, a statement that giteto update many rows might
successfully update a number of rows but then pibalem: execution will cease,

and the successful updates already carried outeogtatement will be reversed. It
makes no difference what the problem is. For ircait could be an integrity constraint
or perhaps a space problem.

The various constraint errors that can be raisetth®&yarious DML statements are
summarized next, with examples of the messages.

4.3 Data Pump
In the normal course of events, ordinary SELECT BML commands are used to
extract data from the database and to insert d&datj but there are occasions when
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you will need a much faster method for bulk operadi There are many reasons why
it may be desirable to extract large amounts od datl the associated object definitions
from a database in a form that will allow them ®dasily loaded into another. One
obvious purpose is backup, but there are othecé, asi archiving of historical data
before deleting it from the live system, or to stam data between production and test
environments, or between an online system andaavaatehouse.

Historically, Oracle provided the Export and Impaotitities. These were effective

(and they are still available with releasey)l®ut they suffer from the limitation of
being client/server tools: they are just user psses, like any other. The Export utility
connects to the database via a server processsuesiSELECT statements: the data
retrieved by the server process is passed batietBxport user process, where it is
formatted and written out to a disk file. Similagrtile Import utility user process logs
onto the instance via a server process and theis tha disk file produced by Export
and constructs DDL and insert statements to ctahtes and other objects and load
the data into them. Releaseglifitroduces the Data Pump facility. Functionally th
results are the same as the old Export/Importieslilarge amounts of data can be
extracted from one database and transferred irdthan But the implementation is
totally different, and far superior. Note also ttiet Data Pump and Export/Import
dump file formats are completely different. Datarfpuexport command-line options
are shown irFigure 9-1

4.4 Data Pump Architecture

Data Pump is a server-side utility. You initiatet®Bump jobs from a user process,
either SQL*Plus or through Enterprise Manager,duthe work is done by server
processes. This improves performance dramaticalty the old Export/Import utilities,
because the Data Pump processes running on ther &@ve direct access to the
datafiles and the SGA, they do not have to go \8assion. Also, it is possible to launch
a Data Pump job and then detach from it, leavimgrihing in the background. You
can reconnect to the job to monitor its progresngttime.

There are a number of processes involved in a Patap job, two queues, a number
of files, and one table. First, the processes.

The user processes are expdp and impdp (for Unigxpdp.exe and impdp.exe
(Windows). These are used to launch, control, aaditor Data Pump jobs.
Alternatively, there is an Enterprise Manager ifateg, which will be described later.
The expdp or impdp user process establishes aoremgainst the database through
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v CinWINDDWS Y System3I2hcnmnd.exe - expdp —2 = |I:I| X|
AI

bhbort_=step Undocumented feature

ccess_method Data Access Method — default is Automatic

ttach Attach to existing job — no default>”

ontent Content to export: default is ALL

irectory Default directory specification

umpfile dumpfile names: fFformat is (Filel....>» default is expdat.
m

stimate Calculate si=e estimate:- default is BLOCHKE 1
stimate_only Only estimate the length of the job: default is M

»c Lude Export exclude option: no default

dilesdi=e File si=e: the siz=e of export dump Ffiles

lashback_time database time to be used for flashback export: no defaunl
lashback_=scn system change numher to be used for Flashhack export: no
default

null indicates a full mode export

inc lude export include option: no default
ip_address IF Address for PLEQL debugger

e 1o help: display descriptions on export parameters,. default is M
joh_name Jobh Mame: no default>”

eep_master keep_master: Retain Jjobh table upon completion
log_entry Jogentry
logfile log export messages to specified fFile

p_enable Enable~disable multi processing for current session
etwork_ link Hetwork mode export

ologfile Mo export log file created

arallel Degree of Parallelism: default i= 1

arallel_ threshaold Degree of DML Paxallelis=m

arfile parameter file: name of File that contains parameter specificati
ns

ey guery used to select a subset of »ows for a tabhle

chemas schemas to export: Fformat iz ‘" {schemal., ... schemaM>”’

ilent zilent: display information, default is HONHE

tatus Interval between status updates

ables Tables to export: format is “<tablel. tableZ, ___. tableM>
ablespaces tablespaces to transport oy »ecover: format is "Ct=s1....
-~ EsMN>*

race Trace option: enabhle =gl tyrace and timed_stat. default is A
ransport_full check TTS perform test Ffor obhjects in recovery set: de
ault is

ransport_tablespaces Transportabhle tablespace option: default iz H
serid user~password to connect to oracle: no defaunlt

ersion Jobh version: Compatible is the default

xport:> Release 18.1.8.2.8 — Production on Tuesdaw,., 31 August,. 2804 17:-17
opyuright <c2> 2803, Orxracle . All »ights reserved.

sername: _

[

Figure 9-1 Data Pump export command-line options

a normal server process. This session then issumesiands to control and monitor
Data Pump jobs. When a Data Pump job is launchiddast two processes are started:
a Data Pump Master process (the iland one or more worker processes (named
DWnn). If multiple Data Pump jobs are running concutiereach will have its own
DMnnprocess and its own Diiprocesses. As the name implies, the master process
controls the workers. If you have enabled paralte)ithen each DWhmay make use

of two or more parallel execution servers (namedrd

Two queues are created for each Data Pump jomtaotgueue and a status

gueue. The DMndivides up the work to be done and places indiitagks that

make up the job on the control queue. The workecgsses pick up these tasks and
execute them, perhaps making use of parallel exacsérvers. This queue operates
on a deliver-exactly-once model: messages are elegusy the DMnand dequeued
by the worker that picks them up. The status queée monitoring purposes: the
DMnnplaces messages on it describing the state obthé his queue operates on a
publish-and-subscribe model: any session (with @mate privileges) can query the
gueue to monitor the job’s progress.

The files generated by Data Pump come in threedo80QL files, dump files,

and log files. SQL files are DDL statements deseglihe objects included in the job.
You can choose to generate them (without any detan easy way of getting this
information out of the database, perhaps for docuat®n purposes or as a set of
scripts to re-create the database. Dump files ootita exported data. This is formatted
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with XML tags. The use of XML means that there moasiderable overhead in dump
files for describing the data. A small table liketREGIONS table in the HR sample
schema will generate a 94KB dump file, but whilis hverhead may seem
disproportionately large for a tiny table like thidtbecomes trivial for larger tables.
The log files describe the history of the job run.

Finally, there is the control table. Created fou yay the DMinwhen you launch

a job, it is used both to record the job’s progmass to describe it. It is included in
the dump file as the final item of the job.

4.5 Directories

Data Pump reads and writes files in an Oracle tirgcAn Oracle directory gives a
layer of abstraction between the user and the tpgrsystem: you as DBA create

a directory within the database, which points fihgsical path within the operating
system file system. Directories can be createcteftom a SQL*Plus prompt as shown
inFigure 9-2 or from within Database Control. To see informatabout directories,
guery the view DBA_DIRECTORIES. Each directory laasame, an owner, and the
physical path to which it refers. Note that Oratbes not verify whether the path
exists when you create the directory—if it does ooif the operating system user
who owns the Oracle software does not have peromgeiread and write to it, you
will only get an error when you actually use Datarip. Having created a directory,
you must give the Oracle user who will be runnirgg@Pump permission to read

and write to it, just as your system administratarsst give the operating system user
permission to read and write to the physical path.

[~

File Edit Search ©Options Help

SOL> -]
SQL>

SQL>

S0L> connect scottstiger

Connected.

S0L> create directory scott_dir as 'cthyhomeyscott®;
create directory scott_dir as "c:-ivhomewscott’

=

ERROR at line 1:

ORA-B81831: insufficient privileges

S0L> connect f as sysdba
Connected.
S0L> grant create any directory to scott;

Grant succeeded.

S0L> connect scottstiger

Connected.

S0L> create directory scott_dir as 'cthyhomeyscott®;
Directory created.

S0L> connect f as sysdba

Connected.
S0L> select = from dba_directories;

OWHER DIRECTORY_HAME DIRECTORY_PATH
s¥Ys SCOTT_DIR cZhomeyscott
s¥s PP _DIR c:hndp_dir

sQL>
4 »

Figure 9-2 Creating directories from the command line

Directories can be contrasted with the initialiaatparameter UTL_FILE_DIR. This
is a parameter that allows Oracle, through PL/S@icgdures, to write to the file system
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of the database server machine, but it is a fatermethod: it is not possible to grant
permissions within Oracle on UTL_FILE_DIR direcesi Thus, if the parameter is set to
UTL_FILE_DIR=/tmp

then any Oracle user can completely fill your /tdmgctory. Furthermore, if it is set to
UTL_FILE_DIR=*

then anyone can write to any directory that thec@rawner has permission on, which
is a shocking security risk.

4.6 Direct Path or External Table Path?

Data Pump has two methods for loading and unloadiatg: the direct path, and the
external table path. The direct path bypassesdtabdse buffer cache. For an export,
Data Pump reads the datafiles directly from digk;aets and formats the content, and
writes it out as a dump file. For an import, Datar reads the dump file, uses its
content to assemble blocks of table data, and svittem directly to the datafiles. The
write is above the “high-water mark” of the tabléwe high-water mark is a marker in
the table above which no data has ever been wri@ane the load is complete, Data
Pump shifts the high-water mark up to include tbely written blocks, and the rows
within them are then visible to other users. Thithe equivalent of a COMMIT. No
undo is generated, and if you wish, you can swafitthe generation of redo as well.
Direct path is therefore extremely fast, and fumiare, it should have no impact on
your end users because interaction with the SGe&ps$ to a minimum.

The external table path uses the database buitbec&ven though Data Pump is
manipulating files that are external to the databésises the database buffer cache
as though it were reading and writing an interahblé. For an export, Data Pump reads
blocks from the datafiles into the cache througioamal SELECT process. From there,
it formats the data for output to a dump file. Digrian import, Data Pump constructs
standard insert statements from the content ofitimep file and executes them by
reading blocks from the datafiles into the cacheene the insert is carried out in the
normal fashion. As far as the database is concemxernal table Data Pump jobs look
like absolutely ordinary (though perhaps rathegéiSELECT or INSERT operations.
Both undo and redo are generated, as they wouldrlzmy normal DML statement.
Your end users may well complain while these jalesia progress! Commit processing
is absolutely normal.

So what determines whether Data Pump uses the gt or the external table

path? You as DBA have no control: Data Pump itselkes the decision according to
the complexity of the objects. Only simple struejrsuch as heap tables without
active triggers, can be processed through thetdmeh; more complex objects such

as clustered tables force Data Pump to use thenaxtable path because it requires
interaction with the SGA in order to resolve thengdexities. In either case, the dump
file generated is identical.

5.0SQL*Loader

Data Pump reads and writes files in an Oracle jpetgry format: it is used to transfer
data into and out of, or between, Oracle datab&ésn many cases you will be faced
with a need to do a bulk upload of datasets gee@éfadm some third-party system.
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This is where SQL*Loader comes in. The input filesy be generated by anything, but
so long as the layout conforms to something that*&Qader can understand, it will
upload the data successfully. Your task as DBA isaonfigure a SQL*Loader controlfile
that can interpret the contents of the input desfiSQL*Loader will then insert the
data, either using direct path or via the databaser cache, in a similar fashion to
Data Pump. The crucial differences are, first, 8@t*Loader can read any file no
matter what its source, and second, that it isea piocess like any other; unlike Data
Pump, it is not a server-side utility. It estabdisla session against the instance and the
database via a server process.

SQL*Loader uses a number of files. Tihput datafileare the source data that it

will upload into the database. These must confariemnt agreed format. Tto®ntrolfile

is a text file written by the DBA with directiveslling SQL*Loader how to interpret the
contents of the input files, and what to do witl thws it extracts from therhogfiles
summarize the success (or otherwise) of the joliewvdetailing any errors. Rows
extracted from the input files may be rejected QLS oader (perhaps because they
do not conform to the format expected by the cdfilepor by the database (for
instance, insertion might violate an integrity doait); in either case, they are written
out to abad file.If rows are successfully extracted from the inpuit tejected because
they did not match some record selection criteribay are written out to i@ject file.
SQL*Loader command-line options.

5.1 The SQL*Loader Controlfile

The controlfile is a text file instructing SQL*Loadon how to process the input
datafiles. It is possible to include the actuabdatbe loaded on the controlfile, but
you would not normally do this; usually, you willeate one controlfile and reuse it,

on a regular basis, with different input datafil€ee formats that SQL*Loader can
understand are fixed record format, variable redonchat, and stream record format.
Remember that the examples following are very samjble variety of input formats
that SQL*Loader can understand is limited only byiyingenuity in constructing a
controlfile.

The fixed record format is the most straightforwaas well as the fastest to process.
Each row of data is a fixed length, terminated wittarriage return character. Within the
rows, you use some character as a field delimidixed record controlfile such as this,
load data

infile 'fixed.dat’ "fix 15"

into table names

fields terminated by ')’

(first,last)

will read the file fixed.dat, parse it into rows tgtes long (note that the 15 bytes
must include one for the carriage return row teaton), divide the rows into two
fields, and insert them into the columns “first'dditast” of the table “names.”

A matching input datafile, called test.dat, coudd b

John,Watsonaaa

Damir,Bersinic

McGraw,Hillaaa
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Variable records include an entry at the head ofieaw to state how long the row
is. The length of this entry is included in the tolffile. The controlfile might be

load data

infile 'names.dat’ "var 3"

into table names

fields terminated by ')’

(first,last)

and a matching datafile would be

012John,Watson

015Damir,Bersinic

012McGraw,Hill

Note that the length of each row is a three-diginber, as specified in the
controlfile, and must include a character for theriage return. Variable record
format is not as fast as fixed format but is fagi@an stream format.

Stream format requires SQL*Loader to do the moskwRather than being given
any information about the length of the rows, SQb&der must scan each row for
the record terminator. This is the most flexiblenfat but also the slowest to process.
The controlfile might be

load data

infile 'names.dat
into table names

fields terminated by ')’

(first,last)

Note the use of the newline character, specifi€tiréisif you are familiar with the C
programming language, that will not be new. If madte that a number of nonprintable
characters, such as the newline character, capdue#fied in this way: a leading
backslash, then a letter used to indicate the motajple character. The combination
“\n” is the most commonly used row delimiter (itlinates a line break), but tabs

or form feed characters can be used as well. Amregalatafile for the preceding
controlfile might take the form

John,Watson

Damir,Bersinic

McGraw,Hill

As you can see, this format of input datafile is #asiest to generate. But it is also the
slowest to process.

str \n

It is necessary to study the Utilities Manual fduk description of all the formatting
capabilities of SQL*Loader, but in general you @ssume that it is possible to construct
acontrolfile that will understand just about anguhdatafile. However, do not think

that it is always easy.

5.2 Loading Methods

As with Data Pump, it is possible to use eitheiraall path or a conventional path

for loading data into database tables. But alseitsData Pump, there are restrictions.
Unlike when using Data Pump, you must tell SQL*Leatb use the direct path:

add the keyword DIRECT to the controlfile or optadig specify DIRECT=Y on the
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SQL*Loader command line. Remember that a convealilmad is a straightforward
insert, whereas for a direct load, the server mesepporting the SQL*Loader session
assembles blocks in memory and writes them direattite datafiles, bypassing the
database buffer cache.

Exercise 9-4: Using SQL*Loader

This exercise will insert some more rows into tielé created in Exercise 9-2.
1. Using a text editor (such as Windows Notepad),teraécSQL*Loader
controlfile, called STREAMIN.CTL, as follows:

load data

infile 'STREAMIN.DAT" "str \n"

append

into table dp_test

fields terminated by ')’

(username,user_id)

Note that the “append” keyword allows SQL*Loadeirtsert into a table that
already contains rows.

2.Using a text editor as before, create the inputfdef to be called STREAMIN
.DAT, as follows:

John,100

Damir,200

McGraw,9999

3. From an operating system prompt, issue this command
sglldruserid=system/oracle control=STREAMIN.CTL

4.Log in to your instance with SQL*Plus, and confitinat the three new rows
have been inserted into the table:

select * from dp_test

6.0 SUMMARY

In this chapter you learned the internal mechanitbratsOracle uses to ensure
transactional consistency, according to the requergs of the relational database
model, and looked at what actually happens, in mmgrand on disk, when SQL
statements are executed. Following this investigadin executing individual DML
statements, you saw how the Data Pump and SQL*agdéies can be used for
bulk operations.

7.0 TURTOR MARKED ASSIGNMENT

1.You issue a COMMIT command. Which of the followisigitements is correct?
(Choose two correct answers.)

A. DBWn writes the changed blocks to the datafiles.

B. LGWR writes the changes to the lodfiles.

C. CKPT synchronizes the database buffer cache withl#tafiles.

D. The transaction is made durable.
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E. The transaction can be rolled back.

2.You issue an UPDATE command, and then a COMMIT.tReifollowing
actions in the correct order:

A. Data blocks are copied from the datafiles intodatabase buffer cache.
B. Data blocks in the cache are updated.

C. The log buffer is updated.

D. The changed blocks are flushed to disk.

E. The log buffer is flushed to disk.

3. User JOHN updates some rows and asks user DAMIgytm and check the
changes before he commits them. Which of the faligvgtatements is true?
(Choose the best answer.)

A. DAMIR can see the changes but cannot alter therausecJOHN will have
locked the rows.

B. DAMIR will not be able to see the changes.

C. JOHN must commit the changes, so that DAMIR carttserm and if
necessary roll them back.

D. JOHN must commit the changes so that DAMIR cartlses, but only
JOHN can roll them back.

4. User JOHN updates some rows but does not commdhthueges. User
DAMIR queries the rows that JOHN updated. Whiclihef following
statements is true? (Choose three correct answers.)

A. DAMIR’s query will be redirected to the redo logsghow the original
version of the rows.

B. DAMIR'’s session will roll back JOHN's changes tashthe original
version of the rows.

C. JOHN must commit the changes before DAMIR can kemt

D. DAMIR cannot see the rows that were updated, bectnesy will be
locked.

E. If DAMIR’s query started after JOHN's update, thanpiple of read
consistency means that he cannot see JOHN'’s changes

F. If DAMIR’s query started after JOHN’s update, tmnpiple of isolation
means that he cannot see JOHN'’s changes.

5.You are using Data Pump to upload rows into a taid you wish to use
the direct path. Which of the following statemeistsorrect? (Choose three
answers.)

A. You must include the “DIRECT” keyword in the DatarRp controlfile.

B. This is not possible if the table is in a cluster.

C. You must disable insert triggers on the table first

D. You must enable insert triggers on the table first.

E. You have no control over this; Data Pump will use direct path
automatically if it can.

F. Direct path is slower than the external table fegitause it doesn’t cache
data in memory.

6.You issue an INSERT command and then attempt tdE8HLthe rows you
inserted before committing them. Which of the faling is true? (Choose the
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best answer.)

A. You must commit the insert before you can seedhesr

B. You will see the new rows, even though they areoumitted.

C. You must terminate the transaction with a COMMITR®LLBACK before
you can issue a SELECT statement.

D. You will see the new rows because your sessionrealtl them from an

undo segment.

7.You issue an INSERT statement, and it fails with ttessage “ORA-02291.
integrity constraint (HR.EMP_DEPT _FK) violated +gat key not found.”
Which of the following statements is true? (Chotheebest answer.)

A. The transaction will have been rolled back.

B. The statement will have been rolled back.

C. You must create an index on the parent table bgfowecan find parent keys.
D. All of the above are correct.

8. Which of the following is not a Data Pump file typéChoose the best answer.)
A. Dump file

B. Lodfile

C. Controlfile

D. SQL file

9.You launch a Data Pump export job to export a nurob&bles, which runs
for several hours. Which of the following is trug€hoose the best answer.)

A. The tables being exported will be locked throughbatrun.

B. Transactions against the tables committed duriaguh will be included

in the export.

C. Transactions against the tables (committed orawaing the run will not

be included in the export.

D. SQL executed against the tables during the runba&ilvritten out to

a SQL file.

E. The DDL describing the tables will be written oatat SQL file.

10.Using SQL*Loader, place these file formats in ordkspeed to process, from
slowest to fastest:

A. Fixed record format

B. Stream record format

C. Variable record format

11.You want to transfer a large amount of data from database to another: both
databases are on the same machine. What shoute eitkest method?
(Choose the best answer.)

A. Use the Export/Import utilities.

B. Use Data Pump to write out the data, and a SQL*epddect load to

bring it in.

C. Use Data Pump in network mode.

D. Use Data Pump export to write out the data and Brea Pump import
to read it in.

12.Which of the following is not a SQL*Loader file?iGose one answer.)
A. Bad file
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B. Controlfile

C. Discard file

D. Good file

E. Lodfile

13.You create a directory with the statement

create directory dp_dir as ‘c:\tmp’;

but when you try to use it with Data Pump, therarieerror. Which of the
following could be true? (Choose three answers.)

A. The Oracle software owner has no permissions emy:\

B. The Oracle database user has no permissions oinrdp_d

C. The path c:\tmp does not exist.

D. The path c:\tmp must exist, or the “create dirgctetatement would have
failed.

E. If you use Data Pump in network mode, then thetkeb&ino need for a
directory.

F. Issuing the command grant all on ‘c:\tmp’ to pubiitay

solve some permission problems.

14.You launch a Data Pump job with expdp and thenfeoh the session.
Which of the following is true? (Choose two answers

A. The job will terminate.

B. The job will continue running in the background.

C. You cannot monitor the job once you have exited.

D. You can reattach to the job to monitor it.

E. The job will pause but can be restarted.

15.You run SQL*Loader on your PC, to insert data iateemote database. Which
of the following is true? (Choose the best answer.)

A. The input datafiles must be on your PC.

B. The input datafiles must be on the server.

C. Direct load is possible only if the input datafia® on the server.

D. Direct load is only possible if you run SQL*Load®r the server, not on
the PC.
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1.0 INTRODUCTION

PL/SQL is a programming language developed spatljifor the Oracle database. It
extends the SQL language by providing proceduratsires, and facilities for generating
user interface code. Theoretically, a databaserasirator may not need to be an

expert in PL/SQL,; programming work should be dopéhe development staff. But

in practice, the more PL/SQL a DBA knows, the lret the very least, you will need

to be able to identify PL/SQL objects that havebtems.

Furthermore, at most Oracle installations, the DA be expected to assist programmers
with writing code and when necessary to create QL/8bjects as well.

2.0 OBJECTIVES

In this unit you will learn how to

* Identify PL/SQL objects

» Describe triggers and triggering events

« Identify configuration options that affect PL/S@Ekrformance

3.0 Programming Languages and the Oracle Database

The Oracle database, like all ISO-compliant relaladatabases, supports the use

of Structured Query Language, or SQL. SQL is aosefted language designed for
retrieving and manipulating data in a client/semmvironment. It is very efficient at
this, but there are many occasions when your prnognars will want to manipulate
rows one at a time, rather than in groups. Alsd, 8Qes not have any facilities for
designing user interfaces. By contrast, procedargjuages can manipulate individual
rows. They have commands that will allow navigafimm one row to another, and
can include flow control structures.

3.1 SQL and Procedural Languages

To combine the advantages of SQL'’s set-orientegtstres with the control facilities

of a procedural language, your programmers needda language with elements of
both. The universally accepted approach is to end§g¢d commands in procedural
code. There are two approaches to this. The pigwetiderver approach is to run the
procedural code on a client machine (either a sgerminal or an application server)
and send the SQL commands it generates to theadstaerver for execution. An
alternative is to run the procedural code, as a®lhe SQL, within the database. In
some ways, the second approach is more efficieatetis no network overhead, and all
the code is centrally stored and managed. But #n®¢hat the language is proprietary:
it will run within the database that is designedun it, and nowhere else. A second
possible problem is that all the processing worttlsaconcentrated within the database.
PL/SQL is Oracle’s proprietary third-generationdaage, which runs within the
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database. You can use it to retrieve and manipdkteewith SQL, while using procedural
constructs such as IF...THEN...ELSE or FOR or WHILEe PL/SQL code can be stored
on a client machine and sent to the server forwiat (this is known as “anonymous”
PL/SQL), or it can be stored within the databasa aamed block of code.

From releasei®f the Oracle database, it is also possible taJasa within the

database. Like PL/SQL, Java can be used to pravidend of procedural code with

SQL statements. Since Java can run either onat cliachine (typically, an application
server) or within the database, it gives you thigoopof distributing the processing
workload—at the cost of increased network traffind unlike PL/SQL, it is a
nonproprietary industry standard: if your applioatis written in Java, it should be
portable to any Java-compliant database. But Jaganuch lower-level language and
will often have a longer development cycle.

The choice of language is dependent on many fadtatPL/SQL should always

be considered in the Oracle environment. It isrg gaick and easy language to work
with, and all DBAs should be familiar with it—if dnto assist programmers.

3.2 Stored and Anonymous PL/SQL

PL/SQL runs within the database, but it can beestan either the client or the

server. PL/SQL code can also be entered interdygtinem a SQL*Plus prompt. Stored
PL/SQL is loaded into the database and stored nvitie data dictionary as a named PL/
SQL object. When it is saved to the database,cbmpiled: the compilation process
checks for syntactical errors and also picks uprsmrelating to the data objects the code
addresses. This saves time when the code is actualand means that programmers
should pick up errors at compilation time, befosens hit them. Code stored remotely,
or ad hoc code issued at the SQL*Plus prompt, nspiled dynamically: this impacts

on performance and also raises the possibilityuhakpected errors might occur.
Figure 10-1shows an example of running an anonymous PL/SQtkidnd of

creating and running a stored procedure. The anouagrhlock in the figure creates

a variable called INCREASE with the DECLARE statatnend sets it to 10. Then the
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_;L,Dracle 50 -0 =

File Edit Search Options Help

ocp18g> declare increase number := 18; -
2 begin
3 wupdate emp set sal=sal={188+increase)/1080;
4 commit;
5 end;
6 f

PL/SQL procedure successfully completed.

ocpidg> create procedure inc_sal{increase number}) as
begin

update emp set sal=sal={1@88+increase)/1060;
commit;

end;

!

[= B I T ]

Procedure created.
ocpi18g> execute inc sal{18);
PL/SOQL procedure successfully completed.

ocpli8g> | -

4 4
Figure 10-1 Anonymous and stored PL/SQL
procedural code (within the BEGIN...END statement®s the variable within a SQL
statement that updates the sal column of the ehig.ta
The second example in the figure creates a proeeazilied INC_SAL, stored within
the data dictionary. It takes a numeric argumeléddNCREASE and uses this in a
SQL UPDATE statement. Then the procedure is invakd the EXECUTE command,
passing in a value for the argument.
These examples are very simple, but they shoulstiite how anonymous PL/SQL
runs just once and therefore must be compiled etwgion time, whereas stored
PL/SQL can be compiled in advance and then execunged/ times.

3.3 PL/SQL Objects

There are five types of PL/SQL object:

* Procedure

* Function

* Package

» Package body

* Trigger

All of these are schema objects stored within @ dictionary. PL/SQL can also
be used to create object types and the methodangoiate them, but this is beyond
the scope of the OCP examination.

3.4 Procedures, Functions, and Packages

Procedures and functions carry out user-defin@draetPackages are collections
of procedures and functions, grouped together famageability. To create these
PL/SQL objects, you can use Enterprise ManagerldaagmControl, SQL*Plus, or a
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tool specifically designed for generating PL/SQldepsuch as Oracle’s Procedure
Builder or various third-party products.

3.5 Procedures and Functions

A procedureis a block of code that carries out some actiooatt, optionally, be defined
with a number orgumentsThese arguments are replaced with the actual ps&easne
given when the procedure is invoked. The argumeamsbe IN arguments, meaning
that they are used to pass data into the proceduf@UT arguments, meaning that
they are modified by the procedure and after execuhe new values are passed out
of the procedure. Arguments can also be IN-OUT,revttiee one variable serves both
purposes. Within a procedure, you can define amyl&u of variables that, unlike the
arguments, are private to the procedure. To rumegglure, either call it from within

a PL/SQL block or use the interactive EXECUTE comda

A functionis similar in concept to a procedure, but it doeshave OUT arguments
and cannot be invoked with the EXECUTE commancktlirns a single value, with
the RETURN statement.

Anything that a function can do, a procedure c@ldth do. Functions are generally
used to support specific operations: small codekslothat will be used many times.
Procedures are more commonly used to divide cddeniodules, and may contain
long and complex processes.

Figure 10-2shows an example of creating and invoking a fanctr he first line is

an instruction to create the function, or if iteldy exists, to overwrite it. The function
takes one numeric argument and will return a va&halue. Within the BEGIN...END
is the procedural code, which includes the flowtoarconstruct IF... THEN...ELSE...
END IF.

=10] %

ocplBg?> create or replace function odd_even{vl number) -
return varchar2

as

hegin

b

if

mod{vl.2>=A
then

return ‘even’;
else

return ‘odd’;
11 end if;
12 end odd_even;
13 7

[y
[~ =l R=a R Sy Y-S

Function created.

ocplBg> select odd_even{8> from dual;

ODD_EUVEN<B>

ocplBg> select odd_evend?> from dual;

ODD_EVEN<?>

ocplBg> &
Figure 10-2 Creating and using a function with SQL*Plus

3.6 Packages

To group related procedures and functions togettoer, programmers create packages.
A packageconsists of two objects: a specification and a bédyackage specification
lists the functions and procedures in the packagh,their call specifications: the

107



arguments and their datatypes. It can also definabies and constants accessible
to all the procedures and functions in the pack&pe.package body contains the
PL/SQL code that implements the package: the duatecteates the procedures and
functions.

To create a package specification, use the CREAAEKAGE command. For
example,

ocplO0g> create or replace package numbers

2 as

3 function odd_even(vl number) return varchar2;

4 procedure ins_ints(vl in number);

5 end numbers;

6/

Package created.

Then to create the package body, use the CREATRBEIRLACE PACKAGE BODY
statement to create the individual functions aratedures.

Several hundred PL/SQL packages are provided adat with the Oracle database.
Many are documented in the “PL/SQL Packages an@g Reference” manual. These
supplied packages are, for the most part, creakeshwou create a database. Some of
them are for the use of the database administstich as the DBMS_WORKLOAD _
REPOSITORY package, which lets you manage the Aatenvorkload Repository);
others are for your developers (such as the DBMSTRWI package, that lets them
write to a session’s user process).

To invoke a packaged procedure, you must prefiyptbeedure name with the
package name. For example,

ocpl0g> exec dbms_output.put_line('message toske) u

will run the PUT_LINE procedure in the DBMS_OUTPgéckage.

Exercise 10-1: Creating and Using Functions,Procedes, and Packages

Use Database Control to create PL/SQL objects aedute them from SQL*Plus.
1. Connect to your database as user SYSTEM using SIQ&*P

2. Create a table to be used for this exercise.

ocpl0g> create table integers (c1 number,c2 va2¢hgr

3. Connect to your database as user SYSTEM using BsgaBontrol.

4. From the database home page, take the Adminisiredtband then the
Packages link in the Schema section. Click Create.

5.1n the Create Package window, eM®/MBERS as the package name, and the
source code for the package as in Figure 10-4k @€ to create the package.

6. From the database home page, take the Administrband then the Package
bodies link in the Schema section. Click Create.

7.1n the Create Package Body window, eNEIMBERS as the package name,
and the source code for the package body as ind-igi+5. Click OK to create

the package body.

8. In your SQL*Plus session, describe the package;wggeahe procedure, and
check the results.

ocplOg>desc numbers;

PROCEDURE INS_INTS
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Argument Name Type In/Out Default?

V1 NUMBER IN

FUNCTION ODD_EVEN RETURNS VARCHAR2
Argument Name Type In/Out Default?

V1 NUMBER IN

ocpl0g> execute numbers.ins_ints(5);

PL/SQL procedure successfully completed.
ocpl0g> select * from integers;

Ccic2

5 rows selected.

3.7 Database Triggers

Database triggers are a special category of PL/&§pct, in that they cannot be invoked
manually. A trigger runs (or “fires”) automaticalyhen a particular action is carried out
or a certain situation arises; this is the triggg®event. There are a number of possible
triggering events. For many of them, the trigger ba configured to fire either before
or after the event. It is also possible to havénlbhafore and after triggers defined for
the same event. The DML triggers, which fire whews are inserted, updated, or
deleted, can be configured to fire once for eatdcedd row, or once per statement
execution.

All triggers have one factor in common: their exemuis completely beyond the
control of the user who caused the triggering evdatmay not even know that the
trigger fired. This makes triggers admirably suitecuditing user actions, as will be
described in Chapter 11. These are the more conynosed triggering events:
 Execution of INSERT, UPDATE, and DELETE DML comnus

» Execution of CREATE, DROP, ALTER, and TRUNCATE DBommands

* Session logon and logoff

 Database startup and shutdown

* Suspension of a statement because of a spaceprob

* Detection of a server error

Note that there is no such thing as a trigger obESEH’, though imext unit you

will see how fine-grained auditing (FGA) can bedise produce a similar effect.

There are numerous uses for triggers. Here are saaraples:

* Auditing users’ actionsA trigger can capture full details of what was done

and who did it, and write them out to an audit éabl

» Executing complex editsAn action on one row may, in business terms,

require a number of associated actions on othédabhe trigger can perform

these automatically.
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* Security A trigger can check the time, the user’s IP addrisgsprogram he is
running, and any other factors that should limit/he can do.

» Enforcing complex constraintsAn action may be fine in terms of the

constraints on one table, but may need to be \alidagainst the contents

of several other tables.

Consider an HR system. Before an employee is dkfeten the current employees’
table, it is necessary to transfer all his deffadsn a number of tables to archive tables.
This could be enforced by creating a trigger aova:

create or replace trigger archive_emp

before delete on current_emps

for each row

begin

archive_emp(:old.employee_id);

end;

Whenever any session deletes rows from the CURRENIPS table, before each row
is actually deleted the procedure ARCHIVE_EMP wiecute, taking the EMPLOYEE_ID
of the row being deleted as its parameter. Thisguare will do whatever is necessary
to archive an employee’s data. This illustratesvgsortant point: it is generally
considered good practice to keep triggers smadl taro the bulk of the work with

a stored procedure.

Exercise 10-2: Using DML Triggers

Create a trigger to validate data, before comngjtitin

1. Connect to your database as user SYSTEM using SIQ&*P
2.Create a trigger on the INTEGERS table as follows:
ocpl0g> create or replace trigger oe_check

2 after insert or update on integers

3 for each row

4 begin

5 if mod(:new.c1,2)=0 then

6 dbms_output.put_line(:new.cl||' is even’);

7 else

8 dbms_output.put_line(:new.c1|| is odd’);

9 end if;

10 end;

11/

Trigger created.

3. Enable printing to the screen for your SQL*Plussgas
ocpl0g> set serveroutput on;

4. Test the effect of the trigger as follows:

ocpl0g> insert into integers values(2,'odd");

2 is even

1 row created.

ocpl0g> rollback;

Rollback complete.
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ocplO0g> insert into integers values(3,'odd’);

3is odd

1 row created.

ocplOg> commit;

Commit complete.

Note that because triggers fire as part of thestation, it is possible to roll
back the incorrect insertion.

5. Connect to your database as user SYSTEM using Bsgabontrol.

6. From the database home page, take the Adminisiredtband then the
Triggers link in the Schema section.

7.1n the Search window, select Object Type as TrigBehema as SYSTEM, and
Object Name as OE_CHECK. Then click Go.

8. Click View to see the source code of the triggsrinaFigure 10-6. Note that
it is “Valid,” meaning that it has compiled corrggtand “Enabled,” meaning
that it will fire.

9. Tidy up.

ocpl0g> drop trigger oe_check;

ocpl0g> drop table integers;

ocpl0g> drop package numbers;

4.0 Instance Parameters for PL/SQL

The performance of PL/SQL code can be influenceddmge instance parameters:

* PLSQL_V2_COMPATIBILITY, default FALSE Setting this to TRUE forces
Oracle to allow some abnormal behavior that waallegearlier releases.

Use this only if it is necessary for backward cotiiplity.

* PLSQL_DEBUG, default FALSE Setting this to true forces Oracle to compile
PL/SQL in a manner that will store additional inf@tion that may assist with
debugging. This would not normally be set on a pobidn system.

* PLSQL_OPTIMIZE_LEVEL, default 2 Level 2, the highest, enables the use of
all the compiler’s optimization features; this givitbe best run-time performance

but perhaps increases compilation time. Lowerrgggt(0 or 1) will result in

quicker compilation but possibly slightly degradeaecution. If the production
system is doing a large amount of compilation (gmwous PL/SQL, for

example), then it might be necessary to change this

* PLSQL_WARNINGS, default DISABLE:ALL This controls which messages
should be displayed by the PL/SQL compiler. Otlettirsgs will cause the

compiler to generate messages that may be of walee debugging code.

This would not normally be set on a production eyst

* PLSQL_CODE_TYPE, default INTERPRETED The default setting means that
PL/SQL code is compiled only down to byte code.mien invoked, this is
interpreted. Setting this to NATIVE, in conjunctiaith the parameter that

follows, instructs Oracle to precompile the PL/S€Ide to C code, and then

to compile and link this with the C compiler analkier provided by your

server’s operating system. This may improve peréorce.

* PLSQL_NATIVE_LIBRARY_DIR, default NULL Specifies the operating system
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path to store the dynamic link libraries that aeeeyrated by native PL/SQL
compilation.

In most cases, the default settings for all thestance parameters will be suitable.

On a production system, you may wish to consideingethe PLSQL_CODE_TYPE

to NATIVE,; this is in fact recommended for OracleBEsiness Suite running in ad.0
database. Details of how to do this are given @PySQL Users Guide and Reference
manual.

5.0 SUMMARY

PL/SQL is a proprietary language for use with aadly database. It provides procedural
constructs that can be used in conjunction with S@tements. PL/SQL is usually used
to write stored procedures and functions: theseamgiled and stored within the data
dictionary of the database and for ease of manageca@ be grouped into packages.

A package consists of a package specification, wpilishes the call specifications

of the procedures and functions, and a package, hddgh implements them.

A special type of PL/SQL object is the trigger.goers are PL/SQL code blocks that
cannot be invoked on demand: they run automatieabgn their triggering event
occCurs.

The default mode for running PL/SQL is through rteipreter. It is compiled down

to byte code, but no further. If you wish, andatuyhave a C compiler and a linker
available, you can convert your PL/SQL code to @ec@ompile and link it, and save

it as a dynamically linkable shared object library.

6.0 TURTOR MARKED ASSIGNMENT

1. Which of the following, if any, can be PL/SQL obig? (Choose all that apply.)
A. Constraints

B. Functions

C. Package bodies

D. Package specifications

E. Procedures

F. Sequences

G. Triggers

H. Views

2. Which of the following PL/SQL objects can be invdkeith the EXECUTE
command? (Choose the best answer.)

A. Functions

B. Packages

C. Procedures

D. Triggers

E. All of the above

3. Where does PL/SQL code run? (Choose the best answer

A. Within the session’s user process

B. Within the data dictionary

C. Within the instance

D. It depends on whether the PL/SQL is anonymousovedt

4. Which PL/SQL object types can be packaged? (Chalbgeat apply.)
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A. Anonymous PL/SQL blocks

B. Functions

C. Procedures

D. Triggers

5. When PL/SQL is compiled, where is the resultingecetbred? (Choose the
best answer.)

A. In the data dictionary

B. As an operating system file

C. In the default tablespace of the user who owngtige

D. It depends on the PLSQL_CODE_TYPE parameter
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1.0 INTRODUCTION
Networking is an integral part of the client/serdatabase architecture that isfundamental to all

modern relational databases. The Oracle databasthégotential

for client/server computing from the beginning (fiist release, in 1978, made a
separation between the Oracle code and the use},dad it was only with version 4

in 1984 that Oracle introduced interoperabilityvietn PC and server. True client/
server support came with version 5, in 1986. This untroduces the Oracle Net
services. Oracle Net was previously known as Sgaret you will still hear many DBAs
refer to it as such. But before going into the dletiaOracle Net, this chapter has a
review of how Oracle implements the client/servaragigm: a full understanding of

this is essential if one is to appreciate what @r&iet is doing for you.

2.0 OBJECTIVES
In this unit you will learn how to

» Use Database Control to create additional lisgene

* Use Database Control to create Oracle Net sealiases

» Use Database Control to configure connect-tinieviar

* Use Listener features

* Use the Oracle Net Manager to configure cliert maddle-tier connections
» Use tnsping to test Oracle Net connectivity

* Describe Oracle Net services

* Describe Oracle Net names resolution methods

3.0 Oracle’s Implementationof the Client/Server Paadigm

There are many layers between the user and thbadataln the Oracle environment,

no user ever has direct access to the databasedeastthe process that he is running.
Client/server architecture guarantees that allsstedata is controlled by the server.
A user interacts with a user process: this is tfsvare that he runs on his local
terminal. For example, it could be Microsoft Accesiss an ODBC driver on a Windows
PC,; it could be something written in C and linkeithvihe Oracle Call Interface (or
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OCI) libraries; it could even be our old friend S@lus. Whatever it is, the purpose

of the user process is to prompt the user to emt@mmation that the process can use

to generate SQL statements. In the case of SQL*Biagprocess merely waits for you to
enter a SQL statement or SQL*Plus command; a naphisticated user process will
paint a proper data entry screen, validate yountirgnd then, when you click the
Submit button, construct the statement and sewid ib the server process.

The server process is a process running on theaksaserver machine that executes
the SQL it receives from the user process. Thygis basic client/server split: a user
process generating SQL, a server process exegttifige execution of a SQL statement
goes through four stages: parse, bind, executefeacia

In the parse phase your server process works oatt tivl statement actually means,
and how best to execute it. Parsing involves icteya with the shared pool of the
instance: shared pool memory structures are useahtzert the SQL into something

that is actually executable.

In the bind phase, any variables are expandetetalivalues. Then the execute

phase will require more use of the instance’s S&#l possibly of the database.

During the execution of a statement, data in thalese buffer cache will be read

or updated and changes written to the redo logebufiut if the relevant blocks are not
in the database buffer cache, your server prociéseead them from the datafiles. This
is the first point in the execution of a statem&here the database itself is involved;

all the work so far has occurred in the instance.

4.0 A Word on Oracle Netand Communication Protocols

Oracle Net is a layered protocol: it runs on topvbhtever communications protocol

is supported by your operating system. Historigadiginet could work with all the
popular protocols (with the exception of NETBIOS/NEEUI, which has too limited
functionality to be used for large database systelms in release I)Oracle’s network
support is limited to TCP, Named Pipes (or NMPY #re new Sockets Direct Protocol
(or SDP) over InfiniBand high-speed networks. Teeuse sockets variants of these
protocols can also be used. All operating systdatstave an Inter-Process

Communication (or IPC) protocol proprietary to thgerating system—this is also
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available to Oracle Net for local connections wheeeuser process is on the same
machine as the server.

This layering of Oracle Net on top of whateveriisypded by your operating

system gives Oracle platform independence. YouB& 8o not need to know anything
about the underlying network: you configure Orddtt to use whatever protocol has
been configured by your network administrators, yma need not concern yourself
with what is happening beneath. TCP is, for beitevorse, undoubtedly the most
popular protocol worldwide, so that is the one usetthe examples that follow.

With regard to conformance with the Open Systerter¢éonnection (or OSI)
seven-layer model to which all IT vendors are sgepao comply, Oracle Net maps
onto layers five, six, and seven: the sessiongntesion, and application layers. The
protocol adapters installed with the standard @raddtallation provide the crossover
to layer four, the transport layer, provided by yoperating system. Thus Oracle Net
is responsible for establishing sessions betwedrsgstems once TCP (or whatever
else you are using) has established a layer faumexdion. The presentation layer
functions are handled by the Oracle Net Two-Taskf@on (or TTC) layer. TTC is
responsible for any conversions necessary whenigliansferred between the user
process and the server process, such as charect#asges. Then the application

layer functions are the user and server procebsesselves.

5.0 Establishing a Session

When a user, through his user process, wisheddblish a session against an instance,
he will issue a command something like

SQL> CONNECT SCOTT/TIGER@OCP10G

Of course, if he is using a properly written usgeiface, he won’t type in those words—
he will be prompted to enter the details into aologcreen—but one way or another

that is the command the user process will geneltatenow time to go into what

actually happens when that command is processesd, Bieak down the command
into its components. There is a database usern@GEO{ T"), followed by a database

password (“TIGER”), and the two are separated By as a delimiter. Then there is
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an “@” symbol, followed by a connect string, “OCKEI'0The “@” symbol is an
indication to the user process that a network cctime is required. If the “@” and

the connect string are omitted, then the user gwdl assume that the instance you
wish to connect to is running on the local machare that the always-available IPC
protocol can be used. If the “@” and a connechgtare included, then the user
process will assume that you are requesting a mkteamnection to an instance on

a remote machine—though in fact, you could be bimgnoff the network card and

back to the machine you are logged on to.

6.0 Connecting to a Local Instance

Even when you connect to an instance running on lpmal machine, you still use
Oracle Net. All Oracle sessions use a network pafdut for a local connection

the protocol is IPC: this is the protocol providsdyour operating system that will
allow processes to communicate within the host im&ciThis is the only type of
connection that does not require a listener; indieal connections do not require
any configuration at all. The only information nedds to tell your user process which
instance you want to connect to. Remember thaeé tbauld be several instances
running on your local computer. You give the pracss information through an

environment variable. Figure 12-2 shows exampldhisfin Linux;

7.0 Name Resolution

When connecting using Oracle Net, the first stage work out exactly what you

want to connect to. This is the process of namaluéen. If your connect statement
includes the connect string “@OCP10g”, Oracle Net fo work out what is meant by
“OCP10g". This means that the string has to belvegdnto four pieces of information:
the protocol you want to use (in modern times, care usually assume that this is TCP),
the IP address on which the database listenenisng, the port that the listener is
monitoring for incoming connection requests, aralriame of the instance (which

need not be the same as the connect string) tchwioie wish to connect. There are
variations: rather than an IP address, the corstgng can include a hostname, which

then gets further resolved to an IP address by 8 Bdtver. Rather than specifying an
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instance by name, the connect string can includ@ame of a “service,” which (in a
RAC environment) could be made up of a number sthimces. You can configure a
number of ways of resolving connect strings to edsliand instance names, but one
way or another the name resolution process givasyser process enough information
to go across the network to a database listendreaquest a connection to a particular
instance.

g
§ export ORACLE SID=orcl
3 =glplus systemforacle

SOL¥Plus: Release 10.1.0.2.0 — Production on Mon Sep 13 11:40:00 2004

Copvyright (o) 1952, 2004, Oracle. All rights reserved.

Connected to:
oracle Datalbhase 100 Entcerprise Edition Release 10.1.0.2.0 — Production
With the Partitioning, COLAFP and Data Mining options

ZOL> select instance nswne from viinstance:

INSTAWNCE MNAHME

S0L> exit

Disconnected from Oracle Datskbase 109 Enterprise Edition Release 10.1.0.2.0 — Pr
oduction

With the Partitioning, COLAP and Data Mining options
§ export ORACLE SID=dbic
$ =2qglplus svstemsoracls

ZOL*¥Plu=s: Release 10.1.0.2.0 - Production on Mon Sep 13 11:40:25 2004

Copyright (o) 1952, 2004, Oracle. A1l rights reserwved.

Connected to:

Oracle Database 10g Enterprise Edition Release 10.1.0.2.0 - Froduction
With the Partitioning, OQOLAFP and Data Mining options

0Ly select instance_name from wiinstance;

INSTANCE MNAME

soL> i

= jon@bplcone:~ -0l =I|

Figure 12-2 Local database connections—Linux

8.0 Launching a Server Process

The database listener, running on the server machses one or more protocols to
monitor one or more ports on one or more netwotdeface cards for incoming

connection requests. You can further complicatdermaby running multiple listeners
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on one machine, and any one listener can accepectian requests for a number of
instances. When it receives a connect requeslisteaer must first validate whether

the instance requested is actually available. Agsgithat it is, the listener will launch

a new server process to service the user prochss.iffyou have a thousand users
logging on concurrently to your instance, you \w#l launching a thousand server
processes. This is known as the “dedicated searetiitecture, where each user process
is given a server process, dedicated to its se¢sidhe next chapter you'll see the
“shared server” alternative).

In the TCP environment, each dedicated server psoeeinched by a listener will
acquire a unique TCP port number. This will begssil at process startup time by
your operating system’s port mapping algorithm. pbe number gets passed back

to the user process by the listener (or on someatipg systems the socket already
opened to the listener is transferred to the newmanber), and the user process

can then communicate directly with its server pssc&he listener has now completed
its work and waits for the next connect requedhéflistener is not running, no new
server processes can be launched, but this wilhffiett any existing sessions that have

already been established.

9.0 Creating and Managing a Listener

A listener is defined in a file: the listener.oil@ fvhose default location is in the
ORACLE_HOME/network/admin directory. As a minimuthe listener.ora file must
include a section for one listener that statesatse and the protocol and listening
address it will use. You can configure severaéhsts in the one file, but they must
all have different names and addresses.

As with other files used to configure Oracle Nbistfile can be very fussy about
seemingly trivial points of syntax, such as cases#eity, white spaces, and
abbreviations. For this reason, many DBAs do ket 1o edit it by hand (though
there is no reason not to). Oracle provides thraphical tools to manage Oracle
Net: Database Control, the Net Manager, and theddefiguration Assistant. There

is considerable overlap between the functionalitthese tools, though there are a
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few things that can be done only in one or therothe

10.0 Database Regqistration

A listener is necessary to spawn server procegsesst an instance. In order to do this,
it needs to know what instances are available ercttmputer on which it is running.
A listener finds out about instances by the prooéseegistration.”

itself, at startup time,

10.1 Static Registration

As a general rule, dynamic registration is a betf#ion, but there are circumstances
when you will resort to static registration. Dynamegistration was introduced with
release B but if you have older databases that your listemgst connect users to,

you will have to register them statically. Alsops® applications may require static
registration: typically, management tools. To regisn instance statically, take the
Static Database Registration link within Databasetf®l, and enter the name of the
service, the name of the instance, and the locafidhe ORACLE_HOME directory
for that instance. In a simple, single-instancejrenment

the service name and the instance name will oféethé same, but if you are in any
doubt about this, log in to your instance using &us and check the values of the
parameters INSTANCE_NAME and SERVICE_NAMES by quegythe VSPARAMETER
view.

If SERVICE_NAMES was not set in your parameter,fitavill have defaulted to

the INSTANCE_NAME suffixed with the DB_DOMAIN. Theefault for DB_ DOMAIN
is NULL.

10.2 Dynamic Instance Registration

This is the preferred method by which an instanitieregister with a listener. There

is an initialization parameter LOCAL_LISTENER, whitells the instance the network

address that it should contact to find a listenigin which to register. At instance
startup time, the PMON process will use this patenm® locate a listener and
inform it of the INSTANCE_NAME and SERVICE_NAMES.tAny time subsequent
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to instance startup, you can force a re-regisaipexecuting the command

SQL> alter system register;

Dynamic registration is a better option than stegmistration because it ensures

that only running instances are registered withlitener, and also that there are no
errors in the instance and service names. It iDaleasy to make mistakes here,
particularly if you are editing the listener.orkefby hand. Also, when the instance
shuts down, it will de-register from the listenet@matically.

From releasei®nward, dynamic registration requires no configoraat all if

your listener is running on the default port, 158 .instances will automatically

look for a listener on the localhost on that pord aegister themselves if they find
one. However, if your listener is not running oe thefault port, you must specify
where the listener is by setting the parameted Itistener and re-registering, for
example,

SQL> alter system set local_listener=list2;

SQL> alter system register;

In this example, the local_listener has been sigekcify name. This name needs

to be resolved into an address in order for thiamt to find the listener and register
itself; you'll see how to do this soon, but firake a more detailed look at the listener

control utility, Isnrctl.

11.0The Listener Control Utility

You can start and stop listeners through Databaser@, but there is also a commandline

utility, Isnrctl (Isnrctl.exe on Windows). You caan Isnrctl commands directly

from an operating system promgir through a simple user interface. For all the m@nds, you
must specify the name of the listener, if it is ti@ default name of LISTENER. The following
figures show how to check the status of a listemel to stop and start it, issuing the commands

either from the operating system prompt or fromhimitthe user interface.

Note that the status command always tells you ddeesss on which the listener is
accepting connection requests, the name and locatithe listener.ora file that defines
the listener, and the name and location of thale§dr the listener. Also, in the
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examples in the figures, the listener LIST2 “suppoio services.” This is because

there are no services statically registered idisener.ora file for that listener, and

Using Isnrctl commands from the operating systeomt to check the status and

then starting the listener LIST2 no instances fdyremically registered either. uses both the
status and services commands to show the stabe diftener after an instance has
registereddynamically., the output of the statusm@and tells you that the listener supports
two services: orcl and orcIXDB. The orcl servicehs regular database service: this
listener is prepared to launch server processeseigions against the orcl service. But
what does the orcl service actually consist of 2 T$iahown by the output of the services
command, which shows you that the orcl service ists1sf one instance, also called

orcl. In a RAC environment, it would be possible éme service to consist of multiple
instances.

12.0Techniques for Name Resolution

At the beginning of this chapter you saw that talelésh a session against an instance,
your user process must issue a connect string.sthag) resolves to the address of a
listener and the name of an instance or servicthdrmiscussion of dynamic instance
registration, you saw again the use of a logicat@éor a listener, which needs to be
resolved into a network address in order for atam=e to find a listener with which

to register. Oracle provides four methods of naeselution: Easy Connect, local
naming, directory naming, and external namings [inobably true to say that the
majority of Oracle sites use local naming, but ¢hisrno question that directory
naming is the best method for a large and compistailation.

13.0Easy Connect

The Easy Connect name resolution method is newneidase 1. It is very easy to
use; it requires no configuration at all. But itimited to one protocol: TCP. The other
name resolution methods can use any of the otlpgrosted protocols, such as TCP
with secure sockets, or Named Pipes. Another linoitas that Easy Connect cannot
be used with any of Oracle Net's more advancedhbjyes, such as load balancing

or connect-time failover across different netwaslates. It is fair to say that Easy
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Connect is a method you as DBA will find very handyse, but that it is not a

method of much use to your end users. Easy Comeotbled by default. You

invoke it with a syntax such as this as your cohs&g:

SQL> connect scott/tiger@oral0g.haunting.com:1539/6g

In this example, SQL*Plus will use TCP to go totphs22 on the IP address oralOg
.haunting.com. Then if there is a listener runronghat port and address, it will ask

the listener to spawn a server process againstséamnice that is part of the service
ocpl0g. Easy Connect can be made even easier:

SQL> connect scott/tiger@oral0g.haunting.com

will also work, but only if the listener is usingq 1521, and the service name registered

with the listener is oral0g.haunting.com: the sasthe computer name.

14.0Configuring Service Aliases

Having decided what name resolution method to ymay, next task is to configure

the clients to use it. You can do this through base Control, but since Database
Control is a server-side process, you can onlyituseconfigure clients running on

the database server. An alternative is to use #gteMdnager, a stand-alone Java utility
shipped with all the Oracle client-side products.

To launch the Net Manager, run netmgr from a Umoapt, or on Windows you

will find it on the Start menu.

The Net Manager menu tree has three branches. rofile®ranch is used to set
options that may apply to both the client and #rer sides of Oracle Net and can

be used to influence the behavior of all Oracle ¢¢etections. This is where, for
example, you can configure detailed tracing of @r&tet sessions. The Service Naming
branch is used to configure client-side name reé®wipand the Listeners branch is
used to configure database listeners.

When you take the Profile branch , you are in fact

configuring a file called sqglnet.ora. This file std in your ORACLE_HOME/network/
admin directory. It is optional—there are defafittsevery sglnet.ora directive—but
you will usually configure it, if only to selectémame resolution method.

In the Profile branch, you will see all the avaieabaming methods, with two
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(TNSNAMES and EZCONNECT) selected by default: thexselLocal Naming and Easy

Connect. The external methods are NIS and CDS. L3AMrectory Naming, and
HOSTNAME is a previous version of Easy Connect thaetained for backward
compatibility.

Then you need to configure the individual Oraclé $&zvice aliases. This is done in
the Service Naming branch, which in fact createsdits the Local Naming tnsnames.ora
file that resides in your ORACLE_HOME/network/adndiinectory. If you are fortunate
enough to be using Directory Naming, you do nodneedo this: choosing LDAP in
the Profile as your naming method is enough.

Exercise 12-2: Creating an Oracle Net Service Alias

Use the Net Manager to create and test an Oradledéce alias. This alias will connect
you to your database through the listener LIST2 yba configured in Exercise 12-1.
1. Launch the Net Manager. On Unix, run netmgr fronoparating system

prompt. On Windows, it will be on the Start meru{racle’s Configuration

and Migration Tools submenu.

2. Highlight the Service Branch, and click the “+” dyah on the left of the window

to add a new alias.

3. Enterocpl0g_152as the Net Service Name, and click Next.

4. Select TCP/IP as the protocol, and click Next.

5. Enter the name of your server machine as the HasteNandl522as the

Port Number, and click Next.

6. Enterocpl0gas the Service Name, and click Next.

7. Click the Test button. This will attempt to connastng the alias you have

created. The test should fail, because even ththeghewly created alias does

resolve to the address of the listener LIST2, idterier does not have your

instance registered.

8. Close the Test window, and from the File menu $&8ewe Network

Configuration. Note the directory path at the tofNet Manager’s window:

this is where the Oracle Net files will be saved.
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Exercise 12-3: Configuring DynamicService Registrabn

In this exercise you will set the local_listenergraeter for your instance so that it
will register with your nondefault listener LISTEhen check that the registration has
occurred and test the connection you created imdSee12-2. Finally, put everything
back to normal.

1. Using SQL*Plus, connect to your instance as usé8BYM, and issue the
commands

SQL> alter system set local_listener="ocp1l0g_1522";

SQL> alter system register,;

2. From an operating system prompt, use Isnrctl tektigat your instance has
registered dynamically with your list2 listener.

C:\>Isnrctl services list2

3. Test the alias by connecting using SQL*Plus.

SQL> connect system/oracle@ocpl0g_1522;

4. Reset your instance to use the default listengrutyng the local_listener
parameter back to default, and re-register it.

SQL> alter system set local_listener=";

SQL> alter system register;

15.0 SUMMARY

This unit has covered the theory behind Oracleadéthow to configure client/

server connections. You have seen how Oracle Nmmnisolled by a set of files: the
server-sidelistener.ora file, which defines listspand the client-side thsnames.ora
file, which provides a name resolution capabilidy the most commonly used name
resolution method: local naming. There is alsosteet.ora file, an optional file for
either the client or server side. There are gragltionfiguration tools for managing
Oracle Net, which you are strongly advised to mserder to avoid problems with
connectivity that can be very difficult to resol\¥@nally, you saw some of the more

advanced capabilities of Oracle Net, and the tggbtiols to test Oracle Net connections.
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16.0 TURTOR MARKED ASSIGNMENT

1. Which protocols can Oracle Netd Qse? (Choose four answers.)
A. TCP

B. UDP

C. SPX/IPX

D. SDP

E. TCP with secure sockets

F. Named Pipes

G. LUG.2

H. NetBIOS/NetBEUI

2.Where is the division between the client and tireesan the Oracle
environment? (Choose the best answer.)

A. Between the instance and the database

B. Between the user and the user process

C. Between the server process and the instance

D. Between the user process and the server process

E. The client/server split varies depending on thgestat the execution cycle
3. Which of the following statements about listenarsarrect? (Choose the best
answer.)

A. A listener can connect you to one instance only.

B. A listener can connect you to one service only.

C. Multiple listeners can share one network interfeael.

D. An instance will accept connections only from tiséener specified on the
LOCAL_LISTENER parameter.

4.You have decided to use local naming. Which filestyou create on the
client machine? (Choose the best answer.)

A. thsnames.ora and sqlnet.ora

B. listener.ora only

C. tnsnames.ora only

D. listener.ora and sqglnet.ora
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E. None. You can rely on defaults if you are using T&# your listener is
running on port 1521.

5.1f you stop your listener, what will happen to sess that connected through
it? (Choose the best answer.)

A. They will continue if you have configured failover.

B. They will not be affected in any way.

C. They will hang until you restart the listener.

D. You cannot stop a listener if it is in use.

E. The sessions will error out.

6. If you stop a Connection Manager, what will hapfesessions that connected
through it? (Choose the best answer.)

A. They will continue if you have configured failover.

B. They will not be affected in any way.

C. You cannot stop a Connection Manager if it is ia.us

D. The sessions will error out.

7.1f you are running your user process on the santhima as the instance you
wish to connect to, which of the following is cat® (Choose two answers.)
A. You do not need to go via a listener.

B. You can only use the IPC protocol.

C. You cannot use the IPC protocol.

D. You do not need to use Oracle Net at all.

E. You do not need to configure Oracle Net at all.

8. Your organization has many databases on many seied a large number
of users. The network environment is always chamgiMhat would be the

best naming method to use? (Choose the best apswer.

A. Easy Connect, because it means that you don’t teavmintain tnsnames
.ora files.

B. Directory naming, because it centralizes the nanmfaymation.

C. Local naming, because each user can maintain mscowfiguration files
locally.

D. External naming, because you can rely on a thirtigmoduct to maintain
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the configuration information.

9. Your server is using a European character setyandclient is using an
American character set. How will Oracle Net hartis? (Choose the best
answer.)

A. It cannot; you must change the character set odidltebase or of the client.
B. The underlying network protocol will handle the @ersion.

C. Oracle Net will handle the conversion.

D. The application software must do any necessaryersion.

10. Why might you set up multiple listeners for onetamee? (Choose the best
answer.)

A. You can't; there can be only one local listener.

B. To provide fault tolerance and load balancing.

C. If the listeners are on separate computers, ydweilbetter performance.

D. To spread the workload of maintaining sessionssacseveral processes.
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1.0 INTRODUCTION

Performance monitoring can take two general fomeactive or proactive. The “reactive
approach means taking some action when or aftesldgm manifests itself; “proactive”
means to identify pending issues before they bequuigdems. Clearly, proactive
monitoring is the ideal technique to minimize thgact of problems on end users,

but reactive monitoring is also necessary in mases. Chapter 15 goes through the
use of the server alert system and the Automattatidese Diagnostic Monitor to assist
with proactive monitoring, while this chapter contrates on identifying problems
after they have occurred.

Two types of problems are addressed: objects tnat hecome useless, and drops

in performance. Procedural objects, views, maieadlviews, and indexes can be
invalidated if the objects to which they refer aranged in certain ways; when this
happens, this should be detected and fixed. Peaiomcenof SQL statements is critically
dependent on statistics that the optimizer usegsmn efficient execution plans.
Collection of statistics can be manual or automatic

If, after gathering statistics, performance id stil issue, then various metrics can

be used to drill down to the cause of the problem.

”

2.0 OBJECTIVES

In this unit you will learn how to

* Troubleshoot invalid and unusable objects
» Gather optimizer statistics

* View performance metrics

* React to performance issues

3.0 Invalid Objects

Stored PL/SQL is code stored and compiled withendhta dictionary, as PL/SQL
objects. This code can take these forms:

* Procedures

* Functions

* Triggers

» Packages

* Object types

Most, if not all, of these procedural objects wadfer to data objects, such as tables.
When a procedural object is compiled, the compitexcks the data objects to which

it refers in order to confirm that their definitiamcorrect for the code and whether
the privileges are appropriate.

For example, if the code refers to a column, tHaroa must exist or the code will

not compile. If any of the data objects to whighracedural object refers change after
the procedural object has been compiled, thenribeegure will be marked INVALID.
Procedural objects may also be invalid for more dame reasons: perhaps the
programmer made a simple syntactical mistake.dhadhse, the object will be created
INVALID and will be useless.

The same situation can occur with views. When erktitey may be fine, but they

will be invalidated if the tables on which they &@sed have their definitions changed.
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3.1 Identifying Invalid Objects

Objects can be created invalid because of prograramar, or they can become
invalid some time after creation. The view DBA_ORJES (and the derived views
ALL_OBJECTS and USER_OBJECTS) has a column, STATW8¢h should ideally
always be VALID. To identify all invalid objects the database, as user SYSTEM or
another privileged user run the query

SQL> select owner,object_name,object_type from dbgects where
status="INVALID’;

If any objects are listed by this query, the faaestion to ask is whether the object
was ever valid. It may never have worked and natdezled, in which case the best
thing to do may be to drop it. But if, as is likelyou do not know if the object was ever
valid, then a sensible first step is to attemptdmpile it. The first time an invalid
object is accessed, Oracle will attempt to comipdeitomatically, but if the compilation
fails, the user will receive an error. Clearlyisibetter for the DBA to compile it first;
then, if there is an error, he can try to fix ifdre a user notices. Even if the object does
compile when it is accessed, there may be a detdlg Whe compilation takes place;

it is better for perceived performance if this gekataken by the DBA in advance.
Invalid objects can also be displayed through DetalControl. From the database
home page, take the Administration tab, and théscsehatever object type you are
interested in from the Schema section. All the cigjef that type will be displayed, as
in Figure 14-1, with the status.

File Edit View Favorites Tools  Help

icle Enterprise
Back - - Search Favorites 0 " Media -

Address | hEtp:fioral0g. haunting. com: 5500/ em/fconsole/databasefdatabaseObjectsSearchitarget=ocp 1 0gaL ™ 50 Links ** | mMorton Ankivirus -

-

= Wiewws

Select an object type and optionally enter a schema name and an object name to filter the data that is displayed in your results
set.
dhjectTipe Schema _ Ohject Mame

Wi = |HR e Go

S

Create |
Edit ) View ) Delete ) Actions| Create Like =], 50

HR = Ireealic -

Figure 14-1The status of a view, displayed by Database Control

3.2 Repairing Invalid Objects

To compile procedural objects, use the ALTER...COMNEP command. For example,
SQL> alter procedure hr.add_reg compile;

will attempt to compile the procedure ADD_REG ie tHR schema, and

SQL> alter view rname compile;

will compile the view RNAME. If the compilation saeeds, you have no further
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problems. If it fails, then you need to work outywlf a procedure does not compile,
use the SQL*Plus command SHOW ERRORS to see whydofortunately, SHOW
ERRORS is not supported for views.)

Often a useful starting point in identifying theusa of compilation errors is to

use the DBA_DEPENDENCIES view, described here:
ocplOg>descdba_dependencies;

Name Null? Type

OWNER NOT NULL VARCHAR2(30)

NAME NOT NULL VARCHAR2(30)

TYPE VARCHAR2(17)

REFERENCED_OWNER VARCHAR2(30)

REFERENCED_NAME VARCHAR2(64)

REFERENCED_TYPEVARCHAR2(17)
REFERENCED_LINK_NAMEVARCHAR2(128)

DEPENDENCY_TYPE VARCHAR2(4)

For every object, identified by NAME, there will bews for each object on which it
depends. For example, if a view retrieves columohfa dozen tables, they will each
be listed as a REFERENCED_NAME. If a view doesawhpile, then investigating
these tables would be sensible.

There will be occasions when you are faced withniied to recompile hundreds

or thousands of invalid objects. Typically, thicocs after an upgrade to an application,
or perhaps after applying patches. Rather thammpitimg them individually, use the
supplied utility script. On Unix,

SQL> @?/rdbms/admin/utlrp

or on Windows,

SQL> @?\rdbms\admin\utlrp

This script, which should be run when connectedSASDBA, will attempt to compile
all invalid objects. If after running it there as#ll some invalid objects, you can assume
that they have problems that should be addressiddanally.

You can also recompile objects with Database Cartttaving identified an INVALID
object, as in Figure 14-1, click Edit to reach adaw with a Compile button.

Exercise 14-1: Repairing Invalid Objects

Create some objects, force them to go invalid,fanthe problem.
1. Using SQL*Plus, connect to your database as us&T&E¥.

2. Create a user to be used for this exercise; gramthe DBA privilege.
SQL> grant dba to testuser identified by testuser;

3.Connect as TESTUSER, and create some objects.

SQL> conn testuser/testuser

Connected.

ocplOg> create table testtab(nl number,d1 date);

Table created.

ocplO0g> insert into testtabvalues(1,sysdate);

1 row created

ocpl0g> create or replace view v1 as select d1 festtab;
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View created.

ocpl0g> create or replace procedure pl as

2 cnt number,

3 begin

4 select count(*) into cnt from testtab;

5 end;

6/

Procedure created.

4. Confirm the status of the objects.

SQL> select object_name,object_type,status from obgects;

They will all have the STATUS of VALID.

5. Perform a DDL command on the table.

SQL> alter table testtab drop column d1i;

6. Re-run the query from Step 4. Note that both tleegulure and the view are
now INVALID.

7. Re-compile the procedure:

SQL> alter procedure pl compile;

Procedure altered.

This succeeds, because dropping a column doesewot that the procedure
(which does not actually reference any columnsdiye) cannot run.

8. Re-compile the view.

ocpl0g> alter view v1 compile;

Warning: View altered with compilation errors.

This fails, because a column on which the viewaisda no longer exists.

9. To diagnose the problem, query the DBA_DEPENDENCHES.

ocpl0g> select referenced_name,referenced_owrezgneled_type
fromuser_dependencies where name='V1’

REFERENCED_NAME REFERENCED_OWNER REFERENCED_TYPE
TESTTAB TESTUSER TABLE

D1 TESTUSER NON-EXISTENT

This shows that the view refers to a table, TESTTARI a nonexistent object
called D1.

10.To pinpoint the exact problem, retrieve the codevbith the view is based.
ocpl0g> select text from user_views where view_ &g,

TEXT

select d1 from testtab

The problem is now apparent: the view referencedid table, but the column
it needs no longer exists.

11.To fix the problem, add the column back to thedadid recompile.
ocplOg> alter table testtab add (d1 date);

Table altered.

ocpl0g> alter view v1 compile;

View altered.

12. Confirm that all the objects are now valid by resning the query from Step 4.
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13.Tidy up by dropping view and procedure (the tabikklve used in the next
exercise).

SQL> drop view v1;

SQL> drop procedure p1;

4.0 Unusable Indexes

If a procedural object, such as a stored PL/SQLtfan or a view, becomes invalid,
the DBA does not necessarily have to do anythimgfitst time it is accessed, Oracle
will attempt to recompile it, and this may well seed. But if an index becomes
unusable for any reason, it must always be repaixeticitly before it can be used.
An index consists of the index key values, sorted order, each with the relevant
rowid. The rowid is the physical pointer to thedtion of the row to which the index
key refers. If the rowids of the table are changleen the index will be marked as
unusable. This could occur for a number of reasBashaps the most common is
that the table has been moved, with the ALTER TABINEOVE command. This will
change the physical placement of all the rows,thackefore the index entries will be
pointing to the wrong place. Oracle will be awafé¢his and will therefore not permit
use of the index.

4.1 ldentifying Unusable Indexes

In earlier releases of the Oracle database, itm@® than likely that users would detect
unusable indexes because their sessions woulchretrors. When executing SQL
statements, if the session attempted to use arahleugmdex it would immediately
return an error, and the statement would fail. Bs#el@ of the database changes this
behavior. If a statement attempts to use an unesatdex, the statement will revert

to an execution plan that does not require thexin@ilbus, statements will always
succeed—nbut perhaps at the cost of greatly redpeddrmance. This behavior s
controlled by the instance parameter SKIP_UNUSABINDEXES, which defaults to
TRUE. The exception to this is if the index is resary to enforce a constraint: if the
index on a primary key column becomes unusabletatble will be locked for DML.

4.2 Repairing Unusable Indexes

Indexes are marked unusable if the rowid pointexqia longer correct. To repair the
index, it must be re-created with the ALTER INDEREBUILD command. This will
make a pass through the table, generating a neax with correct rowid pointers

for each index key. When the new index is completael original unusable index

is dropped.
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Figure 14-2Index status as shown by Database Control

Exercise 14-2: Repairing Unusable Indexes

Create indexes, force them to become unusablesegad them using SQL*Plus and
Database Control.

1.In your SQL*Plus session, connect as TESTUSER amate two indexes.
SQL> create index d1_idx on testtab(dl);

SQL> create index n1_idx on testtab(nl);

2. Confirm the index creation and status. Both wilNo&LID.

SQL> select index_name,status from user_indexes;

3. Move the table.

SQL> alter table testtab move;

4. Run the query from Step 2 again. The move of thketavhich changed any
rowids, will have rendered the indexes unusablshasvn in Figure 14-3.

5. Rebuild one index, using the NOLOGGING and ONLIN#ions.

SQL> alter index n1_idx rebuild online nologgiig;

6. Connect to your database as user SYSTEM using BsgaBontrol.

7. From the database home page, take the Adminisiregtmand then the
Indexes link in the Schema section.

8.In the Search section of the Indexes window, eNE3TUSER as the Schema,
and click Go. This will show the two indexes on THESTTAB table, one of
which, D1_IDX, is still unusable.

9. Select the radio button for the unusable indexectdReorganize in the
Actions drop-down box, and click Go to launch theoRjanize Objects
Wizard.

10.Click Next, leave all the options on default, afidicNext again to generate
the reorganization script and reach the Impact Repadow, shown in

Figure 14-4. This should confirm that there is wight free space for the
operation to proceed. Click Next to proceed.

11.0n the Reorganize Objects: Schedule window, legeeything on default to
run the job immediately, and click Next to reacé Review window.

12.In the Review window, click Submit Job to rebuilettindex.
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13.1n your SQL*Plus session, confirm that the inderasv valid by running the

guery from Step 2.

T O WINDOWS!, =
ocplBg> create index di_idx on testtabddi); -

Index created.
ocplBg> create index nil_idx on testtabinl);
Index created.

ocplBg> select index_name.status From user_indexes;

INDEX _NAME STATUS
Ni_IDH UALID
D1_IDH UALID

ocplBg> alter tahle testtah move;
Table altered.

ocplBg> select index_name.status from uwuser_indexes;

INDEX_MWAME STATUS

Mi_ID= UNUSABLE

Di_ID= UNUSABLE

ocplB@gr _ i
4 3

Figure 14-3Indexes becoming unusable

5.0 Optimizer Statistics

Any one SQL statement may be executable in a nupftdifferent ways. For example,
it may be possible to join tables in different osjeéhere may be a choice of whether
to use indexes or table scans; or some executitmose may be more intensive in
their use of disk 1/0O as against CPU resources.

The choice of execution plan is critical for perfance. In an Oracle database, the
standard behavior is for execution plans to be ldpeel dynamically by the optimizer.
The optimizer relies heavily on statistics to eadduthe effectiveness of many
possible execution plans and to choose which glarsé. For good performance, it is
vital that these statistics be accurate. Therenamy types of statistics, but chief among
these are the object statistics that give detéilseotables that the SQL statements
address.

5.1 Object Statistics

Analyzing a table gathers statistics on the tatée Wwill be of use to the optimizer.
The statistics, visible in the DBA_TABLES view, Inde

» The number of rows in the table

» The number of blocks (used and never used) a#dda the table

» The amount of free space in the blocks that anegoused

» The average length of each row

» The number of “chained” rows—rows cut across bwonore blocks, either
because they are very long or because of poorgg@ettings
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Apart from statistics regarding the table as a whehch column of the table is
also analyzed. Column statistics are visible inDiB\ TAB_COLUMNS view and
include

» The number of distinct values

* The highest and lowest values

* The number of nulls

» The average column length

When a table is analyzed, its indexes are also ex@nThe statistics on indexes
are shown on the DBA INDEXES view and include

» The depth of the index tree

» The number of distinct key values

* The clustering factor—how closely the naturalesrdf the rows follows the
order of the index keys

These statistics, which are stored within the datBonary, give the optimizer the
information it needs to make vital decisions alduaw best to execute SQL statements.
If statistics are missing or incorrect, performantey degrade dramatically.

It is also possible to gather statistics on indeXégse are displayed in the
INDEX_STATS view; they include

* The number of index entries referring to extants

» The number of index entries referring to deletaas

This information is of value because of the mannevhich indexes are
maintained: when rows are deleted, the index kewysam; after a prolonged period,
indexes can become inefficient due to the amouspate occupied by these
references to deleted rows.

5.2 Gathering Statistics

Object statistics are not real-time: they are stathich means that they become out

of date as DML operations are applied to the taliles therefore necessary to gather
statistics regularly, to ensure that the optimaerays has access to statistics that
reflect reasonably accurately the current state@tiatabase. Statistics can be gathered
manually, or the process can be automated. Matat#tics gathering can be done
either with the ANALYZE command or by executing pedures in the DBMS_STATS
package, as in Figure 14-5, or else through DatgaGasitrol.

In Figure 14-5, first the table REGIONS is analyzesing the ANALYZE command.

The keywords COMPUTE STATISTICS instruct Oraclatalyze the whole table, not
just a proportion of it. The following query shotimt there are four rows in the table.
Then there is a row inserted, but the statistie®hd been updated in real time:

the number of rows is incorrect, until the tablamalyzed again, this time with the
DBMS_STATS.GATHER_TABLE_STATS procedure. There abenerous arguments that
can be supplied to the GATHER_TABLE_STATS procedoreontrol what it does; this
is the simplest form of its use.
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ocplBg> analyze table vegions compute statistics;

Tahle analyzed.

ocplBg> select num_rows from wuser_tables where table_name='REGIONS’ ;
HUM_ROWS

ocplBg?} insert into regions values (929.'Africa’ »:

1 row created.

ocplBg> select num_rows from wuser_tabhles where table_name='REGIONS' ;
HUM_ROWS

ocplBg?} exec dbms_stats.gather_tahbhle_stats{('HR' ."REGIOHS’ >;
PL-2QL procedure successfully completed.

ocplBg?> select num_rows from user_tables where table_name='REGIONS’ ;

HUM_ROWS

ocplBg>
Figure 14-5Gathering statistics from the SQL*Plus prompt

Gathering statistics will improve performance, the actual gathering may

impose a strain on the database that will havetiagable effect on performance
while the analysis is in progress. This paradoxsdalation raises two questions. First,
how frequently should statistics be gathered? Taeerfrequently this is done, the
better performance may be—nbut if it is done moegdiently than necessary,
performance will suffer needlessly. Second, whapprtion of an object needs to be
analyzed to gain an accurate picture of it? Analgya huge table may be a long and
resource-intensive process; it may well be thalyamay a representative sample of
the object would be enough for the optimizer andildmot impose such a strain

on the database.

You can also manually gather statistics througrabDade Control. To analyze a
table, select Tables from the Schema section idtmeinistration window, choose
the table, and take the Gather Statistics optidhenActions drop-down box. You
will receive a warning stating that “Oracle reconmaie you to use automated tasks
to generate statistics regularly within maintenawgelows.” This is a strong hint
that Oracle Corporation believes you should autertta gathering of statistics,
rather than gathering them on an ad hoc basiselfiatabase was created with the
Database Configuration Assistant, or DBCA, autoosiatistics gathering will have
been configured, as a job managed by the Scheduler.

Alternatively, you can launch the Gather Statistigard by taking the Maintenance
tab from the database home page, and the GathestiSsdink in the Utilities

section. You will, however, receive the same wagnirhe wizard prompts you
through the process of setting the various optfons/hat and how to analyze, and
when to run the task. It finally shows you the gabare call that will be used.

139

-0 X



The example in Figure 14-6 shows the use of the GAH_SCHEMA_STATS
procedure, which will analyze all the objects bejog to one user. Taking the
arguments in turn,

* OWNNAME specifies the schema to be analyzed.

* ESTIMATE_PERCENT controls how much of the talilesnalyze. The setting
given instructs Oracle to make an intelligent gusshe amount needed for

a meaningful sample.

* GRANULARITY refers to how best to analyze objectssisting of a number of
subobjects, such as a table that is divided intbtjpes. The setting given lets
Oracle decide.

* BLOCK_SAMPLE determines whether the table shdddsampled by row

or by block. The default, by row, is more accutaié possibly more time
consuming.

» CASCADE controls whether to analyze any dependbjects, such as the
indexes of tables.

* DEGREE controls the number of parallel execusiervers to use for the task.
The setting given lets the optimizer decide onkibst number.

* METHOD_OPT controls for which columns to build bigtograms, and how
many buckets they should have. The setting givisnQeacle decide.

* OPTIONS determines which objects to analyze. §éteng given instructs Oracle
to analyze all objects that have no statistics,asd all objects where

Oracle considers the statistics to be out-of-date.

This example illustrates that you can delegatdetisions on what needs to be
analyzed, in what way, and to what depth to Oras#df. If a command such as the
one just described is run sufficiently frequenii\should ensure that the optimizer
always has the statistics it needs, without ovetning the database by gathering
statistics unnecessarily.

The remaining point to consider is how frequenplyun the command. The

automatic statistics gathering configured by thedABwill do this every weekday

night, and again at the weekend. To see the jalsleyou must connect to Database
Control as user SYS as SYSDBA. From the databaseIpage, take the Administration
tab, and then the Jobs link in the Scheduler setticee the page shown in Figure 14-7.
The GATHER_STATS_JOB shown in the figure will rénetprocedure DBMS _
STATS.GATHER_STATS_JOB_PROC. This is a procedueeigly designed for running
automatically through the Scheduler. It will anaythe whole database, using
automation options similar to those described &lier Figure 14-6, and in addition

it will analyze the objects that Oracle considerbé most in need of analysis first.

The schedule it will run on, the MAINTENANCE_WINDOWEROUP, instructs

the Scheduler to run the job every night and weekéuring the preconfigured
WEEKEND_WINDOW and WEEKNIGHT_WINDOW windows. Thehawill run with

a priority, controlling its use of system resourastermined by the AUTO_TASKS _
JOB_CLASS, which should ensure that it does notichpdversely on other users.

Full details of how the Scheduler can be configyreduding the use of Windows

and Job Classes) will be given in Chapter 36.
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Exercise 14-3: Automating Statistics Collection

Create a scheduled job to gather statistics o B&TTAB table. The job will carry out
a complete analysis of the table and its indexas,adéso develop histograms on the
columns used as index keys.

1. Connect to your database as user TESTUSER usirab8s¢ Control.

2. Take the Administration tab, then the Jobs linkhie Scheduler section to
reach the Scheduler Jobs window.

3. Click Create to reach the Create Job window. InGkeeral section, enter the
Name afAnalyze testtalh and leave everything else on default.

4.1n the Command section, replace the sample codethig:

begin

dbms_stats.gather_table_stats(

ownname=>TESTUSER’,

tabname=>'TESTTAB',

estimate_percent=>100,

cascade=>true,

method_opt=>'for all indexed columns size auto’);

end,

5. Take the Schedule link to reach the Schedule wind@ave everything on
default, to run the job once only right away, aetlimn to the Scheduler Jobs
window.

6. Take the Run History link, and you will see that jbb has succeeded.

7.1n your SQL*Plus session, set your NLS_DATE_FORM#d&ssion parameter
to show the full time and confirm that statisticsresindeed collected, as in
Figure 14-8.

8. Tidy up by connecting as user SYSTEM and droppmegRESTUSER schema.
SQL> drop user TESTUSER' cascade;

fon L WINDDWS -0l =

ocpl@og >
ocplBg> alter session zet nls_date_format="dd-mm—yy hh2d:mi:zs’;

Session altered.

ocplBg> select table_name.last_analyzed from dba_tables
2 where owner='TESTUSER’
3 union
4 select index_name.last_analy=zed from dba_indexes
5% where owner='TESTUSER’;

TABLE_NAME LAST_ANALYZED

D1 _ 1D B4-83-85 21:38:53

M1_ 1D B4-83-85% 21:38:53

TESTTAB B4-83-85% 21:38:52

ocplBg> _

4 3

Figure 14-8Verifying statistics collection
5.3 Performance Metrics

Oracle collects hundreds of performance metrices€rare accumulated as statistics
in memory and periodically flushed to the dataidiwary, from which they can be
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analyzed by various Advisors. The mechanism far &éimid a description of the
capabilities of the advisors appear in ChapteBl&.it is also possible to view the
performance metrics interactively: querying varidysamic performance views will
show you the real-time values of statistics, andising Database Control, you can
see them converted into more meaningful graphics.

Remember that in the Oracle environment a disbnas made between “statistics”
and “metrics.” A statistic is a raw figure, whictagnbe useless in itself. A metric is
a statistic converted into something meaningfut. &@mple, the number of disk
reads carried out by the instance is a statistitdbes not convey any performance
monitoring information, but the number of disk regur transaction or per second
is a useful metric.

5.4 Viewing Statistics with the Dynamic Performancé&/iews

There are more than three hundred dynamic perfarenaiews. You will often hear
them referred to as the “Vee dollar” views, becabsé& names are prefixed with “V$”.
In fact, the “Vee dollar” views are not views dt &hey are synonyms for views that are
prefixed with “V_$".

The dynamic performance views give access to agrhenal amount of information
about the instance, and (to a certain extent) abeutlatabase. The majority of the
views are populated with information from the imste, the remainder are populated
from the controlfile. All of them give real-timeformation. Dynamic performance
views that are populated from the instance, SUMBAHNSTANCE or VESYSSTAT, are
available at all times, even when the instance SOMOUNT mode. Dynamic
performance views that are populated from the otfile, such as VSDATABASE

or VSDATAFILE, cannot be queried unless the dataldass been mounted, which

is when the controlfile is read. By contrast, tiataddictionary views (prefixed DBA,
ALL, or USER) can only be queried after the databasicluding the data dictionary—
has been opened.

The dynamic performance views are created at gtanpdated during the lifetime

of the instance, and dropped at shutdown. This st they will contain values

that have been accumulated since startup timeuf glatabase has been open for

six months nonstop, they will have data built ugrthat period. After a shutdown/
startup, they will start from the beginning agaivhile the totals may be interesting,
they will not tell you anything about what happermleding certain defined periods,
when there may have been performance issues. iBaetson, it is generally true that
the dynamic performance views give you statistios,metrics. The conversion of these
statistics into metrics is a skilled and sometitn@&-consuming task, made much
easier by the self-tuning and monitoring capaksitof release Hof the database.

As an example of a dynamic performance view, yownoado better than V$SYSSTAT,
described here:

ocpl0g>descv$sysstat;

Name Null? Type

STATISTIC# NUMBER

NAME VARCHARZ2(64)

CLASS NUMBER
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VALUE NUMBER

STAT_ID NUMBER

This shows over three hundred statistics thatwmddmental to monitoring activity:
ocpl0g> select name, value from v$sysstat;
NAME VALUE

logons cumulative 356

logons current 34

opened cursors cumulative 154035

opened cursors current 5490

user commits 2502

user rollbacks 205

user calls 37574

recursive calls 6446648

recursivecpu usage 39263

session logical reads 4613746

session stored procedure space 0

<output truncated...>

Another critical view is V$SYSTEM_WAIT_CLASS, whicscummarizes the various
categories of problems that can cause sessiotise evhole database, to run slowly:
ocpl0g> select wait_class,time_waited from v$systeait_class

2 order by time_waited,

WAIT_CLASS TIME_WAITED

Network 32

Application 44

Configuration 1545

Concurrency 4825

Commit 5212

Other 10483

System 1/0 41787

User 1/0 102743

Idle 13087012

This query shows that the worst problems sincerstance started have been

“Idle” events. These are not problems: they areesvsuch as server processes waiting
to receive SQL statements from user processeswolst real problem is disk I/O
caused by user sessions, followed by disk 1/0 byirtktance itself.

5.5 Viewing Metrics with Database Control

The Database Control interface converts statihiesetrics. To reach the metrics display,
take the All Metrics link in the Related Links sect of the database home page. From
there, take the link for the area of interest aridl dbwn to the individual metric. For
example, in the preceding query you can see tlea¢ thave been 2502 commits by

user sessions. But this figure is since the ingtaves started; it says nothing about the
rate of activity. Figure 14-10 shows the metricelJSommits (per second): this gives
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more useful information, in this case, that acyiviais fallen off dramatically in the
last ten minutes.

6.0 Reacting to Performance Issues

In an ideal world, you would not react to perforroamssues; you would have anticipated
them before they occurred. In practice, thoughdathbase administrators rely to a
certain extent on real-time figures to identify Iplem areas. Database Control provides
an extremely simple interface to diagnose causesmdrmance problems. From the
database home page, take the Performance tabFagume 14-11. This will show a set
of five graphs, correlating activity against time:

» The run queue length, which indicates whethesthrger machine’s CPU

resources are being strained

* The paging rate, which will increase if the serngeshort of memory

» The count of database sessions waiting, and why

» The number of logins and transactions per second

» The number of physical reads and amount redorgeteby second

Of these, the first and last pairs are informatiug, it is the middle graph, of

sessions waiting, that is diagnostic. The waitiegsgons are grouped into color-coded
classes showing why the sessions are waiting.dfiiginre, the worst problems can
immediately be seen as user I/O and system I/Ongake link for any one class will
generate a graph breaking down the figure intoviddal wait events. For instance,
the user I/O wait class is divided into 1/O relatedable scans and I/O related to
index lookups.

Having identified the problem areas, the next gdp resolve them. For this, the
advisors described in the next chapter will beregassistance.

7.0 SUMMARY

Objects can become not valid. PL/SQL proceduradabjwill become INVALID if the
objects on which they depend are changed. Indekesegome UNUSABLE if the
tables they are based on undergo certain operatioegher case, you can ignore the
problem and the application may continue to functBut it may run with reduced
performance as objects are compiled dynamicallg,aanthe optimizer resorts to full
table scans rather than index lookups. It is atssible that the application will fail if
the procedural objects do not recompile succegsfoilif the indexes are needed to
enforce constraints. These damaged objects sheutikbtified and fixed before their
state impacts on end users.

When the optimizer develops execution plans, iesgheavily on statistics. Object
statistics give the optimizer the information ieds to determine the most efficient
way to execute a statement. You should gathesstatiregularly, either by invoking
the commands interactively or by using a scheduledFailure to do this will result
in performance degradation, as the optimizer degeéxecution plans that are not
appropriate to the current state of the data.

Oracle gathers hundreds of statistics. Interpretiege requires converting them

into metrics. A metric is a meaningful figure thalates statistics to each other, or to
time; metrics are what you need for tuning. Thednrads of dynamic performance
views accumulate statistics from the time the imstestarts; they are cleared on
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shutdown. Database Control can show these statsticverted into metrics, which
are the starting point for problem resolution amairig.

8.0 TURTOR MARKED ASSIGNMENT

1.If you create a table and a procedure that reteits &nd then change the
definition of the table, what will happen when ytoyito run the procedure?
(Choose the best answer.)

A. The procedure will recompile automatically and successfully.

B. The procedure will fail until you recompile it.

C. The procedure will run with reduced performancel you analyze

the table.

D. The procedure may or may not compile, dependinthemature

of the change.

2.1f a SELECT statement attempts to use an UNUSABidex, what will
happen? (Choose the best answer.)

A. The statement will fail.

B. The statement will succeed, but at reduced perfocma

C. The index will be rebuilt automatically if possible

D. It depends on the SKIP_UNUSABLE_INDEXES parameter.

3. You determine that an index is unusable, and deoidebuild it. Which of
the following statements, if any, are correct? (&wall that apply.)

A. The NOLOGGING and ONLINE keywords cannot be usegttioer when
rebuilding the index.

B. A rebuild may require double the disk space whils in progress.

C. If you do not use the ONLINE keyword during a rdduthe table will be
unavailable for SELECT and DML statements.

D. The NOLOGGING keyword applied to a rebuild mearst DML against
the index will not generate redo.

4.You can analyze an index with the ANALYZE INDEX camand, or with

the DBMS_STATS.GATHER_INDEX_STATS procedure. Whigbw will be
populated after this? (Choose the best answer.)

A. INDEX_STATS

B. DBA_INDEXES

C. DBA_IND_COLUMNS

D. DBA_INDEX_STATS

5. Object statistics are gathered and become outtef Wéhat will cause them to
be gathered again? (Choose two correct answers.)

A. The optimizer can be configured to gather stasstigtomatically when it
considers them out of date.

B. You can configure a Scheduler job to gather stesistutomatically.

C. You can always force the gathering of statisticaibipg the ANALYZE
command.

D. Applying the GATHER AUTO option to the DBMS_STATSAGHER _
DATABASE_STATS procedure will force collection disistics for all objects.
6. From where are dynamic performance views populaf€tidose all correct
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answers.)

A. The instance

B. The controlfile

C. The data dictionary

D. The Automatic Workload Repository

7.When you shut down an instance, what happens tmfitvenation in the
dynamic performance views? (Choose the best answer.

A. It is lost.

B. It is saved to the Automatic Workload Repositorythhy MMON process.
C. It is saved to the controlfile.

D. It depends on the method of shutdown: a crash &TEMOWN ABORT
will lose it; otherwise, it will be saved.

8.If a primary key index becomes unusable, what th#l effect be upon an
application that uses it? (Choose the best answer.)

A. SELECT will succeed, but perhaps at reduced pedan®.

B. DML commands will succeed, but perhaps at reduestbpnance.

C. The primary key constraint can no longer be enfiirce

D. All of the above.
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1.0 INTRODUCTION

In any multiuser database application it is inddgahat, eventually, two users will

wish to work on the same row at the same time. iBhéslogical impossibility, and the
database must ensure that it is a physical impdissili he principle of transaction
isolation—thel of the ACID test—requires that the database guaestitat one
session cannot see or be affected by another s&sgi@nsaction until the transaction
has completed. To accomplish this, the databasésetialize concurrent access to
data; it must ensure that even though multipleises$ave requested access to the
same rows, they actually queue up and take turns.

Serialization of concurrent access is accomplighececord and table locking
mechanisms. Locking in an Oracle database is cdatplautomatic. Generally
speaking, problems only arise if software triesiterfere with the automatic locking

mechanism, or if programmers write poor code.

2.0 OBJECTIVES

In this unit you will learn how to

* Detect and resolve lock conflicts
» Manage deadlocks
* Describe the relationship between transactionsl@acks

* Explain lock modes within the Oracle Databasg 10

3.0 Shared and Exclusive Locks

The standard level of locking in an Oracle datalmasgantees the highest possible
level of concurrency. This means that if a sessarpdating one row, the one row is
locked, and nothing else. Furthermore, the rowdked only to prevent other sessions
from updating it; other sessions can read it attang. The lock is held until the
transaction completes, either with a COMMIT or alR®ACK. This is an “exclusive”
lock: the first session to request the lock onrtive gets it, and any other sessions
requesting write access must wait. Read accessnsifed, though if the row has

been updated by the locking session, as will uglwithe case, then any reads will
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involve the use of undo data to make sure thatimgasgkssions do not see any
uncommitted changes.

Only one session can take an exclusive lock oma@oa whole table, at a time,

but “shared” locks can be taken on the same objeatany sessions. It would not
make any sense to take a shared lock on one r@aube the only purpose of a row
lock is to gain the exclusive access needed to fnda row. Shared locks are taken
on whole tables, and many sessions can have addloakeon the same table. The
purpose of taking a shared lock on a table is ¢vgmt another session from acquiring
an exclusive lock on the table: you cannot getatusive lock if anyone else already
has a shared lock. Exclusive locks on tables apeined to execute DDL statements.
You cannot issue a statement that will modify aject(for instance, dropping a
column of a table) if any other session alreadyahglsared lock on the table.

To execute DML on rows, a session must acquireuska locks on the rows to

be changed, and shared locks on the tables camgetimé rows. If another session
already has exclusive locks on the rows, the sesgilbhang until the locks are
released by a COMMIT or a ROLLBACK. If another seasalready has a shared lock
on the table and exclusive locks on other rowg,ithaot a problem. An exclusive
lock on the table would be, but the default lockmgchanism does not lock whole

tables unless this is necessary for DDL statements.

4.0 DML and DDL Locks
All DML statements require at least two locks: awlasive lock on each row affected,

and a shared lock on the table containing the Tdw. exclusive lock prevents another
session from interfering with the row, and the elddock prevents another session
from changing the table definition with a DDL statent. These locks are requested
automatically. If a DML statement cannot acquire éxclusive row locks it needs,
then it will hang until it gets them.

To execute DDL commands requires an exclusive docthe object concerned.

This cannot be obtained until all DML transacti@agginst the table have finished,
thereby releasing both their exclusive row lockd #eir shared table locks. The

exclusive lock required by any DDL statement isuessjed automatically, but if it
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cannot be obtained—typically, because another@esdieady has the shared lock
granted for DML—then the statement will terminatéwvan error immediately.
Exercise 17-1: Automatic and Manual Locking

Demonstrate the effect of automatic shared andisix@ locks, using DML and DDL
commands.

1. Connect to your database with SQL*Plus as user &K&T

2.Create a table, and insert a row into it.

ocpl0g> create table t1(c1 number);

Table created.

ocpl0g> insert into t1 values(1);

1 row created.

ocpl0g> commit;

Commit complete.

3. Open a second session, again connecting with SQE*3 user SYSTEM.
4.1n session 1, issue a DML command that will takextiusive lock on the
row and a shared lock on the table.

ocpl0g> update t1 set c1=2 where c1=1;

1 row updated.

5.1n session 2, issue a DDL statement against the.tab

ocplOg> alter table t1 add (c2 date);

alter table t1 add (c2 date)

*

ERROR at line 1:

ORA-00054: resource busy and acquire with NOWAI&csfed

The attempt to add a column to the table failsabse the exclusive table
lock necessary for a DDL statement conflicts wite shared lock already
granted for a DML statement. Note that whereas d_BtMtement will wait
and continually retry until it gets its lock (inhar words, it hangs), DDL
statements terminate immediately with an error.

6. In session 1, commit the transaction.

ocpl0g> commit;
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Commit complete.

7.1n session 2, repeat Step 5. This time it will @attbecause there are no
shared DML locks blocking the exclusive DDL lock.

8.In session 1, lock the whole table.

ocpl0g> lock table t1 in exclusive mode;

Table(s) Locked.

9.1n session 2, insert a row. The session will hang.

ocpl0g> insert into t1 values (1,sysdate);

10.In session 1, release the table lock by issuin@M®IT. Note that a
ROLLBACK would do just as well.

ocpl0g> commit;

Commit complete.

11.Session 2 will now be released, and the insertamithplete; issue a COMMIT
to terminate the transaction and release the ralusixe lock.

12.Leave both sessions open; they will be used im &atercises.

5.0 The Enqueue Mechanism

Requests for locks are queued. If a session regjadetk and cannot get it because
another session already has the row or object thdke session will wait. It may be
that several sessions are waiting for access teaime row or object; in that case,
Oracle will keep track of the order in which thesiens requested the lock. When the
session with the lock releases it, the next sessgilbive granted it, and so on. This is
known as the “enqueue” mechanism.

If you do not want a session to queue up if it carget a lock, the only way to

avoid this is to use the WAIT or NOWAIT clause bétSELECT...FOR UPDATE
command. A normal SELECT will always succeed, beedbELECT does not require
any locks, but a DML statement will hang. The SEIEG-OR UPDATE command will
select rows and lock them in exclusive mode. If ahthe rows are locked already, the
SELECT...FOR UPDATE statement will be queued amdsession will hang until the
locks are released, just as a DML statement wdlddavoid sessions hanging, use
either SELECT...FOR UPDATE NOWAIT or SELECT...FORPDATE WAIT <n>, where
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<n> is a number of seconds. Having obtained thiesl@gth either of the SELECT...
FOR UPDATE options, you can then issue the DML c@nds with no possibility
of the session hangiriy.

Exercise 17-2: The SELECT...FOR UPDATE Command

Use the SELECT...FOR UPDATE command to control enguwaits.

1. In your first SQL*Plus session, select and locknabie rows in the T1 table.
ocpl0g> select * from t1 for update;

cic2

1 09-FEB-05

2.1In your second session, attempt to lock the rowsube the NOWAIT
keyword to terminate the statement immediateliéf iocks cannot be
obtained.

ocpl0g> select * from t1 for update nowait;

select * from t1 for update nowait

*

ERROR at line 1:

ORA-00054: resource busy and acquire with NOWAI&csfed

The statement fails immediately, and the sessiarcoatinue.

3.In your second session, try to lock the rows againspecify a time-out of ten
seconds.

ocpl0g> select * from t1 for update wait 10;

select * from t1 for update wait 10

*

ERROR at line 1:

ORA-30006: resource busy; acquire with WAIT timeexpired

The session hangs for ten seconds before the statéails and the session

is freed.

4. Repeat Step 3, but before the ten seconds expue s COMMIT in your first

session. Session 2 will then continue.
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ocpl0g> select * from t1 for update wait 10;
cic2

1 09-FEB-05
5. Release the locks obtained by session 2 by issu@@MMIT.

6.0 Lock Contention

When a session requests a lock on a row or objectannot get it because another

session has an exclusive lock on the row or objeai]l hang. This is lock contention,
and it can cause the database performance toaeaterappallingly as all the sessions
gueue up waiting for locks. Some lock contentioryina inevitable, as a result of
normal activity: the nature of the application nieeysuch that different users will
require access to the same data. But in many das&s;ontention is caused by
program and system design.

The Oracle database provides utilities for detgdixck contention, and it is also
possible to solve the problem in an emergency.e&Xigp case of lock contention is the

“deadlock,” which is always resolved automaticdllythe database itself.

6.1 The Causes of Lock Contention

It may be that the nature of the business is dughusers do require write access to
the same rows at the same time. If this is a Ingifactor in performance of the
system, the only solution is business process gaiearing, to develop a more
efficient business model. But although some locking necessary part of business
data processing, there are some faults in appicaesign that can exacerbate the
problem.

Long-running transactions will cause problems. Arious case is where a user
updates a row and then does not commit the ch&®gbaps s/he even goes off to
lunch, leaving the transaction unfinished. You aarstop this from happening if
users have access to the database with tools su®Qla*Plus, but it should never

occur with well-written software. The applicatidmosild take care that a lock is only
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imposed just before an update occurs, and relgasgda COMMIT or ROLLBACK)
immediately afterward.

Poorly written batch processes can also causeglif they are coded as long
transactions. Consider the case of an accountiitg sominal ledger: it is a logical
impossibility in accountancy terms for the ledgebg partly in one period and partly
in another, so the end-of-month rollover to thetrperiod is one business transaction.
This transaction may involve updating millions ofus in thousands of tables and
take hours to complete. If the rollover routinedsled as one transaction with a
COMMIT at the end, millions of rows will be lockddr hours, but in accountancy
terms, this is what should happen. Good prograngdegould avoid the problem

by updating the rows in groups, with regular conspiut the programmers will also
have to take care of simulating read consistenoysadransactions and handling the
situation where the process fails part way throuighwere one transaction, this
wouldn’t be a problem: the database would rolkitk If it is many small transactions,
they will have to manage a ledger that is halfne period and half in another. These
considerations should not be a problem: your progrars should bear in mind that
long transactions impact on the usability of thetesn, and design their systems
accordingly.

Third-party user process products may impose exadgsigh locking levels. For
example, some application development tools alwiaya SELECT...FOR UPDATE to
avoid the necessity of re-querying the data andléhg for changes. Some other
products cannot do row-level locking: if a user a0 update one row, the tool locks

a group of rows—perhaps dozens or even hundregsutfapplication software is

written with tools such as these, the Oracle daball simply do what it is told to
do: it will impose numerous locks that are unneagss business terms. If you
suspect that the software is applying more locks thecessary, investigate whether
it has configuration options to change this behavio

Finally, make sure your programmers are awareet#pabilities of the database.
A common problem is repeatable reads. Consideettample:

ocpl0g> select * from regions;
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REGION_ID REGION_NAME

1 Europe

2 Americas

3 Asia

4 Middle East and Africa

ocpl0g> select count(*) from regions;
COUNT(*)

How can this be possible? The first query (theitlegport) shows four rows, and
then the second query (the summary report) shoxes Tihe problem is that during
the course of the first query, another sessionriedeand committed the fifth row.
One way out of this would be to lock the tableslevhinning the reports, thus
causing other sessions to hang. A more sophistica#s would be to use the SET
TRANSACTION READ ONLY statement. This will guaraetéwithout imposing any
locks) that the session does not see any DML ortabigs, committed or not, until it
terminates the read-only transaction with a COMMITROLLBACK. The mechanism

is based on use of undo segments and is the sathatased for Flashback Query.

6.2 Detecting Lock Contention

To reach the Database Control lock manager, tak@#nformance tab from the
database home page, and then the Database Lokks tire Additional Monitoring
Links section. Figure 17-1 shows the Database Latkdow, with Blocking Locks
selected. There may be any number of locks witiendatabase, but it is usually only
the locks that are causing sessions to hang teaifanterest. These are known as
blockindocks.

In the figure, there is one problem. Session nuriB8&¢ logged on as user HR, is
holding an exclusive lock on one or more rows eftéible HR.REGIONS. This session

is not hanging; it is operating normally. But sesshumber 162, logged on as user
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SYSTEM, is blocked; it is waiting for an exclusilek on one or more of the rows
locked by session 138. Session 162 is hangingsatrtbment, and it will continue to
hang until session 138 releases its locks by teatimg its transaction with a COMMIT
or a ROLLBACK.

6.3 Resolving Lock Contention

Lock contention is a natural consequence of maeysusccessing the same data
concurrently. The problem can be exacerbated blylol$igned software, but in
principle lock contention is part of normal databastivity. It is therefore not
possible for the DBA to resolve it completely; sé@n only identify that it is a
problem, and suggest to system and applicatiorgders that they bear in mind the
impact of lock contention when designing data $tme&s and programs.

In an emergency, however, it is possible for theAD® solve the problem by
terminating the session, or sessions, that ararfgptdo many locks for too long.
When a session is terminated forcibly, any locksltls will be released as its active
transaction is rolled back. The blocked sessiotigén become free and can
continue.

To terminate a session, use either Database Canttbé ALTER SYSTEM KILL
SESSION command. In the preceding example, if yexidid that the HR session is
holding its lock for an absurd period of time, ywwauld select the radio button for
the session and click the KILL SESSION button. HiR&hsaction will be rolled back,
and SYSTEM's session will then be able to takeldlo&(s) it requires and continue

working.
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Figure 17-1Showing locks with Database Control

Exercise 17-3: Detecting and Resolving Lock Conteion

Use Database Control to detect a locking problerd,rasolve it with SQL*Plus.
1. Using your first session, lock all the rows in fietable.

ocpl0g> select * from t1 for update;

cic2

1 09-FEB-05

2.In your second session, attempt to update a row.

ocpl0g> update t1 set c2=sysdate where c1=2;

The session will hang.

3. Connect to your database as user SYSTEM with DagaGantrol.

4. Navigate to the Database Locks window by takingRBgormance tab from
the database home page and then the Databasellrdcksthe Additional
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Monitoring Links section.

5. Observe that the second session is shown as wéotimgn EXCLUSIVE lock.
This will be the hanging session. The first sesssahe one holding the lock
that is causing the problem.

6. Note the Session ID and Session Serial Numbereoblibcking session—138
and 6 in the example in Figure 17-1.

7. Launch a third SQL*Plus session and connect asSig&8TEM.

8. In your third session, issue this command, sulistguwour blocking
session’s session and serial number:

ocplOg> alter system kill session '138,6';

System altered.

9. Note that in your second session, the update hasuooceeded.

10.In your first session, issue any statement yousgleygou will get the message
“ORA-00028: your session has been killed,” indiegtthat you have been

forcibly disconnected.

7.0 Deadlocks

It is possible to construct a scenario where tvasisas block each other in such

a fashion that both will hang, each waiting for dtker to release its lock. This is
known as aleadlockDeadlocks are not the DBA'’s problem; they are cdusebad
program design and are resolved automatically bydttabase itself. Information
regarding deadlocks is written out to the alert loih full details in a trace file; as
part of your daily monitoring, you will pick up treccurrence of deadlocks and
inform your developers that they are happening.

If a deadlock occurs, both sessions will hang,dmly for a brief moment. One of
the sessions will detect the deadlock within sespadd it will roll back the
statement that caused the problem. This will freéhe other session, returning the
message “ORA-00060: Deadlock detected.” This messagst be trapped by your
programmers in their exceptions clauses, which Ishtalke appropriate action.

It must be emphasized that deadlocks are a prodesimgn fault. They occur

because the code attempts to do something thagisally impossible. Well-written
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code will always request locks in a sequence thahot cause deadlocks to occur, or

will test whether incompatible locks already existore requesting them.

Exercise 17-4: Automatic Deadlock Resolution

Using the first and second sessions you have apemrevious exercises, force a
deadlock, and observe the reporting through trdes f

1. In your first session, lock a row with an updatgement.

ocplOg> update t1 set c2=sysdate where c1=1;

1 row updated.

2.In your second session, lock the other row.

ocpl0g> update t1 set c2=sysdate where c1=2;

1 row updated.

3. In your first session, request a lock on the rowady locked by the second
session, by issuing the statement in Step 2. Tés&@ewill hang.

4.1n your second session, issue the statement inlStepcomplete the
construction of the deadlock by requesting a latckh® row already locked
by your first session.

5. Within a second or two, your first session will cofree with an ORA-00060
message.

ocpl0g> update t1 set c2=sysdate where c1=2;

update t1 set c2=sysdate where c1=2

*

ERROR at line 1:

ORA-00060: deadlock detected while waiting for rese

Note that the other session is still hanging.

6. Open your alert log with any editor you please @arber, it is located in
the directory specified by the BACKGROUND_DUMP_DE®B§tance
parameter, and named alert_<instance name>.logjifdesntry

will resemble this:

Mon Feb 14 09:27:03 2005

ORA-00060: Deadlock detected. More info in file
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/oracle/product/10.1.0/admin/ocp10g/udump/ocplOg 420.trc.

7. Open the trace file listed. Note that it is in theectory specified by the
USER_DUMP_DEST instance parameter. It will inclugf®rmation such as
**% 2005-02-14 09:27:03.242

*** ACTION NAME:() 2005-02-14 09:27:03.212

*** MODULE NAME:(SQL*Plus) 2005-02-14 09:27:03.212

*** SERVICE NAME:(SYS$USERS) 2005-02-14 09:27:0321

*** SESSION 1D:(133.26) 2005-02-14 09:27:03.212

DEADLOCK DETECTED

Current SQL statement for this session:

update t1 set c2=sysdate where c1=2

The following deadlock is not an ORACLE error.dta

deadlock due to user error in the design of aniegupbn

or from issuing incorrect ad-hoc SQL. The following

information may aid in determining the deadlock:

8. Interpret the deadlock information: it gives thatsiment that caused the
problem, as well as information on which prograndoie caused the problem.
In particular, note the phrase “The following desdl is not an ORACLE error.
It is a deadlock due to user error in the desigarmépplication or from

issuing incorrect ad-hoc SQL.” This places the oasybility squarely on the
programmers, which is where it belongs.

9. Tidy up: issue a commit in all sessions, and dheptable.

8.0 SUMMARY
Locking is implemented by the enqueue mechanisnchwthacks what locks have

been requested, and the order in which they wepgested. Sessions will hang while
waiting for an enqueue.

Row and table locking can be completely automatithe Oracle environment. The
default level of locking delivers the highest pbssilevel of concurrency: individual

rows are locked exclusively, which is necessaryfamsaction integrity, and tables are
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only ever locked in shared mode, in order to pratee structure of the objects being
manipulated. Programmers can impose higher lefdtxking if they wish; whole
tables can be locked indefinitely.

9.0 TURTOR MARKED ASSIGNMENT

1. Which of the following commands will impose one (pore) exclusive row

lock(s)? (Choose all that apply.)

A. ALTER TABLE EMP ADD COLUMN DOB(DATE);

B. UPDATE EMP SET SAL=SAL*1.1;

C. UPDATE EMP SET SAL=SAL*1.1 WHERE EMPNO=7839;

D. SELECT * FROM EMP WHERE EMPNO=7839 FOR UPDATE;

E. DROP TABLE EMP;

F. CREATE INDEX ENAME_IDX ON EMP(ENAME);

2. Study the following sequence:

ocplO0g> select * from emp where empno=7839 for tepdawait;

select * from emp where empno=7839 for update nowai

*

ERROR at line 1:

ORA-00054: resource busy and acquire with NOWAI&csfed

What best describes the situation? (Choose theabsster.)

A. The row for employee number 7839 is already loakedusively, and your
session will hang until the lock is released.

B. The NOWAIT keyword cannot be combined with an UPEAT

C. Another session has an exclusive lock either omahefor employee 7839
or on the whole EMP table.

D. There is already a shared lock on the row for egg#c/839, which is
incompatible with the share mode lock required By BSCT...FOR UPDATE.
3. If several sessions request an exclusive lock erséme row, what will
happen? (Choose the best answer.)

A. The first session to request the lock will get adesive lock; the others

will be granted shared locks.
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B. The first session will get an exclusive lock. Wihiereleases the lock, an
exclusive lock will be granted randomly to one lué bther sessions.

C. Oracle will keep track of the order in which eaelsson requested the
exclusive lock, and pass it on as sessions retbadeck.

D. A session cannot request an exclusive lock on aframother session
already has an exclusive lock on it.

4. Which of the following statements is correct regagddeadlocks? (Choose
the best answer.)

A. Deadlocks cannot happen in an Oracle databaseatbgyrevented
automatically.

B. Deadlocks can happen in an Oracle database, buatkeesolved
automatically.

C. If a deadlock occurs, it is the programmer’s resgalfity to resolve it, not
the DBA's.

D. A deadlock can be resolved by killing the sesstbas locked each other.

5.1f a session issues a single-row UPDATE commandhamg)s because the row
concerned is locked by another session, for hog leill it hang? (Choose

the best answer.)

A. It will not hang at all if the NOWAIT keyword wagscified.

B. It will hang until the locking session terminatéstransaction, unless

WAIT <n> was specified, where <n> is a number alos®ls.

C. It will hang until the locking session releasedatsk by issuing another

DML statement.

D. It will not hang; it will take a shared lock andntimue to work by using

undo data.

E. None of the above is correct.
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1.0 INTRODUCTION

Locksare mechanisms that prevent destructive interati@ween transactions accessing the
sameresource—either user objects such as tables and rows temysbjects not visible to
users, such as shared data structures in memoryadadiictionary rows.

In all cases, Oracle Database automatically obta@eessary locks when executing SQL
statements, so users need not be concerned whidetails. Oracle Database automatically uses
the lowest applicable level of restrictivenessrovide the highest degree of data concurrency
yet also provide fail-safe data integrity. Oraclat&base also allows the user to lock data
manually.

2.0 OBJECTIVES

In this unit you will learn how to
-Define Transactions and Data Concurrency
-Understand Locking and deadlock

-Detect deadlock

3.0 Transactions and Data Concurrency

Oracle Database provides data concurrency andritytégtween transactions using its locking
mechanisms. Because the locking mechanisms of ©athbase are tied closely to transaction
control, application designers need only definageztions properly, and Oracle Database
automatically manages locking.

Keep in mind that Oracle Database locking is fallyomatic and requires no user action.
Implicit locking occurs for all SQL statements baittdatabase users never need to lock any
resource explicitly. The Oracle Database defagkilty mechanisms lock data at the lowest
level of restrictiveness to guarantee data integvltile allowing the highest degree of data
concurrency.

3.1 Modes of Locking

Oracle Database uses two modes of locking in aiuselt database:

- Exclusive lock mode prevents the associated resdunm being shared. This lock mode
is obtained to modify data. The first transactiomock a resource exclusively is the only
transaction that can alter the resource until #odusive lock is released.

« Share lock mode allows the associated resource shéred, depending on the operations
involved. Multiple users reading data can sharedtita, holding share locks to prevent
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concurrent access by a writer (who needs an exellsck). Several transactions can
acquire share locks on the same resource.

3.2 Lock Duration

All locks acquired by statements within a transactire held for the duration of the transaction,
preventing destructive interference including dmegds, lost updates, and destructive DDL
operations from concurrent transactions. The cheingele by the SQL statements of one
transaction become visible only to other transactithat stagfter the first transaction is
committed.

Oracle Database releases all locks acquired bgt#tements within a transaction when you
either commit or undo the transaction. Oracle Dadalalso releases locks acquired after a
savepoint when rolling back to the savepoint. Haevewnly transactions not waiting for the
previously locked resources can acquire locks emtiw available resources. Waiting
transactions will continue to wait until after theginal transaction commits or rolls back
completely.

3.3 Data Lock Conversion Versus Lock Escalation

A transaction holds exclusive row locks for all imserted, updated, or deleted within the
transaction. Because row locks are acquired dtitfteest degree of restrictiveness, no lock
conversion is required or performed.

Oracle Database automatically converts a table ébddwer restrictiveness to one of higher
restrictiveness as appropriate. For example, assiigma transaction uses aSELECT statement
with the FOR UPDATE clause to lock rows of a tal#{e.a result, it acquires the exclusive row
locks and a row share table lock for the tablé¢hdftransaction later updates one or more of the
locked rows, the row share table lock is automHlyicanverted to a row exclusive table lock.

Lock escalationoccurs when numerous locks are held at one Iégrlamularity (for example,
rows) and a database raises the locks to a highek df granularity (for example, table). For
example, if a single user locks many rows in agatbme databases automatically escalate the
user's row locks to a single table. The numbeocks is reduced, but the restrictiveness of what
is being locked is increased.

Oracle Database never escalates lodksck escalation greatly increases the likelihobd o
deadlocks. Imagine the situation where the sysgatmying to escalate locks on behalf of
transaction T1 but cannot because of the locks Ihyeldansaction T2. A deadlock is created if
transaction T2 also requires lock escalation ofstirae data before it can proceed.

4.0 Deadlocks

A deadlockcan occur when two or more users are waiting &a dbcked by each other.
Deadlocks prevent some transactions from contintarwgork. Figure 13-3s a hypothetical
illustration of two transactions in a deadlock.
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In Figure 13-3no problem exists at time point A, as each treti@a has a row lock on the row
it attempts to update. Each transaction proceett®uti being terminated. However, each tries
next to update the row currently held by the otremsaction. Therefore, a deadlock results at
time point B, because neither transaction can olites resource it must proceed or terminate. It
is a deadlock because no matter how long eacheitios waits, the conflicting locks are held.

Figure 13-3 Two Transactions in a Deadlock

Transaction 1 (T1) Time Transaction 2 (T2)
-~ “n f" ™
UFDATE emp A UFDATE emp
SET £al = sal+*l.1 SET mar = 1342
WHERE empno = 1000; WHERE empno = 2000;
e — e _—
o~ Sy o~ "y
UFDATE emp B UFDATE emp
3ET =al = mal*l.l SET mgr = 1342
WHEEE empnos = 2000; WHEEE empno = 1000;
e — e —
—
QORA=000&0: c
deadlock detected while
waiting for rescurce

-

Description of "Figure 13-3 Two Transactions in ealdlock"

4.1Deadlock Detection

Oracle Database automatically detects deadloc&tgius and resolves them by rolling back one
of the statements involved in the deadlock, therelgasing one set of the conflicting row locks.
A corresponding message also is returned to theddion that undergoes statement-level
rollback. The statement rolled back is the onergilg to the transaction that detects the
deadlock. Usually, the signalled transaction shaldolled back explicitly, but it can retry the
rolled-back statement after waiting.

Note:
In distributed transactions, local deadlocks ateated by analyzing wait data, and global

deadlocks are detected by a time out. Once detawbedistributed and distributed deadlocks are
handled by the database and application in the seaye

Deadlocks most often occur when transactions elglmverride the default locking of Oracle
Database. Because Oracle Database itself doeskedoalation and does not use read locks for
gueries, but does use row-level locking (rathen tbage-level locking), deadlocks occur
infrequently in Oracle Database.
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4.2 Avoid Deadlocks

Multitable deadlocks can usually be avoided if si@tions accessing the same tables lock those
tables in the same order, either through impliciexplicit locks. For example, all application
developers might follow the rule that when bothaster and detail table are updated, the master
table is locked first and then the detail tablesu€h rules are properly designed and then
followed in all applications, deadlocks are veryikely to occur.

When you know you will require a sequence of lofdesone transaction, consider acquiring the
most exclusive (least compatible) lock first.

5.0Types of Locks

Oracle Database automatically uses different tgbéscks to control concurrent access to data
and to prevent destructive interaction betweensug@racle Database automatically locks a
resource on behalf of a transaction to preventrdthasactions from doing something also
requiring exclusive access to the same resourczldidk is released automatically when some
event occurs so that the transaction no longerinesjthe resource.

Throughout its operation, Oracle Database automitiacquires different types of locks at
different levels of restrictiveness depending anréssource being locked and the operation being
performed.

Oracle Database locks fall into one of three gdreat@gories shown in Table 13-4

Table 13-4 Types of Locks
Lock Description

DML locks (data DML locks protect data. For example, table locksklentire tables, row
locks) locks lock selected rows.

DDL locks DDL locks protect the structure of schema objects—ekample, the
(dictionary locks) | definitions of tables and views.

Internal locks and | Internal locks and latches protect internal datalsasictures such as
latches datafiles. Internal locks and latches are entieelfomatic.

The following sections discuss DML locks, DDL lo¢ksd internal locks.

5.1 DML Locks

The purpose of a DML lock (data lock) is to guaesnthe integrity of data being accessed
concurrently by multiple users. DML locks prevesstiuctive interference of simultaneous
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conflicting DML or DDL operations. DML statementstamatically acquire both table-level
locks and row-level locks.

Note:
The acronym in parentheses after each type ofdotdck mode is the abbreviation used in the

Locks Monitor of Enterprise Manager. Enterprise lsiger might display TM for any table lock,
rather than indicate the mode of table lock (Sl&R& or SRX).

5.2 Row Locks (TX)

Row-level locks are primarily used to prevent tmamsactions from modifying the same row.
When a transaction must modify a row, a row loc&dgquired.

There is no limit to the number of row locks heldabstatement or transaction, and Oracle
Database does not escalate locks from the row texaekcoarser granularity. Row locking
provides the finest grain locking possible and suvjgles the best possible concurrency and
throughput.

The combination of multiversion concurrency conantl row-level locking means that users
contend for data only when accessing the same spesifically:

« Readers of data do not wait for writers of the satta rows.

« Writers of data do not wait for readers of the sal@@ rows
unless SELECT ... FOR UPDATE is used, which spedlify requests a lock for the
reader.

« Writers only wait for other writers if they attemjot update the same rows at the same
time.

Note:
Readers of data may have to wait for writers ofsti@e data blocks in some very special cases

of pending distributed transactions.

A transaction acquires an exclusive row lock farteimdividual row modified by one of the
following statements: INSERT, UPDATE, DELETE, an8LECT with
the FOR UPDATEclause.

A modified row isalwayslocked exclusively so that other transactions canmodify the row
until the transaction holding the lock is committedolled back. However, if the transaction
dies due to instance failure, block-level recovaigkes a row available before the entire
transaction is recovered. Row locks are always isedjautomatically by Oracle Database as a
result of the statements listed previously.

If a transaction obtains a row lock for a row, tfensaction also acquires a table lock for the

corresponding table. The table lock prevents catirfly DDL operations that would override
data changes in a current transaction.
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5.3 Table Locks (TM)

Table-level locks are primarily used to do concuegecontrol with concurrent DDL operations,
such as preventing a table from being droppedamitddle of a DML operation. When a DDL
or DML statement is on a table, a table lock isuaregl. Table locks do not affect concurrency of
DML operations. For partitioned tables, table locks be acquired at both the table and the
subpartition level.

A transaction acquires a table lock when a tabieadified in the following DML

statements: INSERT, UPDATE, DELETE, SELECT with #@R UPDATE clause,

and LOCKTABLE. These DML operations require taldels for two purposes: to reserve DML
access to the table on behalf of a transactiort@pdevent DDL operations that would conflict
with the transaction. Any table lock prevents thguasition of an exclusive DDL lock on the
same table and thereby prevents DDL operationgéaaire such locks. For example, a table
cannot be altered or dropped if an uncommittedsaration holds a table lock for it.

A table lock can be held in any of several mode#. share (RS), row exclusive (RX), share (S),
share row exclusive (SRX), and exclusive (X). Tégtnictiveness of a table lock's mode
determines the modes in which other table lockéhersame table can be obtained and held.

Table 13-5shows the table lock modes that statements acquieelast five columns of the table
show operations that the table locks permit (Y) prahibit (N).

Table 13-5 Summary of Table Locks

Table Lock

SQL Statement Mode RS/ RX S SRX X
SELECT...FROMable.. none Y Y YY Y
INSERT INTOtable... RX Y Y NN N
UPDATE table... RX Y* Y* NN N
DELETE FROMtable... RX Y* Y* NN N
SELECT ... FROMable FOR UPDATE OF ... RX Y*Y* N N N
LOCK TABLE tableIN ROW SHARE MODE RS Y Y YY N
LOCK TABLE tableIN ROW EXCLUSIVE MODE RX Y Y NN N
LOCK TABLE table IN SHARE MODE S Y N YN N
LOCK TABLE tableIN SHARE ROW EXCLUSIVE SRX Y N NN N
MODE

LOCK TABLE table IN EXCLUSIVE MODE X N N NN N
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RS: row share

RX: row exclusive

S: share

SRX: share row exclusive

X: exclusive

*Yes, if no conflicting row locks are held by anetttransaction. Otherwise, waits occur.

The following sections explain each mode of tabtk] from least restrictive to most restrictive.

They also describe the actions that cause theattéios to acquire a table lock in that mode and
which actions are permitted and prohibited in otmh@mnsactions by a lock in that mode.

5.3.1Row Share Table Locks (RS)

A row share table lock (also sometimes calledilashare table lock, Spindicates that the
transaction holding the lock on the table has Idakevs in the table and intends to update them.
A row share table lock is automatically acquireddtable when the following SQL statement is
run:

LOCK TABLE tableIN ROW SHARE MODE;

A row share table lock is the least restrictive mofltable lock, offering the highest degree of
concurrency for a table.

Permitted OperationsA row share table lock held by a transaction al@ther transactions to
query, insert, update, delete, or lock rows corenily in the same table. Therefore, other
transactions can obtain simultaneous row sharees@lusive, share, and share row exclusive
table locks for the same table.

Prohibited OperationsA row share table lock held by a transaction pnévether transactions
from exclusive write access to the same table usithg the following statement:

LOCK TABLE tableIN EXCLUSIVE MODE;

5.3.2 Row Exclusive Table Locks (RX)

A row exclusive table lock (also calledsabexclusive table lock, SXgenerally indicates that
the transaction holding the lock has made one aempdates to rows in the table or

issued SELECT ... FOR UPDATE. A row exclusive tdblek is acquired automatically for
atable modified by the following types of statements:
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SELECT ... FROMable... FOR UPDATE OF ..

INSERT INTOtable.. ;

UPDATE table.. ;

DELETE FROMtable.. ;

LOCK TABLE tableIN ROW EXCLUSIVE MODE;

A row exclusive table lock is slightly more restive than a row share table lock.

Permitted OperationsA row exclusive table lock held by a transactitioves other transactions
to query, insert, update, delete, or lock rows comntly in the same table. Therefore, row
exclusive table locks allow multiple transactioabtain simultaneous row exclusive and row
share table locks for the same table.

Prohibited OperationsA row exclusive table lock held by a transactioevents other
transactions from manually locking the table foclagive reading or writing. Therefore, other
transactions cannot concurrently lock the tablegitiie following statements:

LOCK TABLE tableIN SHARE MODE;

LOCK TABLE tableIN SHARE ROW EXCLUSIVE MODE;

LOCK TABLE tableIN EXCLUSIVE MODE;

5.3.4 Share Table Locks (S)

A share table lock is acquired automatically fatdible specified in the following statement:
LOCK TABLE tableIN SHARE MODE;

Permitted OperationsA share table lock held by a transaction alloweebtransactions only to
query the table (without using SELECT ... FOR UPEADr to

run LOCKTABLE ... IN SHARE MODE statements succedlgf No updates are allowed by
other transactions. Multiple transactions can Isbiare table locks for the same table
concurrently. In this case, no transaction can teptte table. Therefore, a transaction that has a
share table lock can update the table only if imeiotransactions also have a share table lock on

the same table.

Prohibited OperationsA share table lock held by a transaction prevetitsr transactions from
modifying the same table and from executing thiowahg statements:

LOCK TABLE tableIN SHARE ROW EXCLUSIVE MODE;
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LOCK TABLE tableIN EXCLUSIVE MODE;

LOCK TABLE tableIN ROW EXCLUSIVE MODE;

5.3.5 Share Row Exclusive Table Locks (SRX)

A share row exclusive table lock (also sometimdiedashare-subexclusive table lock, S9X
is more restrictive than a share table lock. A slmaw exclusive table lock is acquired for
atableas follows:

LOCK TABLE tableIN SHARE ROW EXCLUSIVE MODE;

Permitted OperationsOnly one transaction at a time can acquire a stoaveexclusive table
lock on a given table. A share row exclusive tdbtk held by a transaction allows other
transactions to query the table (without using SELE.. FOR UPDATE) but not update the
table.

Prohibited OperationsA share row exclusive table lock held by a tratisagrevents other
transactions from obtaining row exclusive tablé&k&and modifying the same table. A share row
exclusive table lock also prohibits other transawifrom obtaining share, share row exclusive,
and exclusive table locks, which prevents othergaations from executing the following
statements:

LOCK TABLE tableIN SHARE MODE;

LOCK TABLE tableIN SHARE ROW EXCLUSIVE MODE;

LOCK TABLE tableIN ROW EXCLUSIVE MODE;

LOCK TABLE tableIN EXCLUSIVE MODE;

5.3.6Exclusive Table Locks (X)

An exclusive table lock is the most restrictive raad table lock, allowing the transaction that
holds the lock exclusive write access to the tableexclusive table lock is acquired for
atableas follows:

LOCK TABLE tableIN EXCLUSIVE MODE;

Permitted OperationsOnly one transaction can obtain an exclusive thddle for a table. An
exclusive table lock permits other transactiony ¢émlquery the table.

Prohibited OperationsAn exclusive table lock held by a transaction sk other transactions
from performing any type of DML statement or plageny type of lock on the table.
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6.0 DML Locks Automatically Acquired for DML Statements

The previous sections explained the different tygfefata locks, the modes in which they can be
held, when they can be obtained, when they arersataand what they prohibit. The following
sections summarize how Oracle Database automatloaks data on behalf of different DML
operations.

Table 13-6summarizes the information in the following seeso

Table 13-6 Locks Obtained By DML Statements
DML Statement Row Locks? | Mode of Table Lock

SELECT ... FROMable

INSERT INTOtable... X RX
UPDATE table... X RX
DELETE FROMtable... X RX
SELECT ... FROMable... FOR UPDATE OF ... X RX

LOCK TABLE tablelN ...

ROW SHARE MODE RS
ROW EXCLUSIVE MODE RX
SHARE MODE S
SHARE EXCLUSIVE MODE SRX
EXCLUSIVE MODE X

X: exclusive

RX: row exclusive

RS: row share

S: share

SRX: share row exclusive
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6.1 Default Locking for Queries

Queries are the SQL statements least likely taferte with other SQL statements because they
only read data. INSERT, UPDATE, and DELETE stateisiean have implicit queries as part of
the statement. Queries include the following kinfistatements:

SELECT

INSERT ... SELECT ...;

UPDATE ... ;

DELETE ...;

They donot include the following statement:

SELECT ... FOR UPDATE OF ... ;

The following characteristics are true of all gesrthat do not use the FOR UPDATE clause:

A query acquires no data locks. Therefore, otrerdactions can query and update a
table being queried, including the specific rowsgejueried. Because queries
lacking FOR UPDATE clauses do not acquire any btaties to block other operations,
such queries are often referred to in Oracle Dalanonblocking queries

A query does not have to wait for any data lockisdaeleased; it can always proceed.
(Queries may have to wait for data locks in somg gpecific cases of pending
distributed transactions.)

6.2 Default Locking for INSERT, UPDATE, DELETE, and SELECT ... FOR UPDATE

The locking characteristics of INSERT, UPDATE, DEIE,
and SELECT ... FOR UPDATE statements are as fotlows

The transaction that contains a DML statement aeguxclusive row locks on the rows
modified by the statement. Other transactions canpdate or delete the locked rows
until the locking transaction either commits olgdiack.

The transaction that contains a DML statement doésieed to acquire row locks on any
rows selected by a subquery or an implicit quenghsas a query in aWHERE clause. A
subquery or implicit query in a DML statement isaganteed to be consistent as of the
start of the query and does not see the effedtsedDML statement it is part of.

A query in a transaction can see the changes madeebious DML statements in the
same transaction, but cannot see the changeseaftodinsactions begun after its own
transaction.
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« In addition to the necessary exclusive row locksaasaction that contains a DML
statement acquires at least a row exclusive taloledn the table that contains the
affected rows. If the containing transaction algehdlds a share, share row exclusive, or
exclusive table lock for that table, the row exalagable lock is not acquired. If the
containing transaction already holds a row shaetack, Oracle Database
automatically converts this lock to a row exclusiable lock.

7.0 DDL Locks

A data dictionary lock (DDL) protects the definitiof a schema object while that object is acted
upon or referred to by an ongoing DDL operationcdflethat a DDL statement implicitly
commits its transaction. For example, assume thiaeacreates a procedure. On behalf of the
user's single-statement transaction, Oracle Datadnatomatically acquires DDL locks for all
schema objects referenced in the procedure defmilihe DDL locks prevent objects referenced
in the procedure from being altered or dropped iteetioe procedure compilation is complete.

Oracle Database acquires a dictionary lock autaaition behalf of any DDL transaction
requiring it. Users cannot explicitly request DRicks. Only individual schema objects that are
modified or referenced are locked during DDL operet. The whole data dictionary is never
locked.

DDL locks fall into three categories: exclusive DRIcks, share DDL locks, and breakable
parse locks.

7.1 Exclusve DDL Locks

Most DDL operations, except for those listed in $ketion, "Share DDL Locks®quire
exclusive DDL locks for a resource to prevent degive interference with other DDL
operations that might modify or reference the saaiema object. For example, a DROP
TABLE operation is not allowed to drop a table wehain ALTER TABLE operation is adding a
column to it, and vice versa.

During the acquisition of an exclusive DDL lockaifiother DDL lock is already held on the
schema object by another operation, the acquisit@its until the older DDL lock is released
and then proceeds.

DDL operations also acquire DML locks (data loats)the schema object to be modified.

7.2 Share DDL Locks

Some DDL operations require share DDL locks foesource to prevent destructive interference
with conflicting DDL operations, but allow data @mrency for similar DDL operations. For
example, when a CREATE PROCEDURE statement isthengontaining transaction acquires
share DDL locks for all referenced tables. Othansactions can concurrently create procedures
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that reference the same tables and therefore acquircurrent share DDL locks on the same
tables, but no transaction can acquire an excli3i¥e lock on any referenced table. No
transaction can alter or drop a referenced taldea Pesult, a transaction that holds a share DDL
lock is guaranteed that the definition of the refered schema object will remain constant for the
duration of the transaction.

A share DDL lock is acquired on a schema objecDiotL. statements that include the following
statements: AUDIT, NOAUDIT, COMMENT, CREATE [OR RERCE]
VIEW/PROCEDURE/PACKAGE/PACKAGE BODY/FUNCTION/ TRIGER, CREATE
SYNONYM, and CREATE TABLE (when the CLUSTER parasras not included).

7.3 Breakable Parse Locks

A SQL statement (or PL/SQL program unit) in thersdgpool holds a parse lock for each
schema object it references. Parse locks are athsa that the associated shared SQL area can
be invalidated if a referenced object is alteredropped. A parse lock does not disallow any
DDL operation and can be broken to allow confligtbbDL operations, hence the
namebreakable parse lock

A parse lock is acquired during the parse pha$Qif statement execution and held as long as
the shared SQL area for that statement remairsistiared pool.

7.4 Duration of DDL Locks

The duration of a DDL lock depends on its type.|ESiwe and share DDL locks last for the
duration of DDL statement execution and automatiomit. A parse lock persists as long as the
associated SQL statement remains in the shared pool

7.5 DDL Locks and Clusters

A DDL operation on a cluster acquires exclusive Dbtks on the cluster and on all tables and
materialized views in the cluster. A DDL operatmma table or materialized view in a cluster
acquires a share lock on the cluster, in addiboa $hare or exclusive DDL lock on the table or
materialized view. The share DDL lock on the clugtevents another operation from dropping
the cluster while the first operation proceeds.

8.0 Latches and Internal Locks

Latches and internal locks protect internal datalzasl memory structures. Both are inaccessible
to users, because users have no need to controlh@heoccurrence or duration. The following
section helps to interpret the Enterprise Mana@2€KS and LATCHES monitors.
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8.1 Latches

Latches are simple, low-level serialization mechars to protect shared data structures in the
system global area (SGA). For example, latcheseptdhe list of users currently accessing the
database and protect the data structures descthmngocks in the buffer cache. A server or
background process acquires a latch for a veryt sinoe while manipulating or looking at one of
these structures. The implementation of latchepé&sating system dependent, particularly in
regard to whether and how long a process will ¥aait latch.

8.2 Internal Locks

Internal locks are higher-level, more complex medtras than latches and serve a variety of
purposes.

8.2 Dictionary Cache Locks

These locks are of very short duration and are beldntries in dictionary caches while the
entries are being modified or used. They guarathigtestatements being parsed do not see
inconsistent object definitions.

Dictionary cache locks can be shared or excluShared locks are released when the parse is
complete. Exclusive locks are released when the Dpdration is complete.

8.3 File and Log Management Locks

These locks protect various files. For example,lonk protects the control file so that only one
process at a time can change it. Another lock doates the use and archiving of the redo log
files. Datafiles are locked to ensure that multipigances mount a database in shared mode or
that one instance mounts it in exclusive mode. Beedile and log locks indicate the status of
files, these locks are necessarily held for a lbme.

8.4 Tablespace and Rollback Segment Locks
These locks protect tablespaces and rollback segnfeor example, all instances accessing a

database must agree on whether a tablespaceng anloffline. Rollback segments are locked
so that only one instance can write to a segment.
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8.5 Explicit (Manual) Data Locking

Oracle Database always performs locking automégitalensure data concurrency, data
integrity, and statement-level read consistencywvéi@r, you can override the Oracle Database
default locking mechanisms. Overriding the deféadking is useful in situations such as these:

« Applications require transaction-level read comsisy orrepeatable reads In other
words, queries in them must produce consistentfdathe duration of the transaction,
not reflecting changes by other transactions. Yaiuachieve transaction-level read
consistency by using explicit locking, read-onlgrsactions, serializable transactions, or
by overriding default locking.

« Applications require that a transaction have exctiaccess to a resource so that the
transaction does not have to wait for other trainsas to complete.

Oracle Database automatic locking can be overridddine transaction level or the session level.

At the transaction level, transactions that incltliefollowing SQL statements override Oracle
Database default locking:

« The SET TRANSACTION ISOLATION LEVEL statement

- The LOCK TABLE statement (which locks either a &abl, when used with views, the
underlying base tables)

« The SELECT ... FOR UPDATE statement

Locks acquired by these statements are releasadladt transaction commits or rolls back.

At the session level, a session can set the rettrmasaction isolation level with
the ALTER SESSION statement.

Note:
If Oracle Database default locking is overriddearat level, the database administrator or

application developer should ensure that the adi@gilocking procedures operate correctly. The
locking procedures must satisfy the following ardedata integrity is guaranteed, data
concurrency is acceptable, and deadlocks are rasile or are appropriately handled.

9.0 Oracle Database Lock Management Services

With Oracle Database Lock Management servicespplication developer can include
statements in PL/SQL blocks that:

+ Request a lock of a specific type

« Give the lock a unigue name recognizable in angihezedure in the same or in another
instance

« Change the lock type

+ Release the lock
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Because a reserved user lock is the same as ale @aabase lock, it has all the Oracle
Database lock functionality including deadlock @&ten. User locks never conflict with Oracle
Database locks, because they are identified welptefix UL.

The Oracle Database Lock Management services arkalale through procedures in
the DBMS_LOCK package.

10.0 SUMMARY

Locks are a part of normal DML activity and shouotut be a problem, but if

a lock persists for an undue period, the contentiay cause problems. To resolve
lock contention, you can kill the session holdihg tocks. A special case of lock
contention is the deadlock. This should never adtis caused by poor programming
that sets up a logically impossible situation. @ratself will resolve deadlocks by

rolling back one of the statements that caused it.

13.0 TURTOR MARKED ASSIGNMENT

1. A user complains that he cannot connect, though bertain he is using the
correct password. You query the DBA_USERS viewsd, se€ that his account
has a STATUS of EXPIRED & LOCKED. What does thisam@ (Choose the
best answer.)

A. The account is locked because the password haedxpi

B. You can reset the password to unlock the account.

C. If you unlock the account, the user will be abléoin if the password
grace period has not expired.

D. The account has expired and must be unlocked thivate it.

2. Under what circumstances could you set the REMOTESGIN PASSWORDFILE
instance parameter to EXCLUSIVE? (Choose two coarswers.)

A. You will need a SYSDBA connection when you are kegdgn to a machine
other than the server.

B. You want to disable operating system authentication

C. You want to add users to the password file.

D. You want to prevent other users from being addetiégpassword file.

3. Password profiles can enforce policies on passwadagement. Which of the
following statements, if any, are correct? (Chaoalséhat apply.)

A. Profiles can prevent a user from changing his passw

B. A profile can be used to configure an account yleatcan connect to without
a password.

C. Profiles can be used to track password changes.

D. Profiles can control how long an account is loct@dollowing repeated
failed logins.

E. The FAILED_LOGIN_ATTEMPTS profile limit will lock a account only

if the failed login attempts are consecutive.

F. The PASSWORD_GRACE_TIME profile limit controls thamber of days
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before password expiration during which you willgrempted to change

your password.

4.1f you want a block of PL/SQL code to run whenesertain data is accessed
with SELECT, what auditing technique could you ugeRoose the best answer.)
A. Database auditing

B. Fine-grained auditing

C. Database triggers

D. You cannot do this

PART |

5. What is necessary to audit actions done by a userected with the SYSDBA
privilege? (Choose the best answer.)

A. Set the AUDIT_SYS_OPERATIONS instance paramet@iRUE.

B. Use database auditing to audit use of the SYSDBAlgge.

C. Set the REMOTE_LOGIN_PASSWORDFILE instance paramet& ONE,
so that SYSDBA connections can only be made wittrang system
authentication. Then set the AUDIT_TRAIL paraméteOS, and make

sure that the DBA does not have access to it.

D. This is not possible: any user with SYSDBA prividegcan always bypass the
auditing mechanisms.
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In a single-user database, the user can modifyidakee database without concern for other
users modifying the same data at the same time eMenyin a multiuser database, the statements
within multiple simultaneous transactions can updae same data. Transactions executing at
the same time need to produce meaningful and densiesults. Therefore, control of data
concurrency and data consistency is vital in aiomgt database.

- Data concurrencymeans that many users can access data at thdisane
- Data consistencymeans that each user sees a consistent view dathgincluding
visible changes made by the user's own transadciiotisransactions of other users.

To describe consistent transaction behavior whams#ctions run at the same time, database
researchers have defined a transaction isolatiatehualledserializability . The serializable
mode of transaction behavior tries to ensure thatstctions run in such a way that they appear
to be executed one at a time, or serially, rathan toncurrently.

While this degree of isolation between transactisrgenerally desirable, running many
applications in this mode can seriously compromajgaication throughput. Complete isolation
of concurrently running transactions could mean ¢ime transaction cannot perform an insert
into a table being queried by another transactioshort, real-world considerations usually
require a compromise between perfect transactmatisn and performance.

Oracle Database offers two isolation levels, primgdapplication developers with operational
modes that preserve consistency and provide highrpgance.

2.0 OBJECTIVES

In this unit you will learn how to

-Overview of Locking Mechanisms

- Manage Data Concurrency and Consistency

-Compare Read Committed and Serializable Isolation
-A Database Is Quiesced

3.0 Preventable Phenomena and Transaction Isolatidrevels

The ANSI/ISO SQL standard (SQL92) defines four lewé transaction isolation with differing
degrees of impact on transaction processing thqouigihese isolation levels are defined in
terms of three phenomena that must be preventegebetconcurrently executing transactions.

The three preventable phenomena are:
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- Dirty reads: A transaction reads data that has be#ten by another transaction that has
not been committed yet.

« Nonrepeatable (fuzzy) reads: A transaction rereatis it has previously read and finds
that another committed transaction has modifiedeteted the data.

« Phantom reads (or phantoms): A transaction re-augery returning a set of rows that
satisfies a search condition and finds that anatbemmitted transaction has inserted
additional rows that satisfy the condition.

SQL92 defines four levels of isolation in termdiué phenomena a transaction running at a
particular isolation level is permitted to expedenThey are shown in Table 13-1

Table 13-1 Preventable Read Phenomena by | solation Level

Isolation Level Dirty Read Nonrepeatable Read Phamm Read
Read uncommitted Possible Possible Possible
Read committed Not possible Possible Possible
Repeatable read Not possible Not possible Possible
Serializable Not possible Not possible Not possible

Oracle Database offers the read committed andligabée isolation levels, as well as a read-
only mode that is not part of SQL92. Read commiiseitie default.

3.1 Overview of Locking Mechanisms

In general, multiuser databases use some formtafldeking to solve the problems associated
with data concurrency, consistency, and integtibcks are mechanisms that prevent destructive
interaction between transactions accessing the sasoerce.

Resources include two general types of objects:
« User objects, such as tables and rows (structumectslata)
« System objects not visible to users, such as shgatedstructures in the memory and data

dictionary rows

4.0 How Oracle Database Manages Data Concurrency dronsistency

Oracle Database maintains data consistency in ausell environment by using a multiversion
consistency model and various types of locks aaustctions. The following topics are
discussed in this section:
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4.1 Multiversion Concurrency Control

Oracle Database automatically provides read cargigtto a query so that all the data that the
guery sees comes from a single point in t{statement-level read consistencyracle
Database can also provide read consistency td gleaqueries in a transacti¢imansaction-

level read consistency)

Oracle Database uses the information maintainéd nollback segments to provide these
consistent views. The rollback segments contairottiealues of data that have been changed by
uncommitted or recently committed transactionsufédl 3-1shows how Oracle Database
provides statement-level read consistency using idabllback segments.

Figure 13-1 Transactions and Read Consistency

SELECT. ..
(SCN 10023)

\J 10021 Data Blocks Rollback Segment

10008

10021

10021

W Scan Path
Description of "Figure 13-1 Transactions and Readdistency"

As a query enters the execution stage, the cusgatém change number (SCN) is determined.

In Figure 13-1this system change number is 10023. As data blackread on behalf of the
qguery, only blocks written with the observed SCH ased. Blocks with changed data (more
recent SCNs) are reconstructed from data in tHeack segments, and the reconstructed data is
returned for the query. Therefore, each query nstafl committed data with respect to the SCN
recorded at the time that query execution begaan@és of other transactions that occur during
a query's execution are not observed, guarantéesttgonsistent data is returned for each query.
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4.2 Statement-Level Read Consistency

Oracle Database always enforetgstement-levelread consistency. This guarantees that all the
data returned by a single query comes from a sipgjiet in time—the time that the query began.
Therefore, a query never sees dirty data or alyeo€hanges made by transactions that commit
during query execution. As query execution proceedly data committed before the query
began is visible to the query. The query does eetchanges committed after statement
execution begins.

A consistent result set is provided for every quegnaranteeing data consistency, with no action
on the user's part. The SQL statements SELECT, RISEith a subquery, UPDATE,

and DELETE all query data, either explicitly or ilegly, and all return consistent data. Each of
these statements uses a query to determine whiahtaall affect

(SELECT, INSERT, UPDATE, or DELETE, respectively).

A SELECT statement is an explicit query and careh@asted queries or a join operation.
An INSERT statement can use nested queries. UPDOEDELETE statements can
use WHERE clauses or subqueries to affect only some in a table rather than all rows.

Queries used in INSERT, UPDATE, and DELETE statemare guaranteed a consistent set of
results. However, they do not see the changes mattee DML statement itself. In other words,
the query in these operations sees data as iedxigtfore the operation began to make changes.

Note:

If a SELECT list contains a function, then the thakse applies statement-level read consistency
at the statement level for SQL run within the PLLSQnction code, rather than at the parent
SQL level. For example, a function could accesabéetwhose data is changed and committed by
another user. For each execution of the SELECTHerfunction, a new read consistent snapshot
is established.

4.3 Transaction-Level Read Consistency

Oracle Database also offers the option of enfortiagsaction-level read consistencyWhen a
transaction runs in serializable mode, all datesses reflect the state of the database as of the
time the transaction began. Thus, the data seafl Qyeries within the same transaction is
consistent with respect to a single point in tiewept that queries made by a serializable
transaction do see changes made by the transastdtin Transaction-level read consistency
produces repeatable reads and does not exposeyatgpdantoms.

4.4 Read Consistency with Oracle Real Application ldsters

Oracle Real Application Clusters (Oracle RAC)s useache-to-cache block transfer
mechanism known as Cache Fusion to transfer reasistent images of blocks from one
instance to another. Oracle RAC does this using spged, low latency interconnects to satisfy
remote requests for data blocks.
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4.5 Oracle Database Isolation Levels

Oracle Database provides the transaction isolégls shown in Table 13-2

Table 13-2 Transaction | solation Levels

Isolation
Level

Read
committed

Serializable

Read-only

Description

This is the default transaction isolation levelcEguery executed by a transaction
sees only data that was committed before the quetythe transaction) began. An
Oracle Database query never reads dirty (unconuhitiata.

Because Oracle Database does not prevent otheatt@ons from modifying the
data read by a query, that data can be changethbytoansactions between two
executions of the query. Thus, a transaction tnad a given query twice can
experience both nonrepeatable read and phantoms.

Serializable transactions see onlgelthanges that were committed at the time
the transaction began, plus those changes madelisansaction itself
through INSERT, UPDATE, and DELETE statements. @eable transactions do
not experience nonrepeatable reads or phantoms.

Read-only transactions see only thosegdsathat were committed at the time the
transaction began and do not allow INSERT, UPDAAIt] DELETE statements.

45.1 Set the | solation Level

Application designers, application developers, dathbase administrators can choose
appropriate isolation levels for different transacs, depending on the application and
workload. You can set the isolation level of a s&ction by using one of these statements at the
beginning of a transaction:

SET TRANSACTION ISOLATION LEVEL READ COMMITTED;

SET TRANSACTION ISOLATION LEVEL SERIALIZABLE;

SET TRANSACTION READ ONLY;
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To save the networking and processing cost of meggneach transaction with
a SET TRANSACTION statement, you can use the ALTEESSION statement to set the
transaction isolation level for all subsequentseations:

ALTER SESSION SET ISOLATION_LEVEL = SERIALIZABLE;

ALTER SESSION SET ISOLATION_LEVEL = READ COMMITTED,;
4.5.2 Read Committed | solation

The default isolation level for Oracle Databaseead committed. This degree of isolation is
appropriate for environments where few transactaradikely to conflict. Oracle Database
causes each query to run with respect to its owenadized view time, thereby permitting
nonrepeatable reads and phantoms for multiple ¢x@esuof a query, but providing higher
potential throughput. Read committed isolatiorhis appropriate level of isolation for
environments where few transactions are likelyawofloct.

45.3 Serializable | solation

Serializable isolation is suitable for environments

- With large databases and short transactions tlaztamnly a few rows

« Where the chance that two concurrent transactiolhsnedify the same rows is
relatively low

« Where relatively long-running transactions are gy read only

Serializable isolation permits concurrent transangito make only those database changes they
could have made if the transactions had been stdgtthurun one after another. Specifically,
Oracle Database permits a serializable transattiomodify a data row only if it can determine
that prior changes to the row were made by traiwsacthat had committed when the
serializable transaction began.

To make this determination efficiently, Oracle Detse uses control information stored in the
data block that indicates which rows in the blooktain committed and uncommitted changes.
In a sense, the block contains a recent histotgaafactions that affected each row in the block.
The amount of history that is retained is contiblby the INITRANS parameter

of CREATE TABLE and ALTER TABLE.

Under some circumstances, Oracle Database canrsfécient history information to
determine whether a row has been updated by a&t@mt transaction. This can occur when
many transactions concurrently modify the same diatek, or do so in a very short period. You
can avoid this situation by setting higher valueBN6TRANS for tables that will experience
many transactions updating the same blocks. Darenables Oracle Database to allocate
sufficient storage in each block to record thedmsbf recent transactions that accessed the
block.
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Oracle Database generates an error when a sebializansaction tries to update or delete data
modified by a transaction that commetféer the serializable transaction began:

ORA-08177: Cannot serialize access for this traimac

When a serializable transaction fails with the Qarserialize access error, the application can
take any of several actions:

« Commit the work executed to that point

- Execute additional (but different) statements (ppehafter rolling back to a savepoint
established earlier in the transaction)

« Undo the entire transaction

Figure 13-2shows an example of an application that rolls mauk retries the transaction after it
fails with the Cannot serialize access error:

Figure 13-2 Serializable Transaction Failure

SET TRANSACTION ISOLATION
Repeated query sees the same LEVEL SERTALIZABLE <f——
data, even if it was changed by
another concurrent user

SELECT...

SELECT...

Fails if attempting to update a
row changed and committed by >

another transaction since this UFDATER. ..
transaction began

IF ~can‘t Serialize Access”
THEM ROLLBACK;
LOOP and retry

Description of "Figure 13-2 Serializable Transactiailure"

5.0 Comparison of Read Committed and Serializablesblation

Oracle Database gives the application developéoge of two transaction isolation levels with
different characteristics. Both the read commitiad serializable isolation levels provide a high
degree of consistency and concurrency. Both lgu@gide the contention-reducing benefits of
the Oracle Database read consistency multiverssaowrency control model and exclusive
row-level locking implementation and are designadréal-world application deployment.
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5.1 Transaction Set Consistency

A useful way to view the read committed and seréddie isolation levels in Oracle Database is
to consider the following scenario: Assume you hawellection of database tables (or any set
of data), a particular sequence of reads of rowwkase tables, and the set of transactions
committed at any particular time. An operation @@y or a transaction) tsansaction set
consistentif all its reads return data written by the samedad committed transactions. An
operation is not transaction set consistent if soeads reflect the changes of one set of
transactions and other reads reflect changes madthéer transactions. An operation that is not
transaction set consistent in effect sees the datain a state that reflects no single set of
committed transactions.

Oracle Database provides transactions executinggithcommitted mode with transaction set
consistency for each statement. Serializable mooages transaction set consistency for each
transaction.

Table 13-3summarizes key differences between read comnattedserializable transactions in
Oracle Database.

Table 13-3 Read Committed and Serializable Transactions

Behavior Read Committed Serializable
Dirty write Not possible Not possible
Dirty read Not possible Not possible
Nonrepeatable read Possible Not possible
Phantoms Possible Not possible
Compliant with ANSI/ISO SQL 92 Yes Yes

Read materialized view time Statement Transaction
Transaction set consistency Statement level Tréinsdevel
Row-level locking Yes Yes

Readers block writers No No

Writers block readers No No
Different-row writers block writers No No

Same-row writers block writers Yes Yes

Waits for blocking transaction Yes Yes

Subject to cannot serialize access No Yes

Error after blocking transaction terminates No No

Error after blocking transaction commits No Yes
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5.2 Row-Level Locking

Both read committed and serializable transacti@aesraw-level locking, and both will wait if
they try to change a row updated by an uncommdaterturrent transaction. The second
transaction that tries to update a given row whaitshe other transaction to commit or undo and
release its lock. If that other transaction robgky the waiting transaction, regardless of its
isolation mode, can proceed to change the prewidasked row as if the other transaction had
not existed.

However, if the other blocking transaction comnaitsl releases its locks, a read committed
transaction proceeds with its intended update.rialsgable transaction, however, fails with the
error Cannot serialize access error, because lttee wansaction has committed a change that
was made since the serializable transaction began.

5.3 Referential Integrity

Because Oracle Database does not use read loekbén read-consistent or serializable
transactions, data read by one transaction cawdrgvdtten by another. Transactions that

perform database consistency checks at the agphdatel cannot assume that the data they
read will remain unchanged during the executiotheftransaction even though such changes are
not visible to the transaction. Database inconseés can result unless such application-level
consistency checks are coded with this in mindnevieen using serializable transactions.

Note:
You can use both read committed and serializablesaction isolation levels with Oracle Real

Application Clusters.

5.4 Distributed Transactions

In a distributed database environment, a giverstaation updates data in multiple physical
databases protected by two-phase commit to enBuredees or none commit. In such an
environment, all servers, whether Oracle or noref@rahat participate in
aserializabletransaction are required to support serializedéation mode.

If a serializable transaction tries to update datadatabase managed by a server that does not
support serializable transactions, the transacgoaives an error. The transaction can undo and
retry only when the remote server does supporalsgable transactions.

In contrastyead committed transactions can perform distributed transactioitis servers that
do not support serializable transactions.
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6.0 Choice of Isolation Level

Application designers and developers should chaagsolation level based on application
performance and consistency needs as well as apphocoding requirements.

For environments with many concurrent users ramdlymitting transactions, designers must
assess transaction performance requirements irs @frthe expected transaction arrival rate and
response time demands. Frequently, for high-perdioga environments, the choice of isolation
levels involves a trade-off between consistency@mturrency.

Application logic that checks database consistenagt take into account the fact that reads do
not block writes in either mode.

Oracle Database isolation modes provide high leset®nsistency, concurrency, and
performance through the combination of row-levekiog and the Oracle Database multiversion
concurrency control system. Readers and writensodldlock one another in Oracle Database.
Therefore, while queries still see consistent dab#t) read committed and serializable isolation
provide a high level of concurrency for high perf@nce, without the need for reading
uncommitted data.

6.1 Read Committed | solation

For many applications, read committed is the mppt@priate isolation level. Read committed
isolation can provide considerably more concurrenitly a somewhat increased risk of
inconsistent results due to phantoms and non-rapkeateads for some transactions.

Many high-performance environments with high tratisa arrival rates require more
throughput and faster response times than cantbevad with serializable isolation. Other
environments that supports users with a very landaction arrival rate also face very low risk
of incorrect results due to phantoms and nonrepkataads. Read committed isolation is
suitable for both of these environments.

Oracle Database read committed isolation providessaction set consistency for every query.
That is, every query sees data in a consisterd. skaerefore, read committed isolation will
suffice for many applications that might requirkigher degree of isolation if run on other
database management systems that do not use maitiveoncurrency control.

Read committed isolation mode does not requireiegdn logic to trap the Cannot serialize
access error and loop back to restart a transadtionost applications, few transactions have a
functional need to issue the same query twicepsmbany applications protection against
phantoms and non-repeatable reads is not impoitaatefore many developers choose read
committed to avoid the need to write such errocckhmgy and retry code in each transaction.
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6.2 Serializable | solation

The Oracle Database serializable isolation is bldteor environments where there is a relatively
low chance that two concurrent transactions wilbifyothe same rows and the long-running
transactions are primarily read only. It is mostahle for environments with large databases and
short transactions that update only a few rows.

Serializable isolation mode provides somewhat nooresistency by protecting against phantoms
and nonrepeatable reads and can be important \ahreged/write transaction runs a query more
than once.

Unlike other implementations of serializable ismat which lock blocks for read as well as
write, Oracle Database provides nonblocking quearesthe fine granularity of row-level
locking, both of which reduce read/write contentibor applications that experience mostly
read/write contention, Oracle Database serializslolation can provide significantly more
throughput than other systems. Therefore, somecapipins might be suitable for serializable
isolation on Oracle Database but not on other syste

All queries in an Oracle Database serializablesaation see the database as of a single point in
time, so this isolation level is suitable where tiplé consistent queries must be issued in a
read/write transaction. A report-writing applicatithat generates summary data and stores it in
the database might use serializable mode becapsavitles the consistency that a READ

ONLY transaction provides, but also allows INSER/PDATE, and DELETE.

Note:
Transactions containing DML statements with subigseshould use serializable isolation to

guarantee consistent read.

Coding serializable transactions requires extrakvgrthe application developer to check for
the Cannot serialize access error and to undoetndthe transaction. Similar extra coding is
needed in other database management systems tgendeadlocks. For adherence to corporate
standards or for applications that are run on plaltiatabase management systems, it may be
necessary to design transactions for serializaloi@emTransactions that check for serializability
failures and retry can be used with Oracle Databeeg committed mode, which does not
generate serializability errors.

Serializable mode is probably not the best chaicani environment with relatively long
transactions that must update the same rows accbgsehigh volume of short update
transactions. Because a longer running transaigionlikely to be the first to modify a given
row, it will repeatedly need to roll back, wastwgrk. Note that a conventional read-locking,
pessimistic implementation of serializable mode Mawt be suitable for this environment
either, because long-running transactions—eventraadactions—would block the progress of
short update transactions and vice versa.

Application developers should consider the cosbbling back and retrying transactions when
using serializable mode. As with read-locking systewhere deadlocks occur frequently, use of
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serializable mode requires rolling back the work&by terminated transactions and retrying
them. In a high contention environment, this atfican use significant resources.

In most environments, a transaction that restéits geceiving the Cannot serialize access error
is unlikely to encounter a second conflict with #rey transaction. For this reason, it can help to
run those statements most likely to contend willeptransactions as early as possible in a
serializable transaction. However, there is no got@e that the transaction will complete
successfully, so the application should be codéuinib the number of retries.

Although Oracle Database serializable mode is cailvipavith SQL92 and offers many benefits
compared with read-locking implementations, it doesprovide semantics identical to such
systems. Application designers must consider tbetfeat reads in Oracle Database do not block
writes as they do in other systems. Transacticaisdieck for database consistency at the
application level can require coding techniquedhisaagthe use of SELECT FOR UPDATE. This
issue should be considered when applications &riglizable mode are ported to Oracle
Database from other environments.

6.3 Quiesce Database

You can put the system intpiesced stateThe system is in quiesced state if there arectivea
sessions, other than SYS and SYSTEM. An activasessdefined as a session that is currently
inside a transaction, a query, a fetch or a PL/$€icedure, or a session that is currently holding
any shared resources (for example, enqueues--eesjaeel shared memory structures that
serialize access to database resources and amassdavith a session or transaction). Database
administrators are the only users who can procdezhwhe system is in quiesced state.

Database administrators can perform certain actiotitee quiesced state that cannot be safely
done when the system is not quiesced. These actiolusle:

« Actions that might fail if there are concurrent usansactions or queries. For example,
changing the schema of a database table willffaiconcurrent transaction is accessing
the same table.

« Actions whose intermediate effect could be detritakto concurrent user transactions or
gueries. For example, suppose there is a big Tabled a PL/SQL package that operates
on it. You can split table T into two tables T1 artl and change the PL/SQL package to
make it refer to the new tables T1 and T2, instdatie old table T.

When the database is in quiesced state, you cémedollowing:
CREATE TABLE T1 AS SELECT ... FROMT;

CREATE TABLE T2 AS SELECT ... FROM T;

DROP TABLE T,;

You can then drop the old PL/SQL package and raterié.
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For systems that must operate continuously, tHéyatn perform such actions without shutting
down the database is critical.

The Database Resource Manager blocks all acti@isviére initiated by a user other

than SYS or SYSTEM while the system is quiescedh&ctions are allowed to proceed when
the system goes back to normal (unquiesced) ¢latgs do not get any additional error
messages from the quiesced state.

7.0 How a Database Is Quiesced

The database administrator uses the ALTER SYSTENEJQE RESTRICTED statement to
quiesce the database. Only users SYS and SYSTEMsaa

the ALTER SYSTEMQUIESCE RESTRICTED statement. Hbingtances with the database
open, issuing this statement has the followingatffe

« Oracle Database instructs the Database Resourcagdaim all instances to prevent all
inactive sessions (other than SYS and SYSTEM) foecoming active. No user other
than SYS and SYSTEM can start a new transactioeyaquery, a new fetch, or a new
PL/SQL operation.

- Oracle Database waits for all existing transactiarall instances that were initiated by a
user other than SYS or SYSTEM to finish (either oahor terminate). Oracle Database
also waits for all running queries, fetches, and3€)L procedures in all instances that
were initiated by users other than SYS or SYSTERNI #at are not inside transactions to
finish. If a query is carried out by multiple sussa&ve OCI fetches, Oracle Database does
not wait for all fetches to finish. It waits foralcurrent fetch to finish and then blocks the
next fetch. Oracle Database also waits for allisasgother than those
of SYS or SYSTEM) that hold any shared resourcesh(sis enqueues) to release those
resources. After all these operations finish, Gré¥htabase places the database into
guiesced state and finishes executing the QUIESE&ETRICTED statement.

« If an instance is running in shared server modeacl@rDatabase instructs the Database
Resource Manager to block logins (other than SYSYS8TEM) on that instance. If an
instance is running in non-shared-server mode, |®@atabase does not impose any
restrictions on user logins in that instance.

During the quiesced state, you cannot change tseuRee Manager plan in any instance.
The ALTER SYSTEM UNQUIESCE statement puts all rungninstances back into normal
mode, so that all blocked actions can proceed.dinimistrator can determine which sessions

are blocking a quiesce from completing by queryhegv$blocking_quiesce view.

8.0 SUMMARY

Concurrency control mechanisms firstly need to aggecorrectly, i.e., to maintain each
transaction's integrity rules (as related to corengy; application-specific integrity rule are out
of the scope here) while transactions are runnamg@rrently, and thus the integrity of the entire
transactional system. Correctness needs to bevachveth as good performance as possible. In
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addition, increasingly a need exists to operatectitfely while transactions
are distributed over processes, computers, and wi@mpetworks. Other subjects that may affect
concurrency control are recovery and replication.

9.0 TURTOR MARKED ASSIGNMENT

1 .You want to transfer a large amount of data foyma database to another: both
databases are on the same machine. What shoute lpeitkest method?
(Choose the best answer.)

A. Use the Export/Import utilities.

B. Use Data Pump to write out the data, and a SQL*Epddect load to
bring it in.

C. Use Data Pump in network mode.

D. Use Data Pump export to write out the data and Brea Pump import
to read it in.

2. Which of the following is not a SQL*Loader file? [{Gose one answer.)
A. Bad file

B. Controlfile

C. Discard file

D. Good file

E. Lodfile

3. You create a directory with the statement

create directory dp_dir as ‘c:\tmp’;

but when you try to use it with Data Pump, therarieerror. Which of the
following could be true? (Choose three answers.)

A. The Oracle software owner has no permissions emy:\

B. The Oracle database user has no permissions oinirdp_d

C. The path c:\tmp does not exist.

D. The path c:\tmp must exist, or the “create directetatement would have
failed.

E. If you use Data Pump in network mode, then thetkb&ino need for a
directory.

F. Issuing the command grant all on ‘c:\tmp’ to pupfitay

solve some permission problems.

4.You launch a Data Pump job with expdp and thenfexih the session.
Which of the following is true? (Choose two answers

A. The job will terminate.

B. The job will continue running in the background.

C. You cannot monitor the job once you have exited.

D. You can reattach to the job to monitor it.

E. The job will pause but can be restarted.

5.You run SQL*Loader on your PC, to insert data iateemote database. Which
of the following is true? (Choose the best answer.)

A. The input datafiles must be on your PC.
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B. The input datafiles must be on the server.
C. Direct load is possible only if the input datafiea® on the server.
D. Direct load is only possible if you run SQL*Loadsr the server, not ahe PC.
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1.0 INTRODUCTION

Sometimes the Oracle blocks that make up a dag#ileorrupted. You may be
fortunate enough to go though your whole careermrawer see a corrupted block—
or you may be hit by any number of them tomorradvis Impossible for the DBA to
prevent corruptions from occurring, but he can detteem and perhaps mitigate the
impact of them on end users. And provided thatdagaate backup strategy is in
place, he can repair the damage.

It is also possible for a block of an online redg file, an archive redo log file, or
even the controlfile to be corrupted, but managimgis totally beyond the control

of the DBA. These files are protected by multiptexiwhich should be sufficient. The
level of redundancy is specified by your organat standards, and any further fault
tolerance, such as RAID mirroring, is a mattenfour system administrators.

This chapter deals with datafile corruption. Altgbuthe cause of datafile corruption
may be beyond your control, surviving it with n@s$oof data (and possibly with no
downtime either) is certainly within the DBA domain

2.0 OBJECTIVES

In this unit you will learn how to

* Define block corruption and list its causes ayhgtoms

* Detect database corruptions using the utiliti®AAYZE and DBVERIFY
 Detect database corruptions using the DBMS_RER#s&kage

* Implement the DB_ BLOCK_CHECKING parameter to @éorruptions
* Repair corruptions using RMAN

3.0 Block Corruption and Its Causes

Blocks may be corrupted in two ways: either mediaugption or logical (also known
as “software”) corruption.

A media-corrupt block is a block where the conteritdhe block make no sense
whatsoever: its contents do not match the formpéeted by Oracle, according to the
formatting rules for the tablespace and the objedtsin it. When a datafile is
created, it is formatted into Oracle blocks, of vevar block size was chosen for the
tablespace. This is the first level of formattiAgsecond level occurs when the block is
actually used. When an object is allocated an éxtiea blocks in the extent are not
further formatted, but as the high-water mark ef thject is advanced into the new
extent, then the blocks receive a second levadmhétting, as they take on the
characteristics required for that particular segmiénbecause of damage to the disks,
this formatting is lost, then the block will be “dia corrupt.”

A logically corrupt block is a block where the Ormtormatting is correct—the

block does have the correct header area and adsa—but the contents of the block
are internally inconsistent. For example, the bloekder of a table block includes a
row directory, stating where each row begins. lewlattempting to find a row, there
isn’t one, this will be a logical corruption—an @lainternal error, rather than a
media problem.

If the causes of block corruption were fully knowime problem would never

occur. As a general rule, block corruption is allagre or operating system problem.
A problem in the 1/0 system can mean that somewineitge chain of cause and
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effect between the DBWn process instructing theratpey system to write a block to
disk and a server process receiving the block fitueroperating system in response to
a read request, the block has been damaged.l$bipassible for a fault in memory

to be flushed, accurately, to disk. If block cotraps are reported consistently, then
the problem is almost certainly hardware or opegasiystem related.

Logical corruption is also usually hardware relatadt it is possible—though
extremely rare—for a bug within Oracle itself tausa Oracle to create an inconsistent
block. If the hardware and operating system diagic®go not show any problems,
then check the Metalink web site for any known peots with your release of the
server software. Any bugs relating to block coriuptwvill have been widely reported,
and a patch will be available.

3.1 Parameters Relating to Block Corruption

There are two instance parameters that will assétecting corrupted blocks: DB
BLOCK_CHECKSUM, which defaults to TRUE, will heltect damage introduced by
the disk or 1/0O systems. DB_ BLOCK_CHECKING, whicéfadults to FALSE, will help
detect damage introduced by faulty memory.

With DB_BLOCK_CHECKSUM on TRUE, whenever the DBWropess writes a

block to disk it will compute a checksum for thedk and include it in the block
header. When a server process reads a block, dhineksum is present it will recalculate
it and compare. This will mean that any damage witwiin the time between the
DBWn writing the block and its being read back Ww# detected. For normal running
on reliable hardware, this should be adequate alhtiave only a minimal impact

on performance. Oracle Corporation advises leathisggparameter on default, so

that any damage caused while the block is on diskorruptions introduced during

the write and read process, will be detected. Evieen this parameter is on false,
checksumming is still enabled for the SYSTEM tapée=.

Setting DB_BLOCK_CHECKING to TRUE will have an imgaon performance,

and Oracle Corporation advises leaving it on deéfaniless there are specific
problems related to corruptions occurring in memuwen set to TRUE, the Oracle
processes will check the block for consistency etiene the buffer containing the
block is accessed. This will mean that if corrupsi@re occurring in memory, they
will be detected immediately, but the price is higberhaps as much as 10 percent of
processing capacity. As with checksumming, bloakcking is always enabled for the
SYSTEM tablespace irrespective of the setting if plarameter.

3.2 Detecting Block Corruptions

A corrupted block may be detected by your userswthey try to read it, but ideally

you will have detected it before any user notitesgroblem. There are utilities that

will help with this. The examples that follow ar@ifin a Windows system, based on a tablespace
called DAMAGED with a datafile DAM.DBF. The tablespe was created and a table,
CORRUPT_TAB, created within it, and a primary keystraint added. This caused

the creation of an index, called CORR_PK, on thestrained column. Then the file

was deliberately damaged by using an editor to ghanfew bytes of some blocks of

the CORRUPT_TAB table. This is a reasonable simanatf either media or logical
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corruption: the file still exists and is of the peot size, but the contents have been
damaged externally to Oracle. The index, howegenpt directly affected.

3.3 The Corrupted Block Error Message

Figure 30-1 shows the message you hope you wikmsse, an ORA-01578 telling
you that there is a corrupted block.

The first query succeeds. This is because alththeglquery appears to request a

full table scan, in fact Oracle can execute theyuéthout reading the table at all.
There is a primary key constraint on the table ciwimeans that Oracle can count the
number of rows by scanning the index, not the tdbleill usually be quicker to do
this. The second query, which requires readindgdhbke itself, fails with an ORA-
01578 error message that lists the address ofoilnepted block. The message is

_;'f,l]racle S -0 %

File Edit Search Options Help
ocpidg: -
ocp18g> select count{=) from corvrupt_tab;

COUNT (=)

ocpi8g> select = from corvupt_tab;

select = from corrupt_tab
*

ERROR at 1line 1:
ORA-81578: ORACLE data block corrupted {file # 7, block # 5)
ORA-B1118: data file 7: 'C:“ORACLEMODRADATAMNDAM.DBF®

ocp1@g>
ocp18g: -
1 *

Figure 30-1A corrupt block encountered during a full tablersca

returned to the session that detected the prolidatrthere is also this message in the
alert log:

Hex dump of (file 7, block 5) in trace file
c:\oracle\product\10.1.0\admin\ocp10g\udump\ocpddg 3508.trc
Corrupt block relative dba: 0x01c00004 (file 7,dK®)

Bad header found during buffer read

Data in bad block:

type: 16 format: 2 rdba: 0x01c02004

last change scn: 0x2020.20267bf9 seq: 0x2 flg: 0x04

sparel: 0x20 spare2: 0x20 spare3: 0x2020

consistency value in tail: 0x7bf91002

check value in block header: Ox2cbf

computed block checksum: 0x0

Reread of rdba: 0x01c00004 (file 7, block 5) fosadhe corrupted data
Thu Dec 16 14:25:40 2004
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Corrupt Block Found

TSN =21, TSNAME = DAMAGED

RFN 7, BLK =5, rdba = 29360132

OBJN = 52077, OBJD = 52077, OBJECT=, SUBOBJECT =

Segment Owner=, Segment Type =

This tells you again the file and block number, ahthe end another vital piece

of information: the number of the object that theck is part of, in this case object
number 52077. To identify the object, run

SQL> select owner,object_name,object_type from dbgects where object_id=52077;
An alternative query to identify the object would to match the data block

address against the DBA_EXTENTS view. To identityiethh segment includes an extent
that covers the fifth block of the seventh datafile

ocpl0g> select owner,segment_name,segment_typedtvanextents where

2 file_id=7 and 5 between block_id and block_idlecks;

OWNER SEGMENT_NAME SEGMENT_TYPE

HR CORRUPT_TAB TABLE

This is an example of a problem that could havstegifor some considerable time.
Unless the corruption is in the header blocks efdhtafile, it will only be detected
when the block is read by a server process. Gépeyal should aim to detect such
problems before a user hits them.

4.0 The DBVERIFY Utility

DBVERIFY is an external utility run from an operagisystem prompt to verify datafiles
(see Figure 30-2). It can be run against files evthkey are in use, or against image
copies made with user-managed backups or by RMAdarinot verify online or
archive redo logs, nor the controlfile, nor RMANckap sets. The files to be verified
can exist on a conventional file system, or on Auwdtic Storage Management disks,
or on raw devices; the syntax is identical exckat for a raw device you must tell
DBVERIFY a range of blocks to look at, becauseiit have no other way of knowing
where the file ends. The only required argumettieasname of the file to verify—the
optional arguments START and END let you specifgirage of blocks to be verified.
The executable for DBVERIFY is $ORACLE_HOME/bin/dbm Unix, %ORACLE_
HOME%\bin\dbv.exe on Windows. In the output, a llecreferred to as a page. The
output (with the possible exception of “Total Pagehix”) is self-explanatory: details
of every block found to be corrupt, followed byursnary of the state of all blocks.

If “Total Pages Influx” is greater than zero, itnet an indication of any problem; it
merely shows that while DBVERIFY was running agaans open file, it encountered a
block that was currently being written to by the\WB process. When that happens, it
will re-read the block until it gets a consistemiige. “Total Pages Influx” is the
number of times it had to do this.

If you are using RMAN to back up your datafiles, YIBRIFY is not needed, because
RMAN will perform its own verification. DBVERIFY igssential if you are using usermanaged
backups, in order to determine that the backupsetteally usable.
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T Gy WINDOWS Systen =0 x|

C:woraclesproduct~181™1 .Bvoradata“~ocplBg>dbe file=daml_dhf

DBUERIFY: Release 18.1.68.2.8 - Production on Sat Jun 4 15:34:34 2885
Copyright <c» 1282, 2884, Oracle. All rights reserved.

DBUERIFY — Uerification starting = FILE = daml.dbf

Page 5% iz marked corrupt
Corrupt block relative dba: OxBicBBBB4 <file 7. block 52
Bad header found during dbuv:
Data in bad block:

type: 16 format: 2 wrdba: Bx@1cB2BB4

lazt change scn: Bx28020.20267hf? seq: Bx2 flg: @xB@4
sparel: Bx28 spare2: Bx20 spared: Bx20208

consistency value in tail: Bx7hf?1882

check value in block header: Bx2chf

block checksum diszabled

DBUERIFY — Uerification complete

Total Pages Examined = 138
Total Pages Processed <(Data> : 28
Total Pages Failing tDatal
Total Pages Processed <(Index>:
Total Pages Failing CIndex»:
Total Pages Processed <(Other>:
Total Pages Proceszed (Segl
Total Pages Failing (Seq)
Total Pages Empty

Total Pages Marked Corrupt
Total Pages Influx

Ll g R AR

|

Figure 30-2Running DBVERIFY

5.0 The ANALYZE Command

The primary purpose of ANALYZE is to gather statistthat will be used by the
optimizer to work out the most efficient way of exéing a SQL statement. But it does
have another use: checking whether a table ordexirs corrupted. There are three
forms of the command:

SQL> analyze table <tablename> validate structure;

SQL> analyze index <indexname> validate structure;

SQL> analyze table <tablename> validate structaseade;

When validating the structure of a table, ANALY ZErifies the integrity of each of

the data blocks and rows; when validating the stinecof an index, it verifies the
integrity of the data blocks and the index keyse GASCADE option will verify both
the table and any associated indexes. The chetkevif all blocks below the highwater
mark of the segments, so unlike DBVERIFY it willtrvearn you of problems in

space not yet used.

Two side effects of ANALYZE...VALIDATE STRUCTURE arthat for partitioned
tables it will check that rows are in the correattpion, and for indexes it will

compute the ratio of space devoted to active iredeses and space wasted because
the index entries refer to deleted rows. To sedditer information, query the view
INDEX_STATS.
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6.0 The DBMS REPAIR Package

DBMS_REPAIR is a set of procedures that will cheblects for problems and make

the objects usable again.

Before you can do anything with it, you must creatable that DBMS_REPAIR

uses to store its output:

SQL> exec dbms_repair.admin_tables(-

table_name=>'REPAIR_CORRUPT_TAB',-

table_type=>dbms_repair.repair_table,-

action=>dbms_repair.create_action);

This procedure call creates a table REPAIR_CORRURB, which will store

details of any problems encountered when checkiafla. The table’s name must

be prefixed with REPAIR_ and will be created in 8¢S schema. Then invoke the

CHECK_OBJECT procedure as in Figure 30-3.

If any blocks in a table are found to be corruptld,details of which block and

the object affected will be written out to the riggable. There will also be a suggestion

as to how to repair the damage: in the examplenénking the block as “software

corrupt.” This would not repair the damage in these of correcting the damage, but
(ol x
File Edit Search Options Help

ocpiig: -
ocpli8g> declare num _corrupt int;

begin

num_corruptz=8;

dbms_repair.check _object(

schema_name=>"HR",

object_name=>'CORRUPT_TAB",

repair_table name=>'REPAIR_CORRUPT_TAB",

corrupt_count=>num_corrupt};

dbms_output.put_line{num_corrupt);

end;

/

= I = = N N = Y g I T I

-
—

PL/SOL procedure successfully completed.

ocpl18g> select schema_name,object_name,relative file_id,block_id,
2 repair_description from repair_corrupt_tab;

SCHEMA_MAME OBJECT_HAME RELATIVE_FILE_ID BLOCK_ID REPAIR_DESCRIPTIOHN

HR CORRUPT_ThAB 7 5 mark block software corrupt

ocpi8g> | =
1 3

Figure 30-3Using DBMS_REPAIR to verify a table

it would make the object usable again, which mapdieer than having statements
fail repeatedly with ORA-01578.

To follow the advice, use DBMS_REPAIR.FIX_CORRUPT®CKS to mark the

damaged blocks as corrupted, then DBMS_REPAIR.SEEBRRUPT_BLOCKS to
instruct Oracle to ignore any blocks so markedsTill allow sessions to access the
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object without any errors, though the data in tamdged blocks will be missing.
This can result in unexpected effects, as in Figord.

The routine in the figure has made the table usabkbhe sense that it can now be
scanned without errors—but some data is missinthdrexample, every row is gone.
But as far as the index is concerned, the rowlsestist. This imbalance should be

corrected by rebuilding all the table’s indexeswM_TER INDEX...REBUILD ONLINE.

Before you do this, consider the possibilitiesrdérrogating the indexes by running
gueries that only select the indexed columns, titeree as much information as

possible regarding the missing rows. Dependingherdegree of redundancy between

indexes and table (how many columns are actuatlyded in one index or another?),
you may be able to reconstruct a significant amofieach missing row.

_;‘t,l]racle SQL’

File Edit Search ©Options Help

ocpl18g> declare num_fix int;

begin

num_fix:=8;
dbms_repair.fix_corrupt_blocks(
schema_name=3>'HR",

object name=>'CORRUPT_THB",
object_type=>DBMS_REPAIR.TABLE_OBJECT,
repair_table_name=>'REPAIR_CORRUPT_TAB",
fix_count=>num_Ffix);

end;

7
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PL/SOL procedure successfully completed.
ocpifg> exec dbms_repair.skip_corrupt_blocks{'HR",'CORRUFT_TAB'};
PL/SOL procedure successfully completed.
ocpi8g> select = from hy.corrupt_tab;
no rows selected
ocpl18g> select count{*) from hr.corrupt tab;
COUNT { =)

ocp18g>
4

Figure 30-4Repairing a table with corrupted blocks

Exercise 30-1: Checking for Block Corruptions

Create a tablespace and a table, and confirmhbeg tare no corrupt blocks.
1. Connect to your database with SQL*Plus as user £K&T

2.Create a tablespace called NEW_TBS. For exampl&nix,

SQL> create tablespace new_tbs datafile

'loracle/oradata/new _tbs.dbf' size 2m;
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or on Windows,

SQL> create tablespace new_tbs datafile
\oracle\oradata\new _tbs.dbf' size 2m;

3. Create a table within the new tablespace, andifglemhich blocks in which
files the table is occupying.

SQL> create table new_tab tablespace new_tbs as

select * from all_users;

Table created.

SQL> select extent_id,file_id,block_id,blocks fratha_extents
2 where owner="SYSTEM' and segment_name="NEW_TAB’,
EXTENT_ID FILE_ID BLOCK_ID BLOCKS

In this example, the table has just one extengrextd 0, which is in file
number 9, the new datafile. The extent beginsatkohumber 9 and is
8 blocks big. Your results may differ from this.

4.Connect as SYS, and use DBMS_REPAIR to createsiheirtable.
SQL> exec dbms_repair.admin_tables(-
table_name=>'REPAIR_TABLE',-
table_type=>dbms_repair.repair_table,-
action=>dbms_repair.create_action,-

tablespace=>'NEW_TBS");

5. Check the NEW_TAB table for corruptions.

SQL> declare num_corrupt int;

2 begin

3 dbms_repair.check _object(

4 schema_name=>'SYSTEM,,

5 object_name=>'NEW_TAB',

6 repair_table_name=>'REPAIR_TABLE/,

7 corrupt_count=>num_corrupt);

8 end;

9/

PL/SQL procedure successfully completed.

6. To confirm that there are no corruptions, queryttide REPAIR_TABLE.
There will be no rows.

7. From an operating system prompt, use DBVERIFY tify¢he table. For
example, on Unix,

$ dbv file=/oracle/oradata/new_tbhs.dbf blocksize33B1

or on Windows,

C:\> dbv file=\oracle\oradata\new _tbs.dbf blocksi&&92

The output will resembile this:

DBVERIFY - Verification complete

Total Pages Examined : 256

Total Pages Processed (Data) : 1
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Total Pages Failing (Data) : O
Total Pages Processed (Index): 0
Total Pages Failing (Index): 0
Total Pages Processed (Other): 10
Total Pages Processed (Seg) : 0
Total Pages Failing (Seg) : 0

Total Pages Empty : 245

Total Pages Marked Corrupt : O
Total Pages Influx : 0

7.0 Recovering Corrupt Blocks with RMAN

If you are making user-managed backups, you cgmr@drm a block recovery,

because the granularity of a user-managed restdhe idatafile. If one block of a file
many gigabytes big is corrupted, you must restackracover the entire datafile through
the usual routine:

 Take the damaged file offline.

* Restore the file from a backup made before tluption occurred.

* Recover the file completely.

* Bring the recovered file online.

This can be done with zero data loss, but the ilnpagour users, in terms of
downtime, may be enormous. RMAN backups open tissipiity of block-level
restore and recovery, perhaps with no downtimdl.at a

7.1 Detection of Corrupt Blocks

RMAN will detect corrupt blocks as it performs bapkoperations. A user-managed
backup routine will generally detect a hardwarewgation, because the operating
system utility you are using will have a probleradig the file, but it cannot detect
software corruption: damage where the file is sti#ldable by the operating system
but the contents would not make sense to OracléARMbeing an Oracle-aware tool,
will verify the contents of data blocks as it reditlsm; unless instructed otherwise, it
will terminate the backup as soon as it hits awgarblock. If you wish, you can run
RMAN backups that specify a tolerance for corrugikatks. If this is done, then
rather than throwing an error and terminating taekinp immediately when a
corruption is detected, RMAN will continue to bagk the datafile but will record the
addresses of any corruptions it encounters irefigsitory. This example instructs
RMAN to continue a backup as long as no more thmenhundred corrupt blocks are
encountered:

RMAN> run {

set maxcorrupt for datafile 7 to 100;

backup datafile 7;}

The details of corrupt blocks are visible in twages. The view VSDATABASE _
BLOCK_CORRUPTION shows the address of the causkeoproblem: the datafile
file number and block number. The address of tbhelbin the backup is recorded in
V$BACKUP_CORRUPTION for backup set backups, or BOOPY_CORRUPTION if
the backup were to an image copy. In normal runnyog would not use the SET
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MAXCORRUPT keywords. Without them, the backup vialil and you will thus be made
aware of the problem immediately. Then re-run thekbp with SET MAXCORRUPT
and after completion query the views to determingeextent of the damage.

By default, RMAN will always check for physical ecaption, known as “media
corruption” in the non-RMAN world. An example ofishvould be a block that

Oracle cannot process at all: an invalid checksuma, block full of zeros. RMAN can
also be instructed to check for logical corruptialso known as “software corruption,”
as well. These checks will occur whenever a fileasked up, whether as an image
copy or into a backup set. To override the defaults

RMAN> backup nochecksum datafile 7;

will not check for physical corruption, and

RMAN> backup check logical datafile 6;

will check for logical as well as physical corrugti

7.2 Block Media Recovery

If RMAN has detected a block corruption, it canBlock Media Recovery, or BMR.
BMR changes the granularity of a restore and regoeperation from the datafile to
just the damaged blocks. This has two huge advastager file restore and recover:
first, the file does not have to be taken offlinermal DML can continue. Second, the
mean time to recover is much reduced, since omy#dmaged blocks are involved in
the operation, not the whole file. The only dowrgithat will occur is if a session
happens to hit a block that is actually damagedhasdnot yet been recovered.

The BMR mechanism provides RMAN with a list of arfenore blocks that need
recovery. RMAN will extract backups of these blofiem a backup set or an image
copy and write them to the datafile. Then RMAN waitlss through the archive logs
generated since the backup and extract redo reoslelsant to the restored blocks
and apply them. The recovery will always be congateit would be logically
impossible to do an incomplete recovery; incompitet®very of just one block
would leave the database in an inconsistent dfaesession hits a corrupted block
before the BMR process has completed, then itstillireceive an ORA-01578 error,
but it is quite possible that the BMR operationl \wé complete before any users are
aware of the problem.

7.3 The BLOCKRECOVER Command

The BLOCKRECOVER command always specifies a lishroé or more blocks to be
restored and recovered, and it optionally specthiesbackup from which the restore
should be made. For example, this command,

RMAN> blockrecover datafile 7 block 5;

Instructs RMAN to restore and recover the one $jgelcblock from the most recent
backup set or image copy of the file (see Figur&B'he syntax would also accept a
list of blocks in several files:

RMAN> blockrecover datafile 7 block 5,6,7 datafdlock 21,25;

There may be doubt regarding the integrity of taekips. In that case, you can

instruct RMAN to restore the block(s) from a backiat is known to be good:
RMAN> blockrecover datafile 7 block 5 from backup$693;
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will restore from the nominated backup set, whiohld also be specified by a tag:

RMAN> blockrecover datafile 7 block 5 from tag mioiyt whole;

If the damage is more extensive, then two othepoptfor BMR will simplify the

process. First, provided that RMAN has populatedviiew V$DATABASE _BLOCK _
CORRUPTION by running a backup with MAXCORRUPT &egreater than zero,

then the CORRUPTION LIST option will instruct RMARN restore and recover every
block listed in the view. Second, to ensure thatliackup(s) used for the restore are

from a time before the corruption occurred, therthe UNTIL option. For example,
RMAN> blockrecover corruption list until time sygda 7;

instructs RMAN to restore and recover every bldek has been discovered to be damaged
by a previous backup operation, using only backopde at least one week ago.

e CAWINDOWS' Sys - 0Ol x

RMAM> blockrecover datafile ? block 5;

Starting blockrecover at 18-DEC-B84
using channel ORA_DISK_1

channel ORA_DISK_1: restoring blockds)

channel ORA_DISK _1: =zpecifying block{(z> to restore from backup =zet

restoring hlocksz of datafile BBAAY

channel ORA_DISK 1: restored block{(s> from hackup piece 1

piece handle=C:“~0ORACLE“~PRODUCT-~16.1.8~FLASH_RECOUVERY_AREA~OCP1AG-BACKUPSET~2004 _
12_17~01_MF_HNHNNDF_TAGZ20841217T215642_BW6GHULG6_.BKP tag=TAG20841217T215642
channel ORA_DISK_1: block restore complete

failover to previous hackup

channel ORA_DISK_1: restoring blockds)

channel ORA_DISK_1: =zpecifying block{(z)» to restore from backup =zet

restoring hlocksz of datafile BBAAY

channel ORA_DISK 1: restored block{s> from hackup piece 1

piece handle=C:“~0ORACLE“~PRODUCT~16.1.8~FLASH_RECOUERY_AREA~OCP1AG-BACKUPSET~2004 _
12_16%01_MF_NHNDF_TAGZ2A841216T164587_BU3?UNKY_.BKP tag=TAG20841216T164587
channel ORA_DISK_1: block restore complete

starting media recovery
media recovery complete

Finished blockrecover at 18-DEC-B4
RMAN> b
Figure 30-5Block media recovery with RMAN

Exercise 30-2: Carrying Out a Block Media Recovery

1. Connect to your database with RMAN, using operasiygfem authentication.
rman target /

2.Back up the datafile created in Exercise 30-1, 3tepther by name or by
specifying the file number listed by the query xekcise 30-1, Step 3, and tag
the backup. For example,

RMAN> backup datafile 9 tag file9;

3. From your SQL*Plus session, force a log switch arative.

SQL> alter system archive log current;

4. Perform a block recovery of some of the blocksgre=i to the NEW_TAB
table. Choose any blocks covered by the extemtdiby the query in Exercise
30-1, Step 3. For example,

RMAN> blockrecover file 9 block 10,11,12 from tdidg'9";

5. Tidy up by dropping the tablespace.
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SQL> drop tablespace new_tbs including contentsoaafiles;

8.0 Dealing with Corruptions

The first step is to identify that a corruption ag$act occurred. You could wait for
users to report ORA-01578 errors, or you can dectptions in advance by
running DBVERIFY against your live datafiles anduyaiser-managed backups. RMAN
will also detect corruptions: by default, the RMAdsckup will fail when it hits a
corrupted block.

Having located one or more corrupt blocks, you nuesttify the object to which

they belong. Or if you know the object that is dget then the DBMS_REPAIR
.CHECK_OBJECT procedure can scan the object tdifgehe corrupted blocks.
Once the extent of the damage is known, you camléedhat action to take.

Provided that you have an adequate backup stratgggce, either user-managed or
with RMAN, you will always be able to carry out aroplete recovery. The only exception
would be if the corruption occurred so long agd ths included in all your backups.
By default this is not possible with RMAN, but tdd occur with user-managed
backups if you don’t ever verify them with DBVERIFX normal complete recovery
involves downtime: any objects with extents in dagafile being restored and recovered
will not be available for use until the recoveryirgshed. There are other techniques
that will avoid this.

If the damage is limited to an index, you can ditzpindex and re-create it. This

may be transparent to your end users, though ifithex is used for enforcing a
unique or primary key constraint, the constrairt have to be disabled and the

table locked for DML until the index is rebuilt log-enabling the constraint:

ocplOg> alter table corrupt_tab disable validatestaint corr_pk;

Table altered.

ocpl0g> delete from corrupt_tab;

delete from corrupt_tab

*

ERROR at line 1:

ORA-25128: No insert/update/delete on table withst@int

(HR.CORR_PK) disabled and validated

ocplOg> alter table corrupt_tab enable validatestamt corr_pk;

Table altered.

ocpl0g>

If the damage is to a table, you can consider ugiaddBMS_REPAIR package to

fix the table. This will make the table usable, the rows in the damaged blocks will
be gone. Also you must rebuild all associated iedekut this can be done online.
This decision to lose data is a grave one, butzéne downtime may sometimes make
it the best option.

Finally, if you are using RMAN for your backups,wbave the possibility of a
complete block recovery, with no downtime. Thigften the best answer.

While fixing the data damage caused by a corrupffon must also identify and

fix the cause of the problem. This problem is k&l be due to faults occurring in the
server machine’s I/O systems, on its disks, otsmmemory: this type of error is outside
the database administration domain. Your systemrashrators will have appropriate
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diagnostic tools to check all of these. There $® @ remote possibility that some
releases of the Oracle database software on satferpis may have bugs that can
cause software corruptions; these will be docuntkateMetalink, and there will be
patches available to correct the problem.

9.0 SUMMARY

Database block corruption should never occur. Bdoés happen. Oracle will, by
default, detect media corruptions that occurredndua block’s sojourn on disk; by
setting the DB_BLOCK_CHECKING parameter, you catees its checking to include
software corruptions, or with DB_ BLOCK_CHECKSUM yoan disable the physical
check. If a server process detects an error, itretiirn an ORA-01578 message to the
session, and a message goes to the alert log.

A good DBA will proactively detect corruptions bedahe users hit them, by using
DBVERIFY to scan datafiles, or by monitoring thesess of his RMAN backups. Then,
depending on the extent of the damage and thetsljamaged, he has the choice
between a restore and complete recovery of thdilgataffected; or simply marking
the damaged blocks as corrupted with DBMS_REPAIRIropping and re-creating
the object. A better solution, if using RMAN forddaps, may be block media
recovery.

10.0 TURTOR MARKED ASSIGNMENT

1. You have these parameter settings:

DB_BLOCK_CHECKSUM=true

DB_BLOCK_CHECKING=false

Which of these statements are correct? (Chooskeatlorrect answers.)

A. Checksums will be calculated and checked whenebéyck is accessed in
the database buffer cache.

B. Checksums will be calculated and checked whenebtyck is accessed
on disk.

C. Blocks of the SYSTEM tablespace will always be &eekcfor internal
consistency.

D. Blocks of the SYSTEM, SYSAUX, and active UNDO tapaces will always
be checked for internal consistency.

E. No blocks will be checked for internal consistency.

2.1f a table has corrupted blocks but the primary kelex does not, what will
be the effect on SELECT statements? (Choose twedaasnswers.)

A. Index searches may succeed, depending on what sslare selected.

B. Index searches may succeed, depending on whatam@selected.

C. Full table scans may succeed, depending on whainca are selected.

D. Full table scans may succeed, depending on what aogvselected.

3. Which of the following file types can DBVERIFY véyP (Choose three answers.)
A. Offline datafiles

B. Online datafiles

C. Datafile image copies

D. RMAN backup sets

E. Online redo log files
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F. Archive redo log files

4. DBVERIFY reports that a block is INFLUX. What doggs mean? (Choose the
best answer.)

A. Itis an error denoting a type of corruption.

B. DBVERIFY could not check the block because it wasse.

C. DBVERIFY did check the block after a retry.

D. It indicates that the image of the block on diskas the same as the
image in memory.

5.You issue the command

analyze table tabl cascade;

What will be analyzed? (Choose the best answer.)

A. The table TAB1 and any child tables related toyibldoreign key constraint
B. The table TAB1 and any parent tables related by & foreign key
constraint

C. The table TAB1 and all tables, parent or childwtach it is related

D. The table TAB1 and its indexes

E. The table TAB1 and all its partitions

F. All of the above

6. Which of the following is true about the DBMS_REMPApackage? (Choose the
best answer.)

A. You can use it to reconstruct the data containeklinva corrupted block
by block media recovery.

B. You can use it to reconstruct the data containgkiinva corrupted block
by extracting data from relevant index blocks.

C. You can use it to scan datafiles, but not indivichigects.

D. It can make objects usable, but it cannot retrlesedata.

7.You want to repair a table with corrupted blocksigDBMS_REPAIR. This
requires four procedure calls. Put them in theemtrorder:

A. DBMS_REPAIR.ADMIN_TABLES

B. DBMS_REPAIR.CHECK_OBJECT

C. DBMS_REPAIR.FIX_CORRUPT_OBJECT

D. DBMS_REPAIR.SKIP_CORRUPT_BLOCKS

8. Which of the following statements are correct ali®lock Media Recovery
(BMR)? (Choose two answers.)

A. BMR can be performed only with RMAN.

B. BMR can be performed only with SQL*Plus.

C. Both RMAN and SQL*Plus can be used for BMR.

D. BMR is always a complete recovery.

E. BMR is always an incomplete recovery.

F. BMR can be either complete or incomplete; the DA&ides.

9.1f, during an RMAN backup, a corrupt block is enotered, what will
happen? (Choose the best answer.)

A. The backup will fail.

B. The backup will succeed.

C. It depends on the MAXCORRUPT setting.
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D. If the corruption is in the SYSTEM tablespace, laekup will fail;
otherwise, it will continue, but the address of tlerupt block will be

written to the RMAN repository.

10.To what file types is BMR applicable? (Choose thsttanswer.)

A. Archive log files

B. Controlfiles

C. Datafiles

D. Online logdfiles

E. Tempfiles

F. All of the above

11. What will be the effect of issuing this command:

blockrecover corruption list until time sysdate; - 7

(Choose the best answer.)

A. The recovery will be up to but not including thest®m change number of
the time specified.

B. The recovery will be up to and including the systgdrange number of the
time specified.

C. The recovery will be complete, but the restore dlfrom before the time
specified.

D. The recovery will be of all blocks entered onto tloeruption list before
the time specified.

E. The recovery will be of all blocks entered onto tleeruption list after the
time specified.

completes.

F. If a session hits a block being recovered, it véport an ORA-01578 error.

11.0 FURTHER READING /REFERENCE

1.0 Alapati, Sam R. (2005) Expert Oracle database 10g administration Apress p. 845ISBN 9781590594513 .
Retrieved 2009-05-25 "... ASH records very recent session activity (within the last five or ten minutes)."

2.0 Oracle Database 10g: Administration 1 and 2
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Perhaps the most important aspect of a databasaiattator’s job is to ensure that
the database does not lose data. The mechanigmdooénd undo ensure that it is
absolutely impossible to corrupt the database nitemahat the DBA does, or does
not do. After working through the section of thisapter headed “Instance Recovery”
you will be able to prove this. However, it is pibds for an Oracle database to lose
data if the DBA does not take appropriate precastiGrom releasd #nward, an
Oracle database can be configured so that no nvetterhappens the database

will never lose a single row of committed dataslalso possible to configure an
environment for 100 percent availability. This cteapwill go through the concepts
behind Oracle’s backup and recovery mechanismsenhbling structure within
which you will configure whatever level of data saty and availability is demanded
by your organization. But first, a summary of what! are trying to achieve with your

backup and recovery strategy.

2.0 OBJECTIVES

In this unit you will learn how to

* Describe the basics of database backup.restoresaovery
* Identify the types of failure that may occur im@racle database

* Describe ways to tune instance recovery

3.0 Backup and Recovery Issues

This is an area where the DBA cannot work in isotatThe amount of downtime and
data loss that an organization can stand is a nfattéhe business analysts, not the DBA.
The business analysts in conjunction with the esetwill determine the requirement,
and the DBA will then configure the database appabgly. To do this, s/he will require
the cooperation of the system administrators ahdratupport staff. Sometimes there
will be budget constraints to consider: a zero ttzga and hundred percent uptime
environment will be far more expensive to configthren an environment that does

not have such guarantees. Performance may alsadelefrade as the uptime and

data loss requirements become more demanding.
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The end result of considering the business req@nesn performance, and financial
considerations is often a compromise. It is vitaiyportant that this be documented,
usually in the form of a service level agreemeat tletails exactly what is being done,
and what the effects will be of various types oliuf@. For the DBA, there is no such
thing as “good” or “bad” database administratiorthis environment; there is only
whether the procedures s/he is following confirnthi® service level agreement, or not.
This protects the DBA from criticism (you can’t fieed for doing what it has been
agreed that you will do) and guarantees the en tise level of service that they

have agreed they require. The three areas of &edevel agreement relevant to backup
and recovery are the mean time between failuresNIhBF), the mean time to recover
(the MTTR), and loss of data. Your objective as DiBAo increase the MTBF while
reducing the MTTR and data loss.

MTBF refers to how frequently the database becomes dabla For some
organizations, the database must be availablealime. Real-time systems, such as
satellite flight control or process control in ahrefinery, must run all the time; even

a few minutes failure can be catastrophic. Orapdeiges two advanced options that
can contribute to 100 percent availability: RAC &tceams. ARRAC,or clustered,
database consists of one physical database opgmadltiple instances on multiple

computers. If any one computer or instance fails,database remains open for use
through a surviving instance. RAC protects agdiastiware, operating system, and
software failure. The Streams environment consita/o or more databases on separate
computers, which may be geographically widely safgat. The Streams mechanism
takes care of keeping the two databases synchaynizeesal time if necessary. Users
can connect to either, and changes made on eaalbadatare published to the other
database. If one database becomes unavailableyageason, work can continue on

the other. Streams goes further than RAC for faldrance, because it protects against
disk and network failure as well as hardware, ojp@gasystem, and software failure.
MTTRrefers to the length of downtime following a faduiFor many organizations,

this is actually more significant than losing ddtar example, every minute that the

billing system for a telco is unavailable could meabscribers are getting free cell
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phone calls, and extended downtime could cost m@we money than losing a few
minutes of data. Clearly the ideal is to have tystean available all the time, but when
it does fail, it is your duty to bring it back uptiwminimal delay. A critical part of
reducing MTTR is practice. When a database crasfoeswill be under enormous
pressure to open it as soon as possible. It ikteitae prepared. You do not want to

be looking up things in manuals before taking appate action. Practice, practice,
practice—if you can't test recovery on a live systéest on a backup system. Run
simulations of all possible types of failure, amdgare for all eventualities.

The third objective is to minimize data loss. Samganizations cannot stand any

data loss whatsoever. For example, a stock traglisgm must not lose a trade. It might
be preferable to have no trades taking place—teaniyprlose the exchange—than to
take the risk of losing a transaction. In otheriemments it may be acceptable to lose
a few hours of data, but make sure that this isid@nted. From release @ward,

an Oracle database can be configured for zerolasgaunder any circumstances
whatsoever. This is done through Data Guard. Iata @uard system the live database,
known as the primary, is protected by one or mtaedby databases. The standby is
continually updated with all the changes appliethoprimary. These changes can

be propagated in real time if necessary.

These three advanced options—RAC, Streams, and®@sted—all have

performance implications (which may be for bettefon worse, depending on how
things are set up and what the objective is) andlshnot be embarked upon lightly.
Any fault-tolerant environment will rely heavily drardware redundancy. This

is where you cannot work independently of the systéministrators. If a datafile
becomes unavailable because of a disk failure, gatabase will also (at least partially)
become unavailable. Your objective of increasirggfTBF must be aligned with your
system administrators’ targets for disk redundaary replacement. Similarly, you are
totally dependent on the network. If your usersncdirconnect, they will not care
whether the reason is that a router has failedr Yarngets for the database must be set
with the whole IT environment in mind, and the sesMevel agreements must make
this clear. Your role as DBA is to ensure that gan meet the agreed standards for

uptime and data loss, no matter what the natutieeofailure.
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4.0 Categories of Failures

Failures can be divided into a few broad categoFfes each type of failure, there
will be an appropriate course of action to resalvEach type of failure may well
be documented in a service level agreement; cértihia steps to be followed
should be documented in a procedures manual.

4.1 Statement Failure

An individual SQL statement can fail for a numbéremasons, not all of which are
within the DBA’s domain—but even so, s/he must beppared to fix them. The first
level of repair will be automatic. Whenever a statat fails, the server process
executing the statement will detect the problemratdack the statement. Remember
that a statement might attempt to update many eowlsail part way through
execution; all the rows that were updated befoecfaiiure will have their changes
reversed through use of undo. This will happenmaataally. If the statement is part
of a multistatement transaction, all the statemtérgshave already succeeded will
remain intact, but uncommitted. Ideally, the pragnaers will have included exception
clauses in their code that will identify and managg problems, but there will always
be some errors that get through the error handbotnes. As shown in Figure 18-1,
there are four common causes of statement failovalid data, insufficient privileges,
space allocation problems, and logic errors. Yduread about each of them next.

A common cause of statement failurenigalid data,usually a format or integrity
constraint violation. A well-written user processlavoid format problems, such as
attempting to insert character data into a nunfezid, but they can often occur when
doing batch jobs with data coming from a third-paystem. Oracle itself will try to
solve formatting problems by doing automatic typsting to convert data types on
the fly, but this is not very efficient and shouldpe relied upon. Constraint violations
will be detected, but Oracle can do nothing to athem. Clearly, problems caused
by invalid data are not the DBA'’s fault, but you shibe prepared to deal with them
by working with the users to validate and corréet data, and with the programmers

to try to automate these processes.
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A second class of non—DBA related statement fagleansists ologic errorsin

the application. Programmers may well develop dbdéin some circumstances is
impossible for the database to execute. A perfeztngle is the deadlock that you
saw in the last chapter. A deadlock is not a datlearor; it is an error caused by
programmers writing code that permits an imposssiileation to arise. Another

example would be if the application attempts t@rha child row before the parent row.

Space managemepttoblems are frequent, but they should never o&igood DBA

will monitor space usage proactively and take achiefore problems arise. Space related
causes of statement failure include inability tteex a segment because the

tablespace is full; running out of undo space; filtsient temporary space when

running queries that use disk sorts; a user hittisgjuota limit; or an object hitting

its maximum extents limit. Database Control inckittee undo advisor, the segment
advisor, the Automatic Database Diagnostic Moniaoid the alert mechanism, all
described in previous chapters, which will helpittk up space-related problems before
they happen. The effect of space problems thatislguigh can perhaps be alleviated

by setting datafiles to auto-extend, or by enabtegpumable space allocation , but ideally, space
problems should never arise in the first place.

219



o CHAWINDOWS, System32h cmd.exe - sqlplus / as sysdba -0 =|

QL

QL» ——invalid data: there iz alrveady a department 18
QL> dinsert into dept values (18.'Sales’ . UK'>;
insert into dept values <18.'Sales’.’UK'>

RROR at line 1:
RA—BBAAL : unigue constraint (SCOTT.PEK_DEPT> violated

QL>» —insufficient privileges: not allowed to insert into hr.regions
QL» insert into hr.regions values (92%,.'Southern Africa’’;
inzert into hr.regionsz values (99.'Southern Africa’l
E
RROR at line 1:
RA-81831: insufficient privileges

QL> ——=space prohlem: the tahlespace iz full
QL> create table too_big <cl varchar2{l2> storage C(initial 18868md>;
reate table too_hig ¢(cl varchar2{1>> storage <(initial 1088m>»

RROR at line 1:
RA—BA165%7: unable to allocate MINEXTENTE beyond 12 in tablespace USERS

QL>» —logic problem: the code can’t handle two Smiths
QL> declare v_sal numbher;

2 bhegin

3 =select szalary into v_sal from hr.employees where last_name='Smith’;
4 end;

5 »

eclare v_sal number;

RROR at line 1:

RA—A1422: exact fetch returns more than requested numbher of rous
RA-B6512: at line 3

QL> _

Figure 18-1Examples of statement failures

Statements may fail becausemgufficient privilegesRemember from Chapter 7

how privileges let a user do certain things, siugbedect from a table or execute a
piece of code. When a statement is parsed, thersgrocess checks whether the user
executing the statement has the necessary permssdihis type of error indicates
that the security structures in place are inappatgrand the DBA (in conjunction
with the organization’s security manager) shoulahtjappropriate system and object

privileges.

4.2 User Process Failure
A user process may fail for any number of reasimadding the user exiting
abnormally instead of logging out, the terminalaeting, or the program causing

an address violation. Whatever the cause of thielgmg the outcome is the same.
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The PMON background process periodically pollgtadl server processes to ascertain
the state of the session. If a server processtefpat it has lost contact with its user
process, PMON will tidy up. If the session washa middle of a transaction, PMON
will roll back the transaction and release any $ckhen it will terminate the server
process and release the PGA back to the operatatgns.

This type of problem is beyond the DBA'’s contralt ls/he should watch for any
trends that might indicate a lack of user trainipgorly written software, or perhaps
network or hardware problems.

4.3 Network Failure

In conjunction with the network administratorssliiould be possible to configure
Oracle Net such that there is no single point dfife. The three points to consider
are listeners, network interface cards, and routes.

A database listener is unlikely to crash, but ttegeelimits to the amount of work

that one listener can do. A listener can servidg one connect request at once, and
it does take an appreciable amount of time to launserver process and connect it
to a user process. If your database experiencésvbigmes of concurrent connection
requests, users may receive errors when they ggrinect. You can avoid this by
configuring multiple listeners (each on a differadtiress/port combination) and
using connect-time load balancing, as discussé&hapter 12, to spread the workload
across them all.

At the operating system and hardware levels, ndétwierfaces can fail. Ideally,

your server machine will have at least two netwat&rface cards, for redundancy as
well as performance. Create at least one listeasrezdch card.

Routing problems or localized network failures cagan that even though the

database is running perfectly, no one can conodttlf your server has two or more

network interface cards, they should ideally benemted to physically separate subnets.
Then on the client side configure connect-timetfealerance as well as load balancing,
as described in Chapter 12. This step not onlyngals the network traffic across all

available routes and devices but also permits $lee processes to try a series of routes
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until they find one that is working.

4.4 User Errors

Historically, user errors were undoubtedly the wersors to manage. Releasey1d

the database improves the situation dramaticahg. @roblem is that user errors are
not errors as far as the database is concernediriema conversation on these lines:
User: “I forgot to put a WHERE clause on my UPDASt&tement, so I've just

updated a million rows instead of one.”

DBA: “Did you say COMMIT?”

User: “Oh, yes.”

DBA: “Um....”

As far as Oracle is concerned, this is a transaditie any other. The “D” for

“Durable” of the ACID test states that once a teanti®n is committed, it must be
immediately broadcast to all other users and belatedy nonreversible. But at least
with DML errors such as the one dramatized heeepuser does get the chance to roll
back his statement if he realizes that it was wiogigre committing. But DDL
statements don’t give you that option. For examiple programmer drops a table when
he thinks he is logged onto the test databasestadtually logged onto the production
database, there is a COMMIT built into the DROP TAB:ommand. That table is gone;
you can’t roll back DDL.

The ideal solution to user errors is to prevenirttieom occurring in the first place.
This is partly a matter of user training, but mespecially of software design: no user
process should ever let a user issue an UPDATEm&it without a WHERE clause.
But even the best-designed software cannot prexsars from issuing SQL that is
inappropriate to the business. Everyone makes keist®racle provides a number of
ways whereby you as DBA may be able to correct egers, but this is often extremely
difficult—particularly if the error isn’t reportefibr some time.

Flashback query is running a query against a versiohe database as it existed at
some time in the past. The read-consistent vedidime database is constructed, for
your session only, through the use of undo dataurgi1l8-2 shows one of many uses

of flashback query. The user has “accidentally’eted every row in the EMP table and
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committed the delete. Then s/he retrieves the mnguerying a version of the table
as it was five minutes previously.

Flashback drop reverses the effect of a DROP TABaEmand, as shown in

Figure 18-3. In previous releases of the datalmBROP command did what it says:
it dropped all references to the table from tha dttionary. There was no way to
reverse this. Even flashback query would falil, lnseahe flashback query mechanism
does need the data dictionary object definitiort. iBuelease 1§the implementation
of the DROP command has changed: it no longer dragthing; it just renames the
object so that you will never see it again, unigss specifically ask to.

The Log Miner is an advanced tool that extracterimfation from the online and
archived redo logs. Redo includes all changes n@adata blocks. By extracting the
changes made to blocks of table data, it is passibteconstruct the changes that
were made—thus, redo can be used to bring a relsbaekup forward in time. But
the redo stream also has all the changes madeltmhiacks, and it is therefore
possible to construct the changes that would bdetet reverse transactions, even
though they have been committed. Conceptuallyl-dgeMiner is similar to flashback
guery: the information to reverse a change is cootd from undo data, but whereas
flashback query uses undo data that is currentligerundo segments, Log Miner
extracts the undo data from the redo logs. Thisnsiéaat Log Miner can go back in
time indefinitely, if you have copies of the relevéogs. By contrast, flashback query

can go back only as far as your undo tablespadealiaiv.
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o L WINDOWS, System3 2t cmd.exe - sqlplus scott/tiger -0 =|

SQL >
SQL> delete from emp;

1]

14 rows deleted.

SQL> commit;

Commit complete.

COL> select count(=*) from emp;
COUNT (=2

GOL> insert into emp select * from emp as of timestampisysdate — 5-24-683;
14 rows created.

GQL> commit;

Commit complete.

SOL> zelect count(=) from emp;

COUNT (>

SQL > d|

Figure 18-2Correcting user error with flashback query

S WINDOWS' System 32t cmd.exe - sqlplus scotk/tiger - |E||5|

QL>
QL>» drop tahle emp;

L B

ahle dropped.

QL>» select count{*) from enp;
glect count{*) from emp
=

ERROR at line 1:

ORA-B8742: table or view does not exist
GQL> flashbhack table emp to hefore drop;
Flazhback complete.

SOL> select count(=> from emp;

COUNT (>

SQL > d|

Figure 18-3 Correcting user error with flashback drop

Incomplete recovery and flashback database are mocé drastic techniques for
reversing user errors. With either approach, thelevdatabase is taken back in time
to before the error occurred. The other techniqustsdescribed let you reverse one
bad transaction, while everything else remainsinut if you ever do an incomplete
recovery or a flashback of the whole database witdlose all the work done from
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time you go back to—not just the bad transaction.

4.5 Media Failure

Media failure means damage to disks, and theréf@rdéles stored on them. This is
not your problem—but you must be prepared to déhl Mv The point to hang on

to is that damage to any number of any files isaason to lose data. With release 9
and later, you can survive the loss of any andféhe files that make up a database
without losing any committed data—if you have cgofied the database appropriately.
Prior to 9, complete loss of the machine hosting the databasld cesult in loss of
data; the Data Guard facility, not covered in tl@ROcurriculum, can even protect
against that.

Included in the category of “media failure” is afpaular type of user error: system

or database administrators accidentally deletieg.fiThis is not as uncommon as one
When a disk is damaged, one or more of the fileg will be damaged, unless

the disk subsystem itself has protection throughR/&Remember that a database
consists of three file types: the controlfile, tdine redo logs, and the datafiles. The
controlfile and the online logs should always betgcted through multiplexing. If

you have multiple copies of the controlfile on diént disks, then if any one of them
is damaged you will have a surviving copy. Similarhultiple copies of each online
redo log mean that you can survive the loss ofarey Datafiles can’'t be multiplexed
(other than through RAID, at the hardware levéigrefore, if one is lost, the only
option is to restore it from a backup. This introds the concept of “recovery.” The
restored backup will be out-of-date; “recovery” mgapplying changes extracted from
the redo logs (both online and archived) to brirfgriward to the state it was in at

the time the damage occurred.

Recovery requires the use of archived redo logeséfare the copies of online redo
logs, made after each log switch. After restorirdatafile from backup, the changes to
be applied to it to bring it up-to-date are exteactin chronological order, from the
archive logs generated since the backup was t&Kearly, you must look after your
archive logs because if any are lost, the recopesgess will fail. Archive logs are

initially created on disk, and because of the rgki®sing disk storage, they, just like
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the controlfile and the online logfiles, shouldraltiplexed: two or more copies on
different devices.

So to protect against media failure, you must hrauttiplexed copies of the

controlfile, the online redo lodfiles, and the avehredo logfiles. You will also take
backups of the controlfile, the datafiles, andahehive logfiles. You do not back up
the redo logs; they are, in effect, backed up whexy are copied to the archive logs.
Datafiles cannot be protected by multiplexing; tnewed to be protected by hardware
redundancy: either conventional RAID systems orc{@fa own Automatic Storage
Management (ASM) detailed in Chapter 33.

4.6 Instance Failure

An instance failuras a disorderly shutdown of the instance, populeefgrred to as

a crash. This could be caused by a power cut, litglswg off or rebooting the server
machine, or by any number of critical hardware pgots. In some circumstances

one of the Oracle background processes may falviil also trigger an immediate
instance failure. Functionally, the effect of astance failure, for whatever reason, is the
same as issuing the SHUTDOWN ABORT command. You hesy people talking about
“crashing the database” when they mean issuing@TEMWN ABORT command.
After an instance failure, the database may wefthissing committed transactions

and storing uncommitted transactions. This is @fendion of a corrupted database.
This situation arises because the server processsn memory: they update blocks
of data and undo segments in the database buffeecaot on disk. DBWn then,
eventually, writes the changed blocks down to tafiles. The algorithm that DBWn
uses to select which dirty buffers to write is otexl toward performance, and it results
in the blocks that are least active getting wrifiest; after all, there would be little

point in writing a block that is getting changeapvsecond. But this means that at

any given moment there may well be committed tretiwas that are not yet in the
datafiles and uncommitted transactions that haee beitten: there is no correlation
between a COMMIT and a write to the datafiles. Blutourse, all the changes that
have been applied to both data and undo blockalagady in the redo logs.

Remember the description of commit processing etam Chapter 9: when you
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say COMMIT, all that happens is that LGWR flushas libog buffer to the current online
redo logfiles. DBWn does absolutely nothing on COMMSo for performance reasons,
DBWn writes as little as possible as rarely as jpdssthis means that the database is

always out-of-date. But LGWR writes with a very eggpive algorithm indeed. It writes
as nearly as possible in real time, and when yoarfgone else) say COMMIT, it really
does write in real time. This is the key to inse&anecovery. Oracle accepts the fact that
the database will be corrupted after an instaniberéa but there will always be enough

information in the redo log stream on disk to corte damage.

5.0 Instance Recovery

The rules to which a relational database must eanfas formalized in the ACID test,
require that it may never lose a committed trangactnd never show an uncommitted
transaction. Oracle conforms to the rules perfettihe database is corrupted, Oracle
will detect the fact and perform instance recowergemove the corruptions. It will
reconstitute any committed transactions that hadeen saved to the datafiles at

the time of the crash, and it will roll back anycommitted transactions that had been
written to the datafiles. This instance recovergampletely automatic; you can’t stop it,
even if you want to. If the instance recovery fanbich will only happen if there is media
failure as well as an instance failure, you camupsn the database until you have used
media recovery techniques to restore and recoeeddimaged files. The final step of

media recovery is automatic instance recovery.

5.1 The Mechanics of Instance Recovery

Because instance recovery is completely automatian be dealt with fairly quickly,
unlike media recovery, which will take several deagp. In principle, instance recovery
is nothing more than using the contents of thenenlogfiles to rebuild the database
buffer cache to the state it was in before thelcrahis will replay all changes extracted
from the redo logs that refer to blocks that hadbe®n written to disk at the time

of the crash. Once this has been done, the databadee opened. At that point, the
database is still corrupted, but there is no reasro allow users to connect, because

the instance (which is what users see) has beairedp This phase of recovery, known
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as the roll forward, reinstates all changes: chatgelata blocks and changes to undo
blocks, for both committed and uncommitted transast Each redo record has the
bare minimum of information needed to reconstrughange: the block address, and
the new values. During roll forward, each redo rdas read, the appropriate block is
loaded from the datafiles into the database buffiehe, and the change is applied.
Then the block is written back to disk.

Once the roll forward is complete, it is as thotigh crash had never occurred.

But at that point, there will be uncommitted trastgans in the database—these must
be rolled back, and Oracle will do that automalyca the rollback phase of instance
recovery. However, that happens after the datab@s®een opened for use. If a user
connects and hits some data that needs to be tmlddbut hasn’t yet been, this is
not a problem; the roll forward phase will have plaped the undo segment that was
protecting the uncommitted transaction, so theesezan roll back the change in the
normal manner for read consistency.

Instance recovery is automatic, and unavoidabl@éosodo you invoke it? By

issuing a STARTUP command. Remember from Chapten Starting an instance, the
description of how SMON opens a database. Firstaids the controlfile when the
database transitions to mount mode. Then in tmsitian to open mode, SMON
checks the file headers of all the datafiles anthenmedo logfiles. At this point, if
there had been an instance failure, it is appdrecause the file headers are all out
of sync. So SMON goes into the instance recoveuyime, and the database is only

actually opened after the roll forward phase hampteted.

5.2 The Impossibility of Database Corruption

It should now be apparent that there is always ghaoformation in the redo log
stream to reconstruct all work done up to the pairwhich the crash occurred, and
furthermore that this includes reconstructing thdaiinformation needed to roll
back transactions that were in progress at the oiiniee crash. But for the final proof,
consider this scenario.

User JOHN has started a transaction. He has updatetbw of a table with some

new values, and his server process has copieddh&aloes to an undo segment. But
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before these updates were done, his server pracess out the changes to the log
buffer. User DAMIR has also started a transactieither has committed; nothing has
been written to disk. If the instance crashed nbete would be no record whatsoever
of either transaction, not even in the redo logsn&ther transaction would be
recovered, but that is not a problem. Neither wamnitted, so they should not

be recovered: uncommitted work must never be saved.

Then user JOHN commits his transaction. This tngd&WR to flush the log

buffer to the online redo logfiles, which means tih@ changes to both the table

and the undo segments for both JOHN'’s transactidnAMIR’s transaction are now
in the redo logfiles, together with a commit recdJOHN’s transaction. Only when
the write has completed is the “commit complete’saage returned to JOHN's user
process. But there is still nothing in the datafilé the instance fails at this point, the

roll forward phase will reconstruct both the trastgans, but when all the redo has

been processed, there will be no commit record®MIR’s update; that signals SMON
to roll back DAMIR’s change, but leave JOHN's irapé.

But what if DBWR has written some blocks to diskdre the crash? It might be

that JOHN (or another user) was continually requerhis data, but that DAMIR had
made his uncommitted change and not looked atateatain. DBWn will therefore
decide to write DAMIR’s changes to disk in prefezeto JOHN’s; DBWn will always
tend to write inactive blocks rather than activedsk. So now, the datafiles are storing
DAMIR’s uncommitted transaction but missing JOHN&Gmitted transaction. This is
as bad a corruption as you can have. But thirtikkdugh. If the instance crashes now—
a power cut, perhaps, or a shutdown abort—thdandtard will still be able to sort

out the mess. There will always be enough inforamain the redo stream to reconstruct
committed changes; that is obvious, because a coismiticompleted until the write

is done. But because LGWR flush@bchanges tall blocks to the logfiles, there will
also be enough information to reconstruct the w®&tpment needed to roll back
DAMIR’s uncommitted transaction.

So to summarize, because LGWR always writes aheB&8W/n, and because it

writes in real time on commit, there will always é@ough information in the redo
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stream to reconstruct any committed changes tlthhbbeen written to the datafiles,
and to roll back any uncommitted changes that fegeh bvritten to the datafiles. This
instance recovery mechanism of redo and rollbadkeshé absolutely impossible to
corrupt an Oracle database.

5.3 Tuning Instance Recovery

A critical part of many service level agreementths MTTR, the mean time to recover
after various events. Instance recovery guaramee&srruption, but it may take a
considerable time to do its roll forward before tfatabase can be opened. This time
is dependent on two factors: how much redo hag teead, and how many read/write
operations will be needed on the datafiles asete is applied. Both these factors
can be controlled by checkpoints.

A checkpoinguarantees that as of a particular time, all datanges made up to a
particular SCN, or System Change Number, have beiten to the datafiles by DBWn.
In the event of an instance crash, it is only nezmgsfor SMON to replay the redo
generated from the last checkpoint position. Almfpes, committed or not, made
before that position are already in the datafdesclearly, there is no need to use redo
to reconstruct the transactions committed prigh&t. Also, all changes made by
uncommitted transactions prior to that point aem ah the datafiles, so there is no
need to reconstruct undo data prior to the checkgasition either; it is already
available in the undo segment on disk for the rergsollback.

The more up-to-date the checkpoint position isfélséer the instance recovery. If

the checkpoint position is fully up-to-date, nd fokward will be needed at all; the
instance can open immediately and go straightthréaollback phase. But there is

a heavy price to pay for this. To advance the cpeicit position, DBWn must write
changed blocks to disk. Excessive disk I/O wilppte performance. But on the other
hand, if you let DBWn get too far behind, so thié¢ma crash SMON has to process
hundreds of megabytes of redo and do millions adlierite operations on the
datafiles, the MTTR following an instance failut@ncstretch into hours.

Tuning instance recovery time used to be largehatter of experiment and
guesswork. It has always been easy to tell how thagecovery actually took: just

look at your alert log, and you will see the timkes the STARTUP command was
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issued and the time that the startup completedh, wibrmation about how many
blocks of redo were processed, but until releasd the database it was almost
impossible to calculate in advance. Versiom@oduced a new parameter, FAST _
START_MTTR_TARGET, that makes controlling instameeovery time a trivial exercise.
You specify it in seconds, and Oracle will thenwerghat DBWn writes out blocks at
a rate sufficiently fast that if the instance cesstthe recovery will take no longer than
that number of seconds. So the smaller the settiegharder DBWn will work in an
attempt to minimize the gap between the checkgmosition and real time. But note
that it is only a target—you can set it to an uhséaally low value, which, no matter
what DBWn does, is impossible to achieve. Datalias#rol also provides an MTTR
advisor, which will give you an idea of how longogery would take if the instance
failed. More detailed information can be obtainemhf the view VSINSTANCE _
RECOVERY.

Exercise 18-1: Instance Recovery and the MTTR

This exercise demonstrates the effect of checkipgirtn the MTTR following an
instance failure.

1. Using SQL*Plus, connect as user SYSTEM.

2. Disable checkpoint tuning by setting the FAST_STARITTR_TARGET
parameter to zero.

SQL> alter system set fast_start_mttr_target=0;

3. Simulate a workload by creating a table and staiitransaction.

SQL> create table t1 as select * from all_objedtens 1=2;

SQL> insert into t1 select * from all_objects;

4.Run a query to see how much work would be requmedcover the instance
if it crashed right now.

SQL> select RECOVERY_ESTIMATED _I0S, ACTUAL_REDO_ BKK
ESTIMATED_MTTR

from v$instance_recovery;

The query shows how many read/write operations @vbalrequired on the

datafiles and how many blocks on redo would haveetprocessed during
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an instance recovery. The ESTIMATED_MTTR columnwbpin seconds, how
long the recovery would take.

5. Commit the transaction, and re-run the query fraep2. Note that nothing
much has changed: COMMIT has no effect on DBWnwaifichot advance

the checkpoint position.

6. Issue a manual checkpoint.

SQL> alter system checkpoint;

This may take a few seconds to complete, as DBW&h#s all changed blocks
to disk.

7.Re-run the query from Step 2. Note that the RECOYHERSTIMATED _IOS and
ACTUAL REDO_BLKS columns have dropped substantjglerhaps to zero.
The ESTIMATED_MTTR column may not have reduced,gase this column
is not updated in real time.

8. Tidy up by dropping the table.

SQL> drop table t1;

6.0 SUMMARY

This unit covered the concepts and architectureuhderpin Oracle’s recovery

capabilities. A thorough understanding of thisgsemtial before proceeding to the
details of backup and recovery techniques. You lsaea the various types of failure
that can occur, and how the database and the DBrageathem. In particular, the
instance recovery mechanism makes it absolutelpssiple to corrupt an Oracle

database.

7.0 TURTOR MARKED ASSIGNMENT
1. Which of the following files should be multiplexddy safety? (Choose two

answers).
A. Archive lodfiles
B. Controlfile

C. Initialization file

232



D. System tablespace datafiles

2.You want to add a controlfile copy. Which of thesgjuences is correct and
sufficient? (Choose the best answer.)

A. Copy the controlfile, and issue an alter systecommand to

change the CONTROL_FILES parameter.

B. Mount the database to read the controlfile, angeiss alter

database... command to add a new copy.

C. Copy the controlfile, shut down the database, sfaih nhomount mode,
issue an alter system... command to change the RONTFILES

parameter, and open the database.

D. Start up in nomount mode, copy the controlfileyesan alter

system... command to change the CONTROL_FILES petenmand

open the database.

E. Issue an alter system... command to change the GQNTFILES
parameter, shut down the database, copy the chletrahd start up the
database.

3. You want to multiplex a redo log group. Will thisvolve downtime? (Choose
the best answer.)

A. Yes, because logfiles can’'t be manipulated whigedatabase is open.

B. No, you can always reconfigure logfiles online.

C. No, if your database is in archivelog mode.

D. Yes, because database logging is controlled bi¢ gtatameters.

4.1f an online logfile gets damaged, what might happext? (Choose the best
answer.)

A. The instance will terminate as soon as the comups detected.

B. The instance will continue to run, if the groupnsltiplexed.

C. If you have more than two surviving logfile grougise instance will
continue to run.

D. The instance will terminate, unless you are in i@eibg mode.

5.1f your database is in archivelog mode, how canfgoce an archive?

A. Issue an alter database switch logfile command.
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B. Issue an alter system switch logfile command.

C. Issue an alter system log_archive_start command.

D. There is no command to force an archive; they happéomatically.

6. You are concerned that performance is poor. Whghtnjou do to address
this? (Choose two answers.)

A. Increase the FAST_START_MTTR_TARGET setting.

B. Reduce the FAST_START_MTTR_TARGET setting.

C. Carry out manual checkpoints, to advance the ctwokposition.

D. Give each logfile group its own disk, to avoid camtion between groups.
E. Ensure that members of the same redo group arepamate disks.

F. Take the database out of archivelog mode.

7. After a crash, you issue a STARTUP command. Pugtleats that follow in
the correct order:

A. Normal users can connect.

B. SMON carries out roll forward.

C. SMON performs rollback.

D. The instance starts in nomount mode.

E. The database is mounted.

F. The database is opened.

8. Which of the following circumstances could resalti corrupted database?
(Choose the best answer.)

A. Loss of all copies of the current logfile group

B. Loss of all copies of the controlfile

C. A crash during an instance recovery

D. Loss of the system tablespace and the undo talglespa

E. None. It is impossible to corrupt an Oracle databas

9. Neither your controlfile, nor your online logs, ngyur archive logs are
multiplexed. To multiplex them, which will requidowntime? (Choose the
best answer.)

A. Archive logs

B. Controlfile
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C. Redo logs
D. None. All these operations can be done online.

7.0FURTHER READING/REFERENCE
1.0 Alapati, Sam R. (200%xpert Oracle database 10g administratidpress
p. 843SBN 9781590594513 Retrieved 2009-05-25 "... ASH records very résassion

activity (within the last five or ten minutes)."
2.00racle Database 10g: Administration 1 and 2

3.0 Rick Greenwald and Robert Hoskin , Oracle Powge@b , 1997 O’Reilly and

Associates Inc.
4.0 Steven Feverstein , Oracle PL/ SQL Programmitt§97 O’Reilly and Associates Inc.

5.03.0 Greenwald, Rick; Stackowiak, Robert; Sternafloan (2007)Oracle Essentials:
Oracle Database 11d=ssential Series (4 ed.). O'Reilly Media.
p. 31.ISBN 978059651454%Retrieved 2010-06-08. "Today, Oracle offers other
embedded databases including TimesTen, Berkeleyab® Oracle Database Lite."
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1.0 INTRODUCTION
To guarantee maximum recoverability for a databtémeecontrolfiles must be

multiplexed; the online redo logs must be multigléxthe database must be running
in archivelog mode, with the archive lodfiles alaaltiplexed; and finally there must

be regular backups.

2.0 OBJECTIVES
In this unit you will learn how to

« Identify the importance of checkpoints, redo I&g$, and archived logfiles
» Configure archivelog mode

 Configure a database for recoverability

3.0 Protecting the Controlfile

The controlfile is small, but vital. It is usednount the database, and while the
database is open, the controlfile is continuallpbeead and written. If the controlfile
is lost, it is possible to recover; but this is abways easy, and you should never be in
that situation, because there should always beaat two copies of the controlfile, on
different physical devices.

In an ideal world, not only will each copy of thentrolfile be on a different disk,

but each of the disks will be on a different chdramel controller if your hardware
permits this. However, even if your database isimgnon a computer with just one
disk (on a small PC, for instance) you should stililtiplex the controlfile to different
directories. There is no general rule saying tivatd¢opies is too few, or eight copies is
too many, but there will be rules set accordinth®business requirements for fault
tolerance.

Provided that the controlfile is multiplexed, reeang from media damage that
results in the loss of a controlfile is a triviahtter. Oracle ensures that all copies of
the controlfile are identical, so just copy a suing controlfile over the damaged or
missing one. But damage to a controlfile does tesudowntime. The moment that
Oracle detects that a controlfile is damaged osimgg the instance will terminate

immediately with an instance failure.
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If you create a database with the DBCA, by defgoit will have three controlfiles,
which is probably fine; but they will all be in tlsame directory, which is not so good.
To move or add a controlfile, first shut down tlaabase. No controlfile operations
can be done while the database is open. Secondnuggerating system command

to move or copy the controlfile. Third, edit the SROROL_FILES parameter to point
to the new locations. If you are using a statitSt).ora parameter file, just edit it
with any text editor. If you are using a dynamifilsID.ora parameter file, start up
the database in NOMOUNT mode, and issue an algtesyset control_

files=... command as shown in Figure 18-5. Fowfen the database as normal.

3.1 Protecting the Online Redo Log Files

Remember that an Oracle database requires atweashline redo logfile groups to
function, so that it can switch between them. Yaymeed to add more groups for
performance reasons, but two are required. Eaalpgronsists of one or more members,
which are the physical files. Only one member pgeup is required for Oracle to

function, but at least two members per group ageired for safety.
The one thing that a DBA is not allowed to do isa®e all copies of the current

online logfile group. If that happens, you will édata. The only way to protect

against data loss when you lose all members ofuhent group is to configure a
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o CHAWINDOWS, system32hcmd.exe - sqlplus system/oracle -0 =|

EQL> ;I
SQL> zhow parameters control_files;

HAME TYPE UALUE

control_files stpring C:~0RACLE~PRODUCT~18._1 _@~0RADA

TA~OCP1BGNCONTROLAL . CTL

SQL >

COL> shutdown immediate:

Databhase closed.

Databaze diszmounted.

ORACLE instance shut down. —
SQL >

GQL> host copy C:“ORACLE~PRODUCT-~18.1.8“0RADATA~OCP1BG-CONTROLA1 .CTL C:“-0ORACLE“~P
RODUCT~18.1 .8~ 0RADATANOCP1BGSCONTROLBZ . CTL

1 fileCs>» copied.

SQL >
SOQL> startup nomount;
ORACLE instance started.

Total Syztem Globhal Area 146800648 hytes

Fixed Size 787868 hytes
Variabhle Size 120584884 bhytes
Database Buffers 25165824 bytes
Redo Buffers 262144 hytes
SQL >

COL> alter system szet control files=""C:~ORACLE~PRODUCT-18.1.6~0RADATAOCP18AG~CON
TROLAL .CTL"Y, "C:~0RACLE~FRODUCT~168.1 .8~ 0RADATA~OCP1BGSCONTROLA2 .CTL" scope=spfile

L]
Suzstem alterved.

SQL>
COL> startup force:
ORACLE instance started.

Total System Globhal Area 146880648 hytes

Fixed Size 787868 hytes
Variabhle Size 12685848084 bytes
Database Buffers 25165824 bytes
Redo Buffers 262144 hytes

Databasze mounted.
Databasze opened.

SQL>

GOL> show parameters control_files;

NAME TYPE UALUE

control_files string C:~0RACLE~PRODUCT~1@.1 .@8~0RADA
TA~OCP1AG-CONMTROLGA1 .CTL, C:=~0R
ACLE~PRODUCT~18._1 .8~0RADATA~OC
P18G~CONTROLBZ . CTL

SQL> I

Figure 18-5Multiplexing the controlfile

Data Guard environment for zero data loss, whiaiotsa trivial exercise. Why is it so
critical that you do not lose all members of therent group? Think about instance
recovery. After a crash, SMON will use the contesftthe current online logfile group
for roll forward recovery, to repair any corruptsim the database. If the current online
logfile group is not available, perhaps because# not multiplexed and media damage
has destroyed the one member, then SMON canndiisicdnd if SMON cannot

correct corruptions with roll forward, you canngenm the database.
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Just as with multiplexed copies of the controlfilee multiple members of a

logfile group should ideally be on separate digksseparate controllers. But when
considering disk strategy, think about performaase&vell as fault tolerance. In the
discussion of commit processing in Chapter 9, & wede clear that when a COMMIT
is issued, the session will hang until LGWR hasliled the log buffer to disk. Only
then is “commit complete” returned to the user pss; and the session allowed to
continue. This means that writing to the onlineorémbfiles is one of the ultimate
bottlenecks in the Oracle environment: you canwwoDWL faster than LGWR can
flush changes to disk. So on a high-throughpuiesystmake sure that your redo logfiles
are on your fastest disks served by your fastadtaiters. Related to this, try not to
put any datafiles on the same devices; if the dB®VR process has to compete for
disk I/0 resources with DBWn and many server preegsperformance may degrade.
If a member of a redo logfile group is damaged @sing, the database will remain
open if there is a surviving member. This contrasth the controlfile, where damage
to any copy will crash the database immediatelmil@rly, groups can be added or
removed and members of groups can be added or mdvieithe database is open,
as long as there are always at least two grouplseach group has at least one valid
member.

If you create a database with DBCA, by default yollihave three groups, but

they will have only one member each. You can adcemtembers (or indeed whole
groups) either through Database Control or from3@¢ *Plus command line. There
are two views that will tell you the state of yaado logs. V$LOG will have one row per
group, and V$LOGFILE will have one row per logfiteember. Examine Figure 18-6.

240



o CHAWINDOWS, system32hcmd.exe - sqlplus system/oracle -0 =|

EQL> ;I
SQL> select grouplt.zequencelt.members.status from vSlog;
GROUP# SEQUENCE# MEMBERS STATUS
1 92 1 INACTIVE
2 93 1 INACTIUE
3 94 1 CURRENT
SQLY select groupl.status.member from vilogfile; =
GROUP# STATUS MEMBER
3 C:~0RACLE~PRODUCT~18.1 .8~0RADATA~OCP1AG-REDOA] . LOG
2 G:~0RACLE~PRODUCT~1A.1 .8~0RADATA~OCP1AG-REDOBAZ . LOG
i G:~0RACLE~PRODUCT~1A.1 .8~0RADATA~OCP1AG-REDOAL . LOG
SQL>
SOL>» alter system switch logfiles
Custem altered.
SQL> select grouplt.zequencelt.members.status From vSlog;
GROUP# SEQUENCE# MEMBERS STATUS
1 95 1 CURRENT
2 73 1 INACTIVE
3 94 1 ACTIVE
SQL> [

Figure 18-60nline redo log configuration

The first query shows that this database has tbggige groups. The current group—
the one LGWR is writing to at the moment—is groyph® other groups are inactive,
meaning first that the LGWR is not writing to themmd second that in the event of an
instance failure, SMON would not require them fegtance recovery. In other words,
the checkpoint position has advanced into grouth®. SEQUENCE# column tells us
that there have been 94 log switches since théaseavas created. This number is
incremented with each log switch. The MEMBERS catushows that each group
consists of only one member—seriously bad newschviinould be corrected as soon
as possible.

The second query shows the individual online redfiles. Each file is part of one
group, identified by GROUP#, and has a unique namhe.STATUS column should
always be null, as shown. If the member has nobgeh used, typically because the
database has only just been opened and no log®sitave occurred, the status will
be STALE; this will be there only until the firsid switch. If the status is INVALID,
either the member has just been created (in wlask it will clear after a log switch

into it) or you have a problem.
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Then there is an alter system switch logfile; comdht force a log switch, which would happen
automatically eventually if there were any DML irogress once the current group was full. The
log switch, either

automatic or manual, causes the LGWR to startngitiut redo data to the next online

logfile group.

The last query shows that after the log switchugrd is now the current group that

LGWR is writing to at log switch sequence numberBi%e previously current group,

group 3, has status ACTIVE. This means that it watill be needed by SMON for

instance recovery if the instance failed now. Bhart time, as the checkpoint position
advances, it will become INACTIVE. Issuing an

alter system checkpoint;

command would force the checkpoint position to caupeo-date, and group 3 would

then be inactive immediately.

The number of members per group is restricted tijngs in the controlfile,

determined at database creation time. Turn ba€khapter 3 and the CREATE

DATABASE command called by the CreateDB.sql scitipg MAXLOGFILES directive

limits the number of groups that this databasehzare, and the MAXLOGMEMBERS

directive limits the maximum number of members aétegroup. The DBCA defaults

for these (16 and 3 respectively) may well be &lgtdor most databases, but if they

prove to be inappropriate, it is possible to reateghe controlfile with different values.

However, as with all controlfile operations, thiglwequire downtime.

Exercise 18-2: Multiplexing the Redo Log

This exercise will add a member to each online tedagroup through Database
Control and then confirm the addition from SQL*Rliike assumption is that there

is currently only one member per group, and thatlyave three groups; if your groups
are configured differently, adjust the instructi@csordingly.

1. Using Database Control, log on as user SYSTEM.

2. From the database home page, take the Adminisirthy and then the Redo

Log Groups link in the Storage section.

242



3. Select the first group, and click Edit.

4.n the Redo Log Members section, click Add. The Ritlo Log Member page appears.
5. Enter a filenam&EDOO01b.LOG for the new member for group 1.

6. Click Continue.

7. Click Show SQL and study the command that will kecaited, and then click Return.

8. Click Apply to execute the command—or Revert if yoould rather return to Step 4.

9. Take the Redo Log Groups link at the top of theserto the Redo Log

Groups window, and repeat Steps 3-8 for the otterps.

10.Using SQL*Plus, connect as user SYSTEM and issegetlgueries to confirm the creation of
the new members:

SQL> select group#,sequence#,members,status frog;v$

SQL> select group#,status,member from v$lodfile;

The result will show the new members with statug§ ANID. This is not a

problem; it happens merely because they have T used.

11.Issue the following command three times, to cylteugh all your logfile groups:

SQL> alter system switch lodfile;

12.Reissue the second query in Step 10 to confirmtibigastatus of all your logfile group

members is now null.

3.2 Archivelog Mode and the Archiver Process

Oracle guarantees that your database is nevempted,uhrough the use of the online
redo logdfiles to repair any corruptions caused mynatance failure. This is automatic,
and unavoidable. But to guarantee no loss of ddiaing a media failure, it is
necessary to have a record of all changes apmigtetdatabase since the last backup
of the database; this is not enabled by defauk. ditline redo logfiles are overwritten
as log switches occur; the transition to archivetamle ensures that no online redo
logfile is overwritten unless it has been copie@dasirchive log first. Thus there will
be a series of archive lodfiles that representraptete history of all changes ever
applied to the database. If a datafile is damagiadwatime, it will then be possible to
restore a backup of the datafile and apply the gbsufrom the archive log redo stream

to bring it up-to-date. By default, a databasea&ated in noarchivelog mode; this means
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that online redo logfiles are overwritten by logtsWes with no copy being made

first. It is still impossible to corrupt the dataea but data could be lost if the datafiles
are damaged by media failure. Once the databasmistioned to archivelog mode,

it is impossible to lose data as well—provided thiathe archive logfiles generated
since the last backup are available.

Once a database is converted to archivelog modewebackground process will

start, automatically. This is the archiver procé@dRCn. By default Oracle will start two
of these processes, but you can have up to tezarlier releases of the database it was
necessary to start this process either with a SQis*Bommand or by setting the
initialization parameter LOG_ARCHIVE_START, but @dlinstance will automatically
start the archiver if the database is in archivehogle.

The archiver will copy the online redo logfilesao archive logfile after each log
switch, thus generating a continuous chain of legfthat can be used for recovering

a backup. The name and location of these archgfdde is controlled by initialization
parameters. For safety the archive logfiles cambkiplexed, just as the online logdfiles
can be multiplexed, but eventually, they shouldrigrated to offline storage, such as
a tape library. The Oracle instance takes careegting the archive logs with the ARCn
process, but the migration to tape must be coetitdily the DBA, either through
operating system commands or by using the Recdvanager utility RMAN (described
in later chapters) or another third-party backujpvwsare package.

The transition to archivelog mode can be done witilje the database is in mount
mode after a clean shutdown, and it must be doreeuser with a SYSDBA connection.
It is also necessary to set the initialization pagters that control the names and
locations of the archive logs generated. Cleanlgsé names must be unique, or archive
logs could be overwritten by other archive logs.ehsure unique filenames, it is
possible to embed variables such as the log swe&ghnence number in the archive
logfile names (see Table 18-1).

The minimum archiving necessary to ensure thatvesgofrom a restored backup

will be possible is to set one archive destinatiut for safety, it will usually be a

requirement to multiplex the archive logfiles bysiying two or more destinations,
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ideally on different disks served by different aafiers. From 9onward, it is possible
to specify up to ten archive destinations, giviog yen copies of each filled online redo
logfile. This is perhaps excessive for safety. @rehive destination? Good idea. Two
destinations? Sure, why not. Bet? This is to do with Data Guard. For the purposes
of this book and the OCP exam, an archive log dastin will always be a directory
on the machine hosting the database, and two désins on local disks will usually

be sufficient. But the destination can be an Oralgdealias, specifying the address of
a listener on a remote computer. This is the keaeto data loss: the redo stream can
be shipped across the network to a remote datalvhgee it can be applied to give a
real-time backup. Furthermore, the remote databas€if desired) be configured and
opened as a data warehouse, meaning that all #rg grocessing can be offloaded
from the primary database to a secondary datalgseiped for such work.

Exercise 18-3: Transition the Database

to Archivelog Mode

Convert your database to archivelog mode, andasanmeters to enable archiving to
two destinations. The instructions for setting pagters in Step 3 assume that you are
using a dynamic spfile; if your instance is usingtaic pfile, make the edits manually
instead.

1. Create two directories with appropriate operatiygtesn commands. For example, on
Windows,

c:\> md c:\oracle\archivel

c:\> md c:\oracle\archive2

or on Unix,

$ mkdir /oracle/archivel

$ mkdir /oracle/archive2

2. Connect with SQL*Plus as user SYS with the SYSDBKifege.

SQL> connect / as sysdba

%d A unique database identifier, necessary if ipldtdatabases are being archived
to the same directories.

%t The thread number, visible as the THREAD# columW$INSTANCE. This is
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not significant, except in a RAC database.

%r The incarnation number. This is important ifiacomplete recovery has been
done, as described in Chapter 27.

%s The log switch sequence number. This will guaeathat the archives from any
one database do not overwrite each other.

3. Set the parameters to nominate two destinatiorctdiries created in Step 1

and to control the archive logfile names. Note thet necessary to include

a trailing slash character on the directory namadsagckslash on Windows).

SQL> alter system set log_archive_dest_1='"locafiomaele/archivel/' scope=spfile;
SQL> alter system set log_archive_dest_2='"locatiamele/archive2/' scope=spfile;
SQL> alter system set log_archive_format="arch_%d %6 %s.log' scope=spfile;
4. Shut down the database cleanly.

SQL> shutdown immediate;

5. Start up in mount mode.

SQL> startup mount;

6. Convert the database to archivelog mode.

SQL> alter database archivelog;

7.0pen the database.

SQL> alter database open;

8. Confirm that the database is in archivelog modethatithe archiver is

running with these two queries.

SQL> select log_mode from v$database;

SQL> select archiver from v$instance;

9. Force a log switch.

SQL> alter system switch lodfile;

10.The log switch will have forced an archive to btita destinations. Confirm

this from within the Oracle environment with thiseyy:

SQL> select name from v$archived_log;

and then from an operating system prompt confiran the files listed by this

qguery were in fact created.
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4.0 SUMMARY

Then the mechanism of archiving makes it imposdiblese data, provided

that you do not lose your current, unarchived,rentedo logfile group, and that you
have adequate backups. To protect the online g you should multiplex them
onto different disks. It is also good practice toltiplex the controlfile and the archive

logfiles.

5.0 TURTOR MARKED ASSIGNMENT
1.0n querying V$LOG, you see that you have one legfiloup whose status is

“ACTIVE.” Which of the following statements are &2 (Choose two answers.)
A. This is the group to which LGWR is writing redo.

B. In the event of a crash, SMON would use this grimupecovery.

C. The group has not yet been archived.

D. Completing a checkpoint would change the statumsito

E. This group was in use before the last log switch.

2. While executing a multirow update statement, ydwahionstraint violation.
What will happen next?

A. The update that hit the problem will be rolled hawkt the rest of the
statement will remain intact.

B. The whole statement will be rolled back.

C. The whole transaction will be rolled back.

D. It depends on whether you have issued the altsrssesnable

resumable command.

3. From the following table, match the appropriataisoh to each possible
problem.

A. Accidentally dropping a table a. Mirroring wilhAID

B. Committing a bad transaction b. Enable resumable

C. Datafiles filling up c. Flashback drop

D. Deleting a datafile d. Flashback query

E. Losing a disk e. Restore and recover
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F. Omitting a “where” clause on a delete f. Rollbac

4. A multiplexed copy of the controlfile gets damageile the instance is shut
down. Which of the following statements is trueh@Gse the best answer.)

A. The database can be opened immediately if thexesusviving copy of the
controlfile.

B. In mount mode, you can change the CONTROL_FILE &ipater to remove
the reference to the damaged copy of the coneopHihd then open the
database.

C. You can replace the damaged file with a surviviagycof the controlfile

and then open the database.

D. After restoring the controlfile, SMON will recovéras part of the instance
recovery process.

5. The MTTR advisor will tell you.... (Choose two aresw.)

A. The estimated MTTR

B. The value of the FAST_START_MTTR_TARGET parameter

C. What the FAST_START_MTTR_TARGET should be set to

D. How the MTTR will change, depending on the rateeofo generation

E. How many I/Os on datafiles and how much redo wdsglghrocessed

in the event of an instance failure
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